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Abstract 
The decarbonised future European electricity system must remain secure: reliable 
electricity supply is a prerequisite for the functioning of modern society. 
Scenarios like Desertec, which partially rely on solar power imports from the 
Middle East and North Africa, may be attractive for decarbonisation, but raise 
concerns about terrorists interrupting supply by attacking the long, unprotected 
transmission lines in the Sahara. In this paper, I develop new methods and assess 
the European vulnerability to terrorist attacks in the Desertec scenario. I compare 
this to the vulnerability of today’s system and a decarbonisation scenario in 
which Europe relies on gas imports for electricity generation. I show that the 
vulnerability of both gas and electricity imports is low, but electricity imports are 
more vulnerable than gas imports, due to their technical characteristics. Gas 
outages (and, potentially, resulting blackouts) are the very unlikely consequence 
even of very high-number attacks against the gas import system, whereas short 
blackouts are the potential consequence of a few attacks against the import 
electricity lines. As the impacts of all except extreme attacks are limited, 
terrorists cannot attack energy infrastructure and cause spectacular, fear-creating 
outages. Both gas and electricity import infrastructure are thus unattractive and 
unlikely terrorist targets. 
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1 Introduction 
The European electricity system is changing, primarily driven by climate change 
concerns. Towards the middle of this century, the electricity system must – 
should Europe stand a fair chance to meet its long-term 80-95% decarbonisation 
target – be almost completely carbon-neutral (ECF, 2010). This target is however 
not the only one to fulfil. Modern economies come to an abrupt halt when the 
energy and, in particular, electricity supply is interrupted, so that the security of 
supplies is an equally important objective. Many point to terrorist attacks against 
critical energy infrastructure (CEI) as a particularly serious threat to energy 
security. For example, the European Commission perceives the terrorist threat 
against CEI as “a priority” for its critical infrastructure protection programme 
(EC, 2006:3). Also in science, a paramount view is that critical infrastructure is 
“a dominant target for terrorist attacks” (Tranchita et al., 2009:246), especially 
the electricity system, which is “the most critical of all” (van der Vleuten and 
Lagendijk, 2010:2053). 

Thus, an electricity decarbonisation pathway that introduces unacceptable 
vulnerabilities to terrorist attacks should be discarded. In this, it must be 
acknowledged that there is no zero-risk pathway: if Europe discards one 
pathway, it must choose another, and this comes with its own set of 
vulnerabilities. 
One much discussed option for the decarbonisation of the European power sector 
is to massively expand the domestic renewable generation, and complement this 
with imports of dispatchable concentrated solar power (CSP) from the Middle 
East and North Africa (MENA), such as proposed by Desertec and others (e.g. 
Desertec, 2008; Patt et al., 2011; Trieb, 2006). Given the already present concern 
about the vulnerability of the electricity system and its attractiveness as a terrorist 
target, proposals like Desertec further fuel these energy security worries. For 
example, the CEO of Bloomberg New Energy Finance stated: “I’m not sure we 
want to be dependent on North Africa for our [Europe’s] electricity supply when 
anyone with a shoulder-launched missile can take out the electricity supply for 
Europe” (Morales, 2010).  
Another decarbonisation option is to continue to burn fossil fuels for electricity 
generation, in particular gas, which is a lower-carbon fuel than coal, and add 
carbon capture and storage (CCS) technologies to capture and store the CO2 
away before it is vented into the atmosphere. Considering the dwindling 
European gas reserves, this would likely require Europe to rely on gas from 
neighbouring, gas-rich countries – predominately in MENA and the former 
Soviet Union (FSU) – imported through long, unprotected pipelines or exposed 
terrorist targets like liquefied natural gas (LNG) terminals. Thus, the 
vulnerabilities seem similar, and the choice between a Desertec-like Supergrid 
future and a gas-import dependent one seems to be a choice between two rather 
equally secure, or insecure, options: “renewable energy infrastructure […] is not 
significantly more vulnerable to attack than its oil and gas counterparts” (Lacher 
and Kumetat, 2011:4476). 
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In this paper, I investigate the question whether solar power imports from MENA 
introduces new, significant terrorism vulnerabilities threatening European energy 
security, and how these vulnerabilities compare to an alternate scenario in which 
gas for electricity generation is imported. 

 

2 Critical energy infrastructure and terrorism 
Despite the worries voiced, terrorism against CEI was not a major issue in 
Europe in the past. Overall, blackouts are both rare and small in Europe: each 
customer experiences on average two per year, lasting around 100 minutes 
(CEER, 2008). Practically all blackouts are caused by natural events, especially 
lightning, and technical failures; terrorism and sabotage are so uncommon that 
they are not accounted for (Nordel, 2008). In the US, 80% of the infrastructure 
failures 1984-2006 were caused by natural events, whereas terrorist attacks 
caused zero blackouts (Simonoff et al., 2007). The gas supply from Algeria to 
Europe has been interrupted twice by terrorist attacks, in 1997 and 2006, both 
times for a few days, with no end-consumer supply impacts in Europe (Lacher 
and Kumetat, 2011). Serious attacks against gas pipelines have occurred 
elsewhere, prominently the 14 attacks in 2011-2012 against the Sinai gas pipeline 
in Egypt (NYT, 2012). 

Furthermore, CEI are not dominant terrorist targets, see Table 1. Only 3% of all 
terrorist attacks registered in the US government terrorism database WITS 
affected CEI, including attacks against gasoline trucks and employees of CEI 
facilities (the employees appear to have been the main target of many attacks, see 
Lacher and Kumetat, 2011). Less than 1% of CEI attacks took place in Europe. 
Most CEI attacks – at least 60% – and all attacks causing heavy damage affected 
energy transport facilities. Of the 2572 registered CEI attacks, only 12 caused 
“heavy damage” 1 (damage>$20 million), whereas almost all caused “none” or 
“light damage” (<$500,000). CEI attacks with serious impacts on supply are very 
infrequent worldwide, and extremely seldom – if they have happened at all – in 
Europe. 

 
 

 
 

 
 

 

                                                
1 These were 9 oil pipeline attacks in Nigeria, 2 oil pipeline attacks in Iraq, and 1 gas pipeline 
attack in Mexico.  
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Table 1: Registered terrorist attacks in the WITS database between January 2004 and June 
2011. Total entries, energy infrastructure (total, electricity, power station, gas pipeline, and 
gas well). Source: WITS, 2011. 

 Registered 
attacks 

of which in 
EU27 

of which in 
North Africa 

of which in 
Russia 

Total terrorist attacks 
2004-June 2011 

82,594 2415 (2.9%) 479 (434 in 
Algeria, 38 
Egypt) (0.6%) 

2296 (2.8%) 

Attacks against energy 
infrastructure/ 
employees 

2572 18 (0.7%) 22 (17 Algeria, 
5 Egypt) 
(0.9%) 

70 (2.7%) 

     of which against 
electricity assets 

638 14 (10 
Spain, 2 
France, 2 
Greece) 
(2.2%) 

3 (2 Algeria,1 
Egypt) (0.5%) 

14 (2.2%) 

     of which against 
power stations 

63 1 (Spain) 
(1.6%) 

2 (Algeria, 
Egypt) (3.2%) 

1 (1.6%) 

     of which against gas 
pipelines 

354 0 6 (3 Algeria, 3 
Egypt) (1.7%) 

30 (8.5%) 

     of which against gas 
wells 

7 0 0 0 

 

From the terrorism research literature we know that terrorists seek to influence a 
wider audience than the one immediately affected by an attack, by causing 
damages, which in turn induce fear, or terror (Ruby, 2002). They do this to show 
the target audience the costs of not complying with the group’s political 
demands, and thus coerce the targeted state into conceding to these demands. As 
a response, most countries adopt a strict no-concessions policy to decrease the 
political usefulness of terrorism. Consequentially, terrorists rarely achieve their 
political aims: Abrahms (2006) show that only 3 of the 42 political aims 
expressed by the 28 groups listed by the US State Department as foreign terrorist 
organisations were met, and all of these successes came from attacking military 
facilities, not from attacking civilians. He explains this by the perception of 
terrorists’ demands in the target audience. The military is “used to” being 
attacked, and the terrorists’ demands may be understood by the audience the way 
they are put forth when such targets are attacked. When civilians are attacked, 
the target audience often infers from the disastrous impacts that the terrorists aim 
to “destroy our nation” or “our way of life”, even though this is rarely the actual 
aim of attackers. No government can concede to such maximalist demands, and 
can thus not accommodate the actual, non-maximalist, terrorist demands 
(Abrahms, 2006). In addition, countries are not very prone to changing their 
policies due to external pressure, as can be seen by the low success rate of 
imposed economic sanctions (Drezner, 2003; Hovi et al., 2005). 
These limited prospects of political success should act as a deterrent for attacks, 
against energy installations and in general. Terrorists however still carry out 
attacks, indicating that they may be motivated not only by political aims but also 
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by punitive ones – simply punishing a state for past or ongoing transgressions. 
Social aims, in particular such of members’ belonging to a group, and 
maintaining that group over time, have also been identified in empirical studies 
as important drivers of terrorist action: the key determinant for joining a terrorist 
group is not political sympathy, but having a friend or relative in the group. The 
terrorist action – sometimes against other, ideologically similar groups – and the 
expressed political aims sometimes mainly play the role to perpetuate the group’s 
existence (Abrahms, 2006, 2008). 

Terrorists tend to select high-profile and soft, easy-to-attack targets, fulfilling at 
least one of five attributes, in order to create fear: (1) to cause large human 
casualties, (2) to destroy physical facilities, (3) to inflict great economic damage, 
(4) to disrupt the functioning of the government, (5) or to destroy a symbol of the 
culture/country the terrorists detest (Branscomb, 2004). As large outages would 
be expensive and potentially disruptive to societies and governments, at least 
points 2-4 could apply for CEI, making it a potentially attractive target (Libicki 
et al., 2007). The data presented above, however, opposes the prevailing sense of 
attractiveness of CEI targets to terrorists. 
Some authors have investigated this discrepancy between theoretical 
attractiveness and observed incidence of CEI attacks and offer some 
explanations. First, although a blackout “is costly and annoying […] it pales in 
comparison with the effect of large-scale loss of life that is often the purpose of 
terrorist acts” (Farrell et al., 2004:459): igniting a bomb at a market induces 
more fear than felling an electricity pylon.  
Second, terrorist targets generally have some symbolism attached, connected to 
the group’s enemy – such as the state, or certain government institutions. Toft et 
al. (2010:4419) argue that CEI is “rarely a strong messenger of ideological 
symbolism”, which to them explains the low CEI target frequency.  
Third, energy outages are indiscriminate, affecting target audience and 
supporters alike. Spectacular attacks on CEI may thus alienate supporters, thus 
reducing the attack attractiveness (see Smith Stegen et al., 2012; Toft et al., 
2010). 
These are good arguments to explain the relative infrequency and low impact of 
CEI attacks in the past. However, it is unclear whether it holds for the future, for 
three main reasons. 

First, it is correct that historical blackouts in Europe have not caused wide-spread 
fear. On the other hand, spectacular CEI attacks have not happened in Europe, 
nor has Europe experienced large and sustained (>a few days) blackouts, so there 
is no empirical data for (or against) the no-fear argument. A very large-scale 
attack is possible, and a spectacular, long-lived terrorist-caused outage could 
fulfil the high-impact and fear-creation criteria: “a blackout in Europe, caused by 
a coordinated attack, would be disastrous” (Smith Stegen et al., 2012:20). If 
large outages are attainable with a reasonable effort, terrorist could attack CEI 
targets to induce fear, potentially making such targets attractive. If the energy 
system is resilient, considering all response options available to protect the 
system against events other than terrorism, for example lighting or snow storms, 
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large outages are unlikely, making CEI an unattractive and hence improbable 
terrorist target. 

Second, the no-symbolism argument holds only in some cases, even historically. 
For example, al-Qaeda ideologists have called for attacks against oil 
infrastructure2, as these supply the crusader nation (the US) and support the 
exporter governments cooperating with it (Farrell et al., 2004; Libicki et al., 
2007). It cannot be excluded that future terrorists attach political/ideological 
symbolism to CEI systems. 

Third, attacks on domestic CEI will probably remain indiscriminate, affecting 
both enemies and supporters, but attacks against export CEI may not. Export 
HVDC lines, export pipelines and the LNG system are of a point-to-point nature, 
so that outages would occur only at the receiving end. Such attacks would then 
affect customers in Europe, the CEI owner, and the sellers in the exporting 
country, but not the domestic supporters outside Europe. 

Consequently, one cannot know that CEI attacks will remain of low impact and 
thus unattractive and infrequent. Future terrorist may find CEI attacks 
ideologically appealing. If a future energy supply pathway holds inherent 
vulnerabilities, the impacts of reasonable-scale terrorist attacks may be 
significant. This could make Europe vulnerable, both because the impacts 
themselves are potentially large, and because CEI targets would be attractive to 
terrorists: if the outages are potentially large, terrorists could potentially cause 
fear and economic damage in Europe by attacking CEI, and this, in turn, is a 
necessary condition for political or other “success”. 
Hence, if attackers can expect that outages are large and easily attainable, the 
may decide to attack. If they cannot cause large outages, or if causing large 
outages is very difficult, Europe is not vulnerable, because the impacts are small 
and the targets unattractive (and hence improbable) to potential attackers. Small 
impacts do not generate fear and respect: if they potential attackers expect that 
impacts are low, or that the attack effort is very high, they are unlikely to attack 
at all. Therefore, understanding whether an electricity or energy pathway has 
inherent vulnerabilities, which may be exploited by to cause significant damage, 
is key to understanding both the severity and likelihood of terrorism threats 
against it. 
 

3 Assessment methods 

3.1 Previous research 
An engineering perspective on risk dominates the critical infrastructure research 
field. Most studies build on detailed quantitative models of energy systems, 
typically hypothetical systems (e.g. Tranchita et al., 2009; Zerriffi et al., 2007), 

                                                
2 al-Qaeda’s record on this is however complicated, due to many Muslim countries’ dependence 
on energy export revenues. 
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and sometimes using methods from the complex network research field (e.g. 
Bompard et al., 2009). Others model actual CEI systems, e.g. Rosas-Casals et al., 
2007 (UCTE grid), or Lochner and Dieckhöner, 2012 (ENTSO-G grid). Such 
models represent entire systems and simulate attacks by disabling system 
components while considering the systems’ resilience and responses, sometimes 
including restoration time of components and system functionality. By doing 
this, the studies identify structural weaknesses in different topologies in actual or 
hypothetical systems. 

The scenarios I assess here do not allow for such assessments, as they contain no 
details about system topologies, and as terrorist attacks are surprises without 
meaningfully quantifiable probabilities. As a response to such lack of knowledge, 
parts of the traditional energy security literature assumes that any vulnerability 
assessment takes place in “ignorance”, where neither the probability nor the 
impact of an event are known (Stirling, 2010). The cornerstone of this 
argumentation is that diversification of the energy system is a suitable way to 
hedge against both knowable and unknowable risks, as any given disturbance is 
more likely to affect a smaller fraction of a diversified system than of a 
concentrated one. Stirling (2010) thus argues that diversity is the best way to 
assess risks of surprises and unknowable events. The same thinking applies to 
CEI, perhaps even stronger than in the wider energy security research, as it is 
faster and cheaper to repair or replace smaller units compared to large, one-of-a-
kind components (Farrell et al., 2004). Stirling’s argumentation, however, 
discards useful knowledge about the future. It is not true that one knows nothing 
about the future – in fact, much is known about the future, although the details 
are not. 
As one group of methodologies has too high data requirements and the other 
discards available information, I will here develop new approaches to assessing 
vulnerability in energy scenarios.  

 

3.2 Definition of methods 
I do the vulnerability assessment from three perspectives: (1) diversity, (2) a 
comparison of the size of chokepoints and buffers, and (3) a dynamic assessment 
of potential impacts of chokepoint failures, for two main reasons.  

First, it reflects an intuitive sequence to minimise vulnerability: (1) avoid 
dependence on single components to reduce seriousness of each failure, (2) 
buffer disturbances to avoid outages if serious failures occur, and (3) reduce the 
magnitude and length of outages.  

Second, analysing vulnerability from these three perspectives is interesting from 
a methodological and uncertainty point of view. The diversity assessment has 
comparatively low data requirements, and is the most common metric for energy 
security, which justifies its place here. However, it produces results on an ordinal 
scale, and cannot say how significant potential security threats are, or whether a 
system is secure enough. Thus, I add knowledge about system resilience in the 
second perspective, by including the systems’ immediate emergency response 
mechanisms (“buffers”) and compare these to component failure scenarios. This 
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gives results, which are easier to interpret – resilient systems are less attractive 
targets – but is based on more uncertain data. In the third perspective, I assess 
vulnerability as the size and duration of an outage. This perspective produces the 
most relevant results, but it requires much data – some of which must be 
assumed – which may make the result uncertain. Thus, I need a rigorous 
sensitivity analysis, with strong but non-ridiculous variations concerning the 
uncertain parameters. 
 

1. Diversity 
The first perspective is a diversity assessment, based on the considerations of 
Stirling (2010). I use the Herfindahl-Hirschmann concentration index, which 
ranges from 0 (no concentration) to 1 (perfect concentration), 

Equation 1 ∑=Δ
i

iHH p 2 , 

where pi is the relative share of chokepoint i  (see section 4.1) of the entire 
supply capacity in the relevant European vital energy system. Lower 
concentration means higher diversity, which indicates lower system vulnerability 
to CEI failure. 

 
2. Resilience 

When a failure happens, various emergency responses start operating. Thus, a 
failure does not always lead to an outage, and low diversity may be acceptable if 
the buffers are large. The second perspective is a resilience, or what-does-it-take, 
analysis, showing how many – starting with the largest – units must be disabled 
in order to overcome the buffers (the n-1 principle and gas storage draw) and 
cause outages. The more chokepoint failures the system can buffer, the more 
difficult is a spectacular attack for terrorists, which, in turn, means a lower 
attractiveness and lower likelihood of CEI targets. 
 

3. Potential impacts 
In the third perspective, I assess the potential impacts (outage size and length) of 
different failure scenarios. Large and/or long potential impacts of failures are, of 
course, the ultimate sign of high vulnerability (EC, 2004). Being able to cause 
spectacular outages is a necessary, albeit not sufficient, condition for terrorists to 
be successful, as they will certainly fail any political aim if they cannot cause 
large impacts, and they will not impress other terrorists. Here, I assess the 
impacts of the simultaneous failure of the 3 and 5 largest chokepoints, 
representing “reasonable worst-case conditions” (Smith Stegen et al., 2012:13), 
and of the 10 largest and all chokepoints, as representative cases for extreme and 
unlikely, but possible, worst-case events. 
It is not possible to foresee the exact impacts, but it is possible to describe the 
general behaviour of a system following a disturbance, and how fast an outage 
can be remedied, considering all responses. I assume that disabled units remain 
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non-available and that supply and demand match before the disruption. I define 
the impact equation as 
Equation 2 )()()()()( tctctctctc redressdout −−−= ,  

where cd is the lost energy from the disabled components (depends on component 
capacity, load, and number of disabled units), cs the storage draw, cres the other 
supply-responses (control capacities, surge production, and surge import by re-
routing supplies through available undisturbed routes) and cred is the demand-
reduction (including demand-constraint, fuel-switch, etc.). The storage draw is in 
principle constrained by the storage size, but this limitation does not apply over 
the short time-span (hours-days) I consider here. 
I describe the scenarios and the data used for the assessments in chapter 4, 
including the rules for the sensitivity analysis. The data concerning the response 
mechanisms and chokepoint structures requires detailed and lengthy 
argumentation: I summarise this in section 4.1 and describe it in detail in the 
Appendix. 

 

4 Scenarios 
The Desertec scenario is the dominant scenario among the Supergrid scenarios: 
the European discourse concerning renewable electricity imports generally refer 
to this scenario. Hence, I use the data from Desertec for the assessment here, as 
defined in Trieb (2006) and Trieb et al. (2012).  

Among gas-power dependent scenarios, there is no such dominant scenario. 
Here, I use a Global Energy Assessment3 (GEA) pathway as a representative of a 
scenario with high gas imports, most of which is used to generate electricity in 
Europe in gas power plants coupled with CCS (Johansson et al., 2012). I choose 
this scenario based on its high reliance on gas power and gas trade, which makes 
it suitable to compare the vulnerabilities of direct electricity imports and gas 
imports for electricity generation. For both scenarios, I consider the situation in 
2050. I also compare their vulnerability to the situation today, as a benchmark. 

The Desertec and GEA scenarios both foresee far-reaching power sector 
decarbonisation, exceeding 80% reduction by 2050. Domestic renewables carry 
most of the decarbonisation effort by 2050 in both cases (63% and 57% share in 
Desertec and GEA, respectively). They differ on two main points: first, the 
electricity demand in GEA is 85% higher than in Desertec, mainly due to 
increased demand in industry and an expansion of electro-mobility. Second, and 
the main point of interest for this article, Desertec foresees large imports of solar 
electricity from MENA (17% of supply), whereas the GEA scenario relies 
strongly on gas for power generation (34%), coupled with CCS (see Figure 1); 

                                                
3 The Global Energy Assessment describes a wide range of pathways. Here, I use only the 
pathway GEA_mix (MESSAGE) and refer to this as “GEA”. 
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84% of the GEA gas is imported. A conventional expectation would thus be that 
GEA is more vulnerable, as it has higher demand and higher import dependency. 

 

   
Figure 1: Power mixes in the Desertec and GEA scenarios, and the current European power 
mix. The European electricity consumption in 2050 is 4100 TWh/a (Desertec) and 7520 
TWh/a (GEA), respectively, compared to 3725 TWh/a today. Sources: Eurostat, 2011; 
Trieb, 2006; Johansson et al., 2012. 

 

4.1 Characteristic assets and chokepoints 
On a component level, the scenarios have much in common. Importantly, both 
rely on domestic transmission and distribution AC electricity grids and gas 
distribution systems. The precise vulnerabilities depend on the system topology, 
which is unknowable in scenarios. However, the vulnerabilities of these shared 
components are highly unlikely to be substantially different in the two scenarios: 
a massive failure in the domestic power or gas grid, for example, is similarly 
disastrous in all scenarios. Thus, I exclude all domestic components with shared 
vulnerabilities, such as the abovementioned. This means that I here only assess 
the terrorism vulnerability of the infrastructure characteristics that differ between 
the scenarios, not the vulnerability of all infrastructure. 

The scenarios have significant differences, based on characteristic features that 
distinguish them from each other. These features are enabled by technical 
components. In some cases, these are chokepoints – critical components that 
bundle the energy flow. I here define chokepoints as the largest single points 
along a final energy value chain: for example, a trunk gas pipeline is a 
chokepoint asset, as many gas wells feed into it, and many smaller pipelines or 
customers (like power stations) draw from it. Disabling a point along the trunk 
line disables the entire flow of this energy stream, whereas disabling another 
point of the energy chain would cause smaller impacts (see McGill et al., 2007).  
The characteristic feature of Desertec is the solar power imports – these do not 
exist in GEA. The characteristic assets are thus the CSP stations and HVDC 
transmission lines between Europe and MENA. Of these, only the HVDC links 
are chokepoints: they feed into the HVAC grid, which has many smaller 
customers, and more than one CSP station feed into each HVDC link. Thus, 
these links are the largest points along the CSP import chain. 

Desertec power mix

Wind
Photovoltaics
CSP
Import Solar
Geothermal
Biomass
Hydropower
Wave / Tidal
Gas w/o CCS
Coal w/o CCS

GEA power mix

Wind
Solar
Geothermal
Biomass
Hydropower
Gas w/CCS
Gas w/o CCS
Coal w/CCS
Nuclear

Today power mix

Wind
PV
Geothermal
Biomass
Hydro
Coal w/o CCS
Oil
Gas w/o CCS
Nuclear
Other
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The high reliance on gas power and gas imports distinguishes GEA from 
Desertec. As argued above, the gas chain chokepoints are the import pipelines 
and the LNG terminals. For the Today benchmark, the same argumentation as for 
GEA applies: its chokepoints are the import pipelines and LNG terminals. 

 

4.2 Quantification of chokepoints 
The precise structure and configuration of the chokepoints for the year 2050 in 
the scenarios is not known with precision. Hence, for all scenarios, I assume a 
base-case, and test these assumptions in a rigorous sensitivity analysis (see 
sections 4.2.1-4.2.3). I describe the base- and sensitivity variation-cases for the 
two scenarios and the Today benchmark below. 

 

4.2.1 Desertec 
In the Desertec base-case, I use the CEI data from Trieb et al. (2012), which is 
an infrastructure specification of the Desertec scenario (Trieb, 2006). The 
European electricity demand is 4058 TWh/a, or 463 GW average load, with a 
peakload of 605 GW. The scenario foresees 1285 GW installed capacity, of 
which 751 GW are dispatchable (see Appendix section 8.1). Of this, 117 GW is 
CSP imported from MENA through 33 chokepoint HVDC lines of 4 GW each at 
the starting point (less at endpoint, due to losses), see Table 2. I assume that the 
lines carry 100% load during peak times. The response capacities are 
summarised in Table 3, and are described in detail in the Appendix.  
 
Table 2: Export and import capacities, as well as arriving CSP imports in Europe in the 
Desertec scenario. Source: Trieb, 2006; Trieb et al., 2012. 

 

 

Installed capacity 
(GW) 

Peakload 
(GW) 

Demand 
(TWh/a) 

Average 
load (GW) 

 

Europe 1270 605 4058 463  

CSP imports 
from: 

Export generation 
capacity (GW) 

Import point 
HVDC 
capacity (GW) 

Imports in 
Europe 
(TWh/a) 

Load 
factor 

# 
lines 

Morocco  36 32 189 67% 9 

Algeria         36 32 206 73% 9 

Tunisia        12 11 64 67% 3 

Libya         12 11 64 68% 3 

Egypt        12 10 63 70% 3 

Jordan       12 10 53 58% 3 

Saudi Arabia                                    12 10 64 71% 3 

Total  132 117 703 69% 33 
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Table 3: Summary of the response capacities and their timing in the Desertec scenario. 
Only domestic capacities are available for response. See Appendix for detailed explanations 
of the reasoning behind the data. 

 Max capacity 
(GW) 

Operation time interval 

Primary control 4.3 0-15 min; 100% after 30 sec.; after 15 min. back 
to idle 

Secondary control 24 1/2: 0-30 min; 100% after 5 min.; after 30 min. 
back to idle 

1/2: 0-∞; 100% after 5 min. 

Tertiary control 25 

 

1/3: 15 min.-24 h; 100% immediately; after 24h 
back to idle 

2/3: 15 min.- ∞; 100% immediately 

Spare capacity 52 (av. load: 
193) 

12 h-∞; 100% after 36 h 

Demand-response 30 (av. load: 23) As tertiary control. Only used if other measures 
were insufficient to prevent capacity shortage. 

Surge imports 0 (av. load: 
(100%*av. 
utilisation)-
disrupted) 

12 h-∞; 100% after 36 h (like spare capacity) 

 

For the Desertec, the sensitivity analysis variations are: 

• Max-case: The transmission structure is maintained, but each base-case 
line is split into two separate lines, giving a total of 66 HVDC import 
lines of 2 GW each at the starting point. This is the size of currently 
planned sub-Mediterranean HVDC lines, like TuNur (Nur Energie, 
2012). 

• Min-case: all export links are 8 GW (doubling of base-case). The 
currently strongest HVDC line is the 7.2 GW Xiangjiaba Dam-Shanghai 
HVDC link (ABB, 2010). In this case, there are 17 HVDC import lines.  

• Double/half responses: The sensitivity to the response capacity 
assumptions are tested by doubling (“double”) and halving (“half”) them 
compared to the base-case. The primary control is maintained at its base-
case level, assuring n-1 security. 

• Bottlenecks: In the cases above, I assume that the future European power 
system does not have significant internal bottlenecks. Whereas there are 
on-going efforts to achieve this, it is not certain that the future system will 
be bottleneck-free. Thus, I run three bottleneck cases in the impact 
assessment, where some regions are separated from the rest of Europe 
through a bottleneck the same size as the current intra-European 
interconnection. These are Balkan (south-east of Hungary and Austria, 
north-west of Turkey), Poland and Iberian Peninsula, with 2.4, 3.1 and 
1.3 GW bottlenecks, respectively. I allocate the response capacities 
between affected region and rest-Europe proportionally to peakload. 
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4.2.2 GEA 
The average GEA gas demand is 24,675 GWh/d, of which 20,780 GWh/d are 
imported from MENA and FSU and 3895 GWh/d are domestically produced 
(Johansson et al., 2012). I assume that the peak4 gas demand happens as it does 
today, in winter with extreme demand of heating (5 times average in the 
residential/commercial sector) and electricity (twice the average gas power 
generation) demand, leading to a peak demand of 42,456 GWh/d. 
GEA does not define the import infrastructure; all one can know is that it will 
consist of some combination of LNG and pipelines. Given the long lead-times 
for major infrastructures, I here assume that the future infrastructure is planned 
already today. Hence, my base-case assumption is that the imports are handled 
by the existing and planned5 (for 2020) LNG and pipeline infrastructure, with an 
average utilisation of 80% (pipeline) and 54% (LNG), which is much higher than 
today (see Table 6), and 100% utilisation during peak demand. The available 
storages are also the existing ones, plus those in planning (ENTSO-G, 2011a, b; 
GIE, 2011a, b, c). I summarise the infrastructure data in Table 4, whereas the 
response capacities are summarised in Table 5. Both data sets are described in 
detail in the Appendix.  

 
Table 4: Chokepoint and storage capacities in GEA base-case (rounded). The numbers are 
the existing capacities (autumn 2011), capacities currently under construction and 
capacities planned until 2020. Sources: Johansson et al., 2012; ENTSO-G, 2011b; GIE, 
2011a, b, c, project websites. 

 Average demand 
(GWh/d) 

Peak (1-in-20) 
demand (GWh/d) 

  

Consumption  24,675 42,456   

 Average load 
(GWh/d) 

Capacity (GWh/d) Number of 
import points 

Average 
utilisation 

Domestic 
production  

3895 3895 -- 100% 

Imports 20,780 31,489 83  

of which pipeline 11,617 14,521  22 80% 

of which LNG  9163  16,969 61 54% 

 Storage capacity 
(TWh) 

Max. withdrawal 
capacity (GWh/d) 

Number of 
storages 

 

Storage capacity 1740 27,344 279  

                                                
4 Peak gas demand is in Europe defined as happening once every 20 years, for up to 30 
consecutive days. 
5 The pipelines I consider as being “in planning” are Galsi (Algeria-Italy), Nabucco (here 
assumed to carry gas from Iraq to Turkey/Bulgaria) and South Stream (Russia-Bulgaria). Other 
projects, like the Persian and Trans-Caspian pipelines are not as far advanced and currently do 
not have the same political backing, and I do not consider them here. 
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Table 5: Available response capacities and their response times in the GEA scenario. The 
remainder between utilisation and capacity can be used to fill a shortage caused by a CEI 
failure. See Appendix for detailed explanations of the reasoning behind the data. 

 Average demand 
available 
response (GWh/d) 

Peak demand 
available 
response (GWh/d) 

Operation time 
interval 

Domestic production  0 0 Cannot increase. 
Assumed constant 
production  

Surge import 

   of which pipeline 

   of which LNG 

 

14,521*(1-
utilisation)-
disruption 

16,969*(1-
utilisation)-
disruption 

 

0 

0 

 

4h-∞; 100% after 4h 

0-∞; 100% 
immediately 

Storage-draw 27,344 27,344*(1-
utilisation) 

0-∞; 100% 
immediately 

Power sector fuel-
switch  

5600 (116 GW) 5600 (116 GW) 12h-∞; 100% after 
24h 

 

It seems unrealistic that no more import channels will be built after 2020; on the 
other hand it is unrealistic to expect that all announced projects will be realised 
as planned. The infrastructure assumptions are thus only an approximation, and I 
test all infrastructure assumptions in the following sensitivity analysis variation 
cases: 

• Min-case: All gas imports come by pipeline. The FSU imports are 
delivered by 8 pipelines of the size of the largest existing pipeline 
entering Europe today (Brotherhood, 3.1 TWh/d). The remaining gas 
comes from the MENA through 7 pipelines the size of Transmed, the 
currently largest sub-Mediterranean pipeline (1.1 TWh/d). In total, 32,500 
GWh/d pipeline capacity is available, of which 24,800 GWh/d from FSU. 
The pipelines are utilised to 63% (FSU) and 67% (MENA). 

• Max-case: All European gas imports come by LNG, through 121 
terminals of the average size of all planned and existing terminals (270 
GWh/d), with an average utilisation of 64%. 

• Response sensitivity: the response capacities are twice (“double”) and 
half (“half”) the size described in the base-case. 

• Bottleneck cases: In the cases above, I assume that Europe has a unified 
gas system, without significant internal bottlenecks. To acknowledge that 
some regions may remain separated from the rest of Europe by internal 
bottlenecks of the same size as today, I run three bottleneck cases (Balkan 
plus Hungary, here “Balkan” (bottleneck of 183 GWh/d); Baltic/Finland 
(0 GWh/d); Iberian Peninsula (100 GWh/d)).  
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4.2.3 Today 
In the benchmark, the chokepoints are the presently existing import points for 
gas6. The European average gas demand in 2010 was 16,680 GWh/d, of which 
91% in EU27. There is no data for gas peak demand outside the ENTSO-G area, 
but assuming the same average-to-peak ratio in all of Europe as in ENTSO-G, 
the expected peak demand is 39,175 GWh/d (BP, 2011; ENTSO-G, 2011b; IEA, 
2012). The European domestic gas production capacity is 8876 GWh/d, 
supplying about half of Europe’s demand; the rest is imported by pipeline and 
LNG. Peak demand is covered by imports, domestic production and storage draw 
from Europe’s 176 storage sites (BP, 2011; ENTSO-G, 2011a, b; Eurostat, 2011; 
GIE, 2011b, c). As the current European gas system is not fully unified, I run 
three bottleneck cases with the current intra-European restrictions (as for GEA), 
but with the current demand and response structure. 
I summarise the infrastructure data (Table 6) and the response capacities (Table 
7) below; these data sets are described in detail in the Appendix.  
 
Table 6: Summary of consumption, production and import data for natural gas for Europe 
(rounded) in the benchmark. Sources: GIE, 2011c (gas storage); ENTSO-G, 2011a; GIE, 
2011b, project websites (import point capacity); BP, 2011; ENTSO-G, 2011b; Eurostat, 
2011 (demand and actual import data). 

 Average 
demand 
(GWh/d) 

Peak (1-in-20) 
demand (GWh/d) 

  

Consumption   16,685 39,175   

 Actual average 
(GWh/d) 

Capacity (GWh/d) Number of 
import points 

Average 
utilisation 

Domestic production 8300 8876  94% 

Imports 8384 17,707 39  

  of which pipelines 5784 11,395 19 51% 

  of which LNG 2599 6312 20 41% 

 

 Working gas 
volume (TWh) 

Max. withdrawal 
capacity (GWh/d) 

Number of 
storages 

 

Storage capacities 1019  20,320 176  

 

 
 

 

                                                
6 The data used for “today” are based on actual data for 2011 (import points), 2010 (actual 
imports/consumption), and 2009 (power sector gas consumption). 
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Table 7: Assumptions for available response capacities and their response times in the 
today benchmark. See Appendix for detailed explanations of the reasoning behind the data. 

 Average demand 
available response 
(GWh/d) 

Peak demand 
available response 
(GWh/d) 

Operation time 
interval 

Domestic 
production  

0 0 Cannot increase. 
Assumed constant 
production 

Surge import 

    of which 
pipeline 

    of which LNG 

 

11,395*(1- 
utilisation)-
disruption 

6312*(1-utilisation)-
disruption 

 

0 

 

0 

 

4h-∞; 100% after 4h 

 

0-∞; 100% immediately 

Storage-draw 20,320 20,320*(1-
utilisation) 

0-∞; 100% immediately 

Power sector 
fuel-switch  

1990 (41 GW) 1990 (41 GW) 12h-∞; 100% after 24h 

 

5 Results 

5.1 Diversity 
The diversity analysis shows that all scenarios and cases have a very low 
chokepoint concentration7; Desertec is extremely well-diversified. Both scenarios 
are similarly or more diversified than Today, see Table 8.  
This high diversification in both scenarios is somewhat unexpected, as the largest 
GEA component (see Appendix) is 34 times larger than the largest Desertec 
component. This would suggest that GEA is much more vulnerable to terrorist 
attacks than Desertec, but the diversity assessment robustly indicates that both 
scenarios, and the Benchmark, are not vulnerable, although Desertec is least 
vulnerable. 
 

 
 

 
 

 

                                                
7 These results can be compared to concentration benchmarks: “moderately” and “highly 
concentrated” European energy markets have HHI values of 0.075-0.18 and 0.18-0.5, 
respectively (EC, 2011). 
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Table 8: Results of the HHI critical infrastructure diversity analysis for the Desertec and 
GEA scenarios, and the Today benchmark. 

 Desertec GEA Today 

Min.-diversification 1.4*10-3 6.4*10-2  

Base-case 6.6*10-4 2.1*10-2 2.8*10-2 

Max.-diversification 3.3*10-4 6.6*10-3  

 

5.2 Resilience 
The “what-does-it-take” analysis, in contrast, indicates that the vulnerability to 
chokepoint failure is much higher in Desertec than in GEA, see Table 9. For the 
electricity supply system in Desertec, 2 or 3 disabled units could suffice to cause 
blackouts, whereas many more (between 5 and 80) chokepoints need to be 
disabled during peak demand in GEA to cause outages. In the GEA and Today 
average demand and double storage cases, the storages can buffer all 
disturbances: even the all-fail cases do not cause outages during these conditions. 
Halving the storage capacity makes it easier to overcome the GEA buffers, but 
GEA is always more difficult to disrupt than Desertec. For Desertec, the n-1 
buffer principle remains even if the other response capacities are doubled or 
halved. Only a deviation from n-1, to for example n-2 or higher, could change 
the number of outages required for causing an outage; very high operation 
standards, like n-5 or n-10 seem completely unrealistic. Thus, this result is 
robust: it is considerably easier, and thus in principle more attractive, for 
terrorists to cause outages in Desertec than in GEA, as fewer infrastructure units 
must be simultaneously disabled. 

 
Table 9: Number of chokepoints that must be disabled to overcome the buffers (primary 
control (electricity); available storage (gas)) in the max, min, half and double cases for peak 
and average demand, in the Desertec and GEA scenarios, and the benchmark.  

 Desertec GEA Today 

 Max. Base Min. Max. Base Min.  

Peak demand 3 2 2 80 28 7 5 

Average demand 3 2 2 n.a. n.a. n.a. n.a. 

Half response 3 2 2 40 13 5 --- 

Double response 3 2 2 n.a. n.a. n.a. n.a. 

 

5.3 Potential impacts 
The potential impacts of CEI failures highlight the findings from the resilience 
analysis. Already as the ‘reasonable worst-cases’ of 3 and 5 failures cause short 
blackouts in Desertec, whereas all except extreme, and unlikely, attacks go 
largely unnoticed in GEA and Today. This shows that the electricity imports of 
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Desertec are more vulnerable to terrorism than the gas imports of GEA and the 
Today benchmark. 

 

5.3.1 Electricity: Desertec 
In Desertec, all attack-cases cause blackouts. However, as seen in Figure 2, the 
effects of chokepoint failures in Desertec are generally short-lived and not 
disastrous: all attack cases cause blackouts, a high number of multiple failures 
may even cause very large blackouts, but all except the most unlikely high-
number attacks cause outages that are remedied within hours. Nevertheless, 
assuming a Value of Lost Load of 8 €/kWh (Lilliestam and Ellenbeck, 2011), the 
blackout costs are €46-145 million in the ‘reasonable worst-cases’ of  3 and 5 
failed chokepoints; the extreme and unlikely Allfail case causes costs of €12.3 
billion during the first 36 hours, after that the lasting blackouts cost a staggering 
€126 million/h. 

 

 
Figure 2: Estimated blackouts for the first 48 hours following the simultaneous failure of 
the 3, 5 and 10 largest chokepoints, as well as all 33 chokepoints, in the Desertec base-case. 
The peakload is 605 GW. 

 

This result is not particularly sensitive to structural changes in the infrastructure 
(Figure 3): the Min-case increases and the Max-case decreases the blackout size 
and length, but the changes are not dramatic. In all double/half cases, blackouts 
occur but they are generally remedied fast; blackouts remain only in the most 
extreme and unlikely case, when all 33 chokepoints fail and the response 
capacities are half their base-case size. Doubling the response capacities reduces 
the outage time (and cost: the 3fail-case costs €34 million; the extreme, unlikely 
Allfail-case costs €3.4 billion, which is still high but a fraction of the All-fail-
basecase). 
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Figure 3: Estimated blackouts for the first 48 hours following the simultaneous failure of 
the 3, 5 and 10 largest chokepoints, as well as all 17 (min.), 66 (max.) or 33 (half/double) 
chokepoints, in the Desertec max.- and min.-cases (left), and the double and half response 
cases (right). 

 

If the disruption happens during average-load times, the outages are smaller and 
considerably shorter than the base-case, as the imports are smaller and the 
available response capacity higher, see Figure 4. 

 
Figure 4: Estimated blackouts for the first 36 hours following the simultaneous failure of 
the 3, 5 and 10 largest chokepoints, as well as all 33 chokepoints, in the Desertec average 
load case. The average load is 463 GW. 

 

The most vulnerable part of Europe is Poland (see Figure 5), which is the end-
point for 4 HVDC lines, amounting to 10 GW, or 40% of the yearly demand, 
while presently being isolated from the rest of Europe by a 3.1 GW bottleneck. 
Poland experiences lasting blackouts if these 4 chokepoints are disabled. The 
Balkan and the Iberian Peninsula are less import-dependent, but have stricter 
bottlenecks to the rest of Europe (19% and 2.4 GW, and 12% and 1.3 GW, 
respectively).They experience blackouts, which can be remedied within 7 
(Iberia)-26 (Balkan) hours, if these chokepoints are disabled. Both these regions 
are less vulnerable than Europe as a whole, as their Allfail-cases do not cause 
lasting blackouts. 
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Figure 5: Estimated blackouts for the first 48 hours following the simultaneous failure of all 
(2-4) chokepoints arriving in the isolated region during peak demand in the Desertec 
bottleneck cases. The demand is 29, 45 and 59 GW for Poland, Balkan and Iberia, 
respectively. 

 

5.3.2 Gas: Today benchmark 
The current gas supply system is robust against disturbances during off-peak 
times: the maximum storage withdrawal capacity exceeds the average gas 
demand. During peak times, however, disabling the 5 largest units can cause 
small and remediable gas shortages. The outages are lasting in the more extreme, 
and unlikely, cases with 10 or more chokepoint failures, see Figure 6. Assuming 
a flat gas outage cost of 0.55 €/kWh (ILEX, 2006), the outage costs for the first 
48 hours in the 10- and All-fail cases are €2.0-9.6 billion. 
 

 
Figure 6: Estimated gas outages for the first 36 hours following the simultaneous failure of 
the 3, 5 and 10 largest chokepoints, as well as all 38 chokepoints, in the Today benchmark 
(peak and average demand). Peak demand: 1632 GWh/h, average demand: 696 GWh/h. 
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The intra-European bottlenecks are the main vulnerability in today’s system8, see 
Figure 7. These isolate peripheral regions and prevent them from accessing the 
full European response: their responses are only those available regionally. This 
is particularly important in the Baltic, where already one chokepoint failure may 
cause outages, and in the Balkan, where 2 or more failures cause large and 
lasting outages. 

 

 
Figure 7: Estimated gas outages for the first 36 hours following the simultaneous failure of 
chokepoints in the Today benchmark during peak demand (Iberia, Balkan, Baltic 
bottleneck cases). The demand is 136 GWh/h, 128 GWh/h and 32 GWh/h for Iberia, Balkan 
and the Baltic regions, respectively. 

 

5.3.3 Gas: GEA 
In the GEA base-case, outages due to chokepoint failure happen only in the most 
extreme attack scenario, when all 83 chokepoints fail during peak demand 
(Figure 8). These cannot be remedied, and the outage costs, using the above cost 
assumption, is €8.5 billion for the first 48 hours, and further €130 million/hour 
until the outage is removed. All other base-case disturbances, including the 
extremely unlikely disabling of all 83 chokepoints during average demand, are 
buffered by storage and surge LNG capacities: the GEA base-case is thus less 
vulnerable than the benchmark and much less vulnerable than Desertec. 
 

                                                
8 This was the case also during the 2009 gas crisis: the shortages in the Balkan were not the result 
of an overall gas shortage, but due to internal European bottlenecks, which prevented the Balkan 
from accessing the available stored gas in other European countries (see EC, 2009). 
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Figure 8: Estimated gas outages for the first 36 hours following the simultaneous failure of 
the 5 and 10 largest chokepoints, as well as all 83 chokepoints, in the GEA base-case 
(average and peak demand). Peak demand: 1768 GWh/h; average demand: 1028 GWh/h. 

 

The results are not sensitive to changes in the import route structure (Figure 9, 
left panel): outages happen only when all channels are disabled and in the Min10 
case during peak demand (which loses over 80% of the import capacity). The 
availability of storages, however, strongly influences the results (Figure 9, right 
panel). Halving the storage compared to the base-case more than doubles the 
outage during peak demand, as a higher share of storage is needed to satisfy 
demand before the disruption. Halving storage also means that outages occur also 
in the reasonable-scale 5-fail case. Doubling the storage size, in contrast, 
prevents shortages even in the most extreme cases during peak demand. This 
highlights the importance of gas storages to gas security. 
 

  
Figure 9: Estimated gas outages for the first 36 hours following the simultaneous failure of 
the 3, 5 and 10 largest chokepoints, as well as all 15 (min.), 121 (max.) or 83 (half/double) 
chokepoints, in the GEA min., max. (left), half and double cases (right), for average and 
peak demand. Note that the scales are different in the two panels. 

 

The intra-European bottlenecks cause significant problems, see Figure 10. The 
Balkan suffers extreme and irremediable shortages if all (10) or 5 import routes 
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are disrupted during peak demand. The Baltic is similarly vulnerable, but the 
presence of larger storages (compared to demand) mitigates the outage size and 
length for all except the all(6)-fail case. The Iberian Peninsula, on contrast, has 
very high LNG and storage capacities, so that even a full disruption during peak 
times would not immediately disrupt supply. 
 

 
Figure 10: Estimated gas outages relative to peak demand for the first 36 hours following 
the simultaneous failure of 3, 5 and all chokepoints during peak demand in the GEA 
bottleneck cases. Demand Balkan: 136 GWh/h; Baltic: 36 GWh/h. 

 

6 Discussion 
These results allow for two important conclusions and a number of points for 
methodological discussion.  
 

6.1 Low vulnerability to terrorist attacks 
The vulnerability of the import systems for electricity (Desertec) and gas (GEA, 
Today) are low, as the systems are diversified and have considerable buffers. 
Forceful attacks are highly unlikely to cause spectacular (i.e. large and long-
lasting) outages and cause severe damage, as system functionality can be restored 
quickly in all reasonable-scale attack scenarios. A large number of simultaneous, 
successful attacks are required to cause spectacular impacts, and this is very 
difficult for terrorists, which have highly limited resources, so difficult that they 
are very unlikely to even try to simultaneously attack 10 or more energy 
chokepoints. 
As argued above, being able to cause spectacular outages is a necessary, although 
not sufficient on its own, condition for terrorists to cause fear and achieve any 
type of political or social aim. As causing large outages is very difficult, or even 
impossible in some cases, energy chokepoint targets are unattractive to terrorists 
in the scenarios I assess. Considering that terrorists have limited capacity and 
budgets, they are likely to seek other targets, in particular human ones, which are 
easier and cheaper to attack and have higher fear-creation and damage potential 
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than the energy system. Hence, even terrorist groups that are ideologically 
interested in attacking energy assets are unlikely to actually do so, because they 
can expect that the impacts are small, and hence know that they will not be able 
to coerce the target country into concessions, and hardly to gain respect from 
other terrorist groups. As by far most terrorist attacks today concern non-energy 
targets, such as state institutions or very soft targets like market places (e.g. in 
Iraq) or public events (e.g. Boston marathon), it seems that terrorists around the 
world are aware of the low impacts and attractiveness of energy system targets. 

Possibly, a cyber-attack disabling the control systems is the only way short of a 
war to cause simultaneous failures at sufficient scale to cause devastating 
outages. Although this is a purely speculative possibility, it cannot be ruled out: 
if an attack vector is identified, a massive-scale cyber-attack may be attractive to 
terrorists due to its potentially spectacular impacts, but it will still be difficult to 
carry out. 

These two factors – the low impacts as such, and the low attractiveness (and 
hence likelihood) of CEI attacks – are the main reasons why terrorism is not a 
major threat to European energy security, regardless of whether it imports 
electricity or gas. Decarbonisation scenarios generally greatly reduce imports of 
fossil fuels other than gas, so import-related aspects of European energy security 
are likely to benefit from climate protection (see Johansson et al., 2012). Here, I 
have shown that from a terrorism risk perspective, there is not necessarily a 
trade-off between climate protection and energy security: both scenarios assessed 
here are decarbonisation scenarios with low, for GEA even lower than today, 
vulnerability to attacks.  

This conclusion confirms the low terrorism-risk conclusion of Toft et al. (2010), 
but for slightly other reasons. Whereas I show that risks are low mainly because 
the systems are resilient, they argue that the low symbolism and non-discriminate 
nature of outages are main reasons. However, we do not know whether these 
reasons apply in the future: if they do, they would strengthen my conclusions, 
and if they do not, my conclusion would still remain. Further, my results suggest 
that improving the physical resilience of energy systems may be the most 
effective strategy to reduce terrorism risks, both by minimising the potential 
impacts and the attractiveness and likelihood that an attack takes place at all, a 
finding which confirms the conclusion of Smith Stegen et al. (2012). 

 

6.2 Electricity imports more vulnerable than gas imports 
Second, within these low vulnerabilities, electricity imports are clearly more 
vulnerable than gas imports, as electricity systems are more brittle than gas 
systems. This refutes Lacher and Kumetat’s (2011) conclusion that electricity 
and gas/oil are similarly vulnerable to terrorist attacks, and shows that there are 
significant differences between importing gas and importing electricity. Most 
importantly, gas can be stored in meaningful amounts, whereas electricity 
cannot. Consequently, an electricity system must be balanced at every instant, 
and is designed to withstand the failure of one unit (n-1 principle), but not 
necessarily two. The gas system is designed to rely on storages during the rare 
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(up to 30 days in 20 years) peak demand times. Thus, there are large storage 
capacities available to buffer disturbances: today (and in GEA), all attacks, 
including one disabling all 38-83 chokepoints, are unlikely to cause shortages 
during average demand, and outages only follow similarly extreme attacks 
during peak demand.  
However, areas isolated by intra-European bottlenecks may be vulnerable, as 
history has shown and as I highlight again here. Whereas an integrated European 
gas system is practically invulnerable to terrorist attacks, a fragmented system 
may suffer regional outages following also a limited number of attacks. In 
Desertec, bottlenecks increase vulnerability, but the difference between an 
integrated and a fragmented system is not as large, as a limited number of attacks 
may cause (short) blackouts also in an integrated European electricity system. 

 

6.3 Methodological remarks 
From a methodological perspective, I have generated a few new insights. First, 
three standard metrics – import dependency, chokepoint size and diversity – have 
very limited explanatory power, or are misleading, when comparing the scenarios 
here. Desertec is much less import dependent than GEA, it has much smaller 
chokepoints and higher diversity, all indicating lower vulnerability. Still, as I 
have shown, Desertec is clearly more vulnerable than GEA. 
This is caused by the different contextualisation and inclusion of emergency 
responses in the three assessment perspectives: the diversity assessment indicates 
that the vulnerability in both scenarios is low, but does not say how low. The 
resilience assessment shows that the inherent vulnerability in GEA is very low, 
whereas the vulnerability in Desertec is much higher, as limited-number attacks 
can overcome the buffers and cause blackouts. Only the last step, the impact 
assessment, reveals that the potential blackouts of reasonable-scale attacks in 
Desertec are significant but not disastrous. 
Including the basic technical characteristics and the emergency responses of the 
supply systems is therefore not only a beneficial approach, it may be necessary. 
Although it is impossible to know and adequately contextualise “soft” factors 
like the ideology of future terrorists, a meaningful assessment is still possible. 
Assuming that someone may want to attack CEI targets, as I did here, it is 
possible to show that if they do, the impacts are probably small and the effort 
required from the attackers is high, making CEI attacks very unlikely. 

Considering the technical characteristics of energy systems however also 
increases the data requirements, and requires data that is not always readily 
available for scenarios. Whereas the qualitative features regarding the future are 
certain – e.g. gas is imported through some combination of pipelines and LNG – 
the quantitative data is not. Note that this problem applies already to the diversity 
analysis: if this data is too uncertain, no quantitative analysis at all is possible. 
Then, ignorance truly prevails. 
As I have shown, it is possible to create meaningful, contextualised data sets, and 
carry out a meaningful, contextualised vulnerability assessment of scenarios for 
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the future energy supply. The key to this is a sensitivity analysis using both end-
points of the qualitative and fairly certain information (e.g. largest-smallest 
feasible HVDC links). My sensitivity analysis shows that even extreme 
assumption-variations do not change the conclusions. 

Therefore, the needed data is uncertain, but the conclusion is robust: although 
electricity imports are more vulnerable than gas imports, neither the Desertec 
electricity imports nor the GEA gas imports expose Europe to serious terrorist 
threats as the impacts of all except extreme attacks are small, making energy 
infrastructure an unattractive and thus unlikely terrorist target. 
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8 Appendix 

8.1 Electricity – Desertec response capacity data 
For electricity, the responses are primarily the control capacities, following the 
existing operation rules of n-1 and no cascading principles: the system must be 
able to absorb the failure of the largest unit without failing, and all failure must 
be contained to within the control block where the failure happened. Analogous 
to Lilliestam and Ellenbeck (2011), I assume that the responses remain at 
continental ENTSO-E’s current level relative to peakload: the primary control is 
thus at 0.7% (corresponding to 4.3 GW in Desertec), whereas secondary and 
tertiary control are at 4% and 4.2% (24 and 25 GW), respectively. The operating 
times are as required today (30 seconds-15 minutes (primary), 5-15 minutes, 
(technically 5 minutes - ∞ (secondary)) and <15 minutes-∞ (tertiary)) (Lilliestam 
and Ellenbeck, 2011; Regelleistung.net, 2012; ENTSO-E, 2009; Büchner et al., 
2006). In the Desertec min-case, I double the primary control in order not to 
violate the n-1 principle and subtract this from the spare capacity (see below). 
In addition, there is some unutilised generation capacity. Whereas wind and PV 
are largely non-dispatchable, I assume that unutilised nuclear and fossil-fuelled 
power stations are fully dispatchable, as is half the hydropower capacity. Of the 
1285 GW capacity in Desertec, 751 GW are dispatchable, giving a buffer to 
peakload of 147 GW. From this, I subtract 1/12 to account for capacity down for 
maintenance for one month per year; this is a conservative assumption, as most 
power plants have maintenance during the non-peak season, and not that long. 
After removing the capacities reserved for controls, a buffer of 52 GW 
unutilised, dispatchable available capacity is present at peakload times. This 
assumption is extremely conservative, and represents about half of the current 
European spare capacity. In the average load variation, the spare capacity is 
higher (193 GW), as more unutilised dispatchable capacity is available. I assume 
that these capacities, which can operate indefinitely, are activated after 12 hours, 
and reach full capacity 24 hours later. I also assume that the import HVDC lines 
operate at full capacity during peak times and at average capacity at average load 
times; the remainder can be used to stabilise the system following a disruption, 
with the same reaction times as the spare capacity.  

As a last measure, the demand can be reduced. This is typically done when 
strained situations can be anticipated, and is triggered by price spikes, 
behavioural changes (e.g. media campaigns), and by rationing measures and 
interruptible contracts. Typically, these savings are limited to a less than 5% of 
demand, and are limited in time (hours-days), but savings of up to 15-20% for 
weeks or months have been recorded on a national scale, e.g. in Japan following 
the 2011 earthquake (Pasquier, 2011). Here, I conservatively assume that 5% of 
demand can be reduced on short notice. As parts of the demand-constraint 
potential is used as negative secondary/tertiary control (Lilliestam and Ellenbeck, 
2011), I assume that the demand-constraint operates as tertiary control. 
Re-igniting a system after a blackout is a non-trivial task, and one that takes time. 
How much time depends on where the blackout happened, what type of 
generation and loads are available in the area, and other case-specific factors. 
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Thus, the re-ignition time cannot be known. In most cases, even the largest 
blackouts could be remedied within a few, generally less than 3, hours (CEER, 
2008). Here, I conservatively parameterise difficulties with reigniting the grid by 
letting the secondary and tertiary control linearly increase to their maximum 
capacity with an 8-hour delay; the secondary control fully replaces the primary 
control when this goes back to idle after 15 min. 

In the bottleneck cases, the response capacities are only those available in the 
affected region, whereas the disruption size is resulting from the failure of all 
HVDC links ending in the regions, whereas all others remain intact. The 
allocation of responses follows proportionally to the regions’ share of electricity 
consumption as presented in the Trans-CSP/Desertec scenario (Trieb, 2006). The 
bottlenecks from rest-Europe are 2.4 GW (Balkan), 3.1 GW (Poland) and 1.3 
GW (Iberia) (ENTSO-E, 2011). In this, I assume that the full European primary 
control can be allocated to the affected region (as this is a system-wide function) 
and upheld for as long as it takes, simulating that neighbouring regions first assist 
with primary and over time with secondary control power. The primary control 
thus operates independently from the bottleneck, which only applies to tradable 
and non-emergency power. I allocate other domestic surge capacities 
proportionally to the peakload. 
 
Table 10: Summary of response capacities in the Desertec scenario. 

 Capacity (GW) 
during peakload 
(average load, if 
different) 

Operation time interval 

Primary control 4.3 0-15 min; 100% reached after 30 
sec.; after 15 min. back to idle 

Secondary control 24 1/2: 0-30 min; 100% reached after 5 
min.; after 30 min. back to idle 

1/2: 0-∞; 100% reached after 5 min. 

Tertiary control 25 1/3: 15 min.-24 h; 100% reached 
immediately; after 24 h back to idle 

2/3: 15 min.-24 h; 100% reached 
immediately 

Spare capacity 52 (av. load: 193) 12 h-∞; 100% reached after 36 h 

Surge imports 0 (av. load: up to 
100% of non-
disrupted cap.) 

As spare capacity 

Demand-response 30 (av. load: 23) As tertiary control 
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8.2 Gas – GEA and benchmark response capacity data 
The responses as I assumed them here are based on the current situation (for the 
benchmark), which are extrapolated proportional to demand for GEA. Many of 
these mechanisms have been tested, for example during the 2009 Russian-
Ukrainian gas dispute and the Libyan civil war in 2011 (see Kovacevic, 2009; 
Lochner and Dieckhöner, 2012). The same argumentation and response times 
apply to GEA and Today. 

The immediate response mechanism (“buffer”) for gas is storage-draw. This 
capacity is significant: today, the 176 European storages can deliver up to 20,320 
GWh/d, whereas the planned and existing 279 storage sites (used in GEA) have a 
maximum withdrawal capacity of 27,344 GWh/d. The overall storage size is not 
important in the timeframes I assess: these would suffice for around 2 months at 
peak demand (GIE, 2011c). I assume that the storages start immediately (if 
capacity is available) when the pressure drops in the import pipelines. The 
maximum storage-draw response is the full storage capacity (average cases), or 
this minus the capacity already in use during peak demand. 
The domestic production is almost fully utilised, so that I do not consider 
domestic surge production as a response mechanism. However, it effectively 
reduces the demand to be satisfied by imports through the chokepoints.  

The pipeline gas, assuming a gas speed of 30 km/h (Valentine, 2005) and an 
average distance of 2500 km, takes on average 80 hours from production site to 
Europe. However, the large storages along the pipelines, outside Europe 
(especially in Ukraine), will speed up the arrival or surge import gas. As these 
storages are close to the European borders, I assume that the non-disturbed 
pipelines can react and boost transmission up to 100%, that this gas reaches 
Europe 4 hours after the disruption and that this supply can be maintained until 
normal supply is restored.  

Similarly, the existing and planned LNG terminals have a storage capacity of 132 
TWh, which enables them to replace all import demand for almost a week. As 
the terminals are located in Europe, and assuming a liquid global LNG market, I 
assume that the LNG supply is capable of instantly increasing output to full 
capacity and to maintain this until normal supply is restored (GIE, 2011a, b).  
On the demand side, fuel-switch and demand-constraint in industry and the 
power sector are the primary measures. Demand-constraint outside these sectors 
is not an accepted emergency measure in Europe (Regulation 994/2010, 2010).  

Currently, around 40% of the operational gas power capacity in the EU27 can 
switch fuel (mainly to oil) during a gas supply crisis (Platts, 2008); I here assume 
that this share is maintained also for GEA. Thus, acknowledging the load factors 
of 19% (GEA) and 48% (today), there is 116 GW fuel-switch capable gas power 
available in GEA, whereas the current fuel-switch capacity is 41 GW. The 
potential gas-savings from power plant fuel-switch is thus 5600 GWh/d (GEA) 
and 1990 GWh/d (Today). Further, I assume that these measures start after one 
day. As the potential for shutting down gas generation is highly event-specific 
and depends, for example, on the wind conditions on that day, I assume the 
highly conservative potential of zero gas power production-constraint. 
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The industry demand-constraint may be considerable, as some industries have 
interruptible contracts and many others can halt production for some time. These 
two measures are important, but their exact magnitude is unclear. The share of 
industry with interruptible contracts is unknown, but the usage of this was small 
during the 2009 gas crisis. The industry demand-reduction was significant, but it 
is unclear how much of this was “negotiated” and how much production was 
stopped to physical gas shortage (Kovacevic, 2009). Thus, as a conservative 
estimate, and as there is no good data, I assume that the demand-constraint in 
industry is zero; I thus view production constraint as an outage. 
In the bottleneck cases, the import and response capacities to the disrupted 
regions are as they are today (Today) and as planned for 2020 (GEA). The intra-
European interconnector bottleneck capacities between the affected region and 
rest-Europe are as they are today in both scenarios (183 GWh/d (Balkan), 0 
(Baltic) and 100 GWh/d (Iberia) (ENTSO-G, 2011a, b). I assume that the power 
fuel-switch capacity is homogenously distributed across Europe, and I allocate it 
to the affected regions proportionally to their electricity demand. For GEA, I 
allocate the gas demand to the regions according to their share of current gas 
demand. There is no demand-reduction in the unaffected parts of Europe; 
otherwise all free gas is shared with the disrupted region. The gas through the 
bottleneck (which consists of pipelines) arrives with the same speed as other 
surge pipeline gas, after 4 hours. 
 
Table 11: Summary of response capacities in the GEA scenario. 

 Average demand 
available 
response (GWh/d) 

Peak demand 
available 
response 
(GWh/d) 

Operation time 
interval 

Surge 
production  

0 0 Cannot increase 
Assumed constant 
maximum output. 

Surge import 

     pipeline 

    

     LNG 

 

Up to 100% of 
14,520 (minus 
interruption) 

Up to 100% of 
16,969 (minus 
interruption) 

 

0 

 

0 

 

4 h-∞; 100% after 4h 

 

0-∞; 100% immediately 

Storage-
draw 

27,344 Up to 27,344 
(minus 
utilisation) 

0-∞; 100% immediately 

Electricity 
sector fuel-
switch  

5600 5600  12 h-∞; 100% after 24h 
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Table 12: Summary of response capacities in the Today benchmark. 

 Average demand 
available 
response (GWh/d) 

Peak demand 
available 
response 
(GWh/d) 

Operation time 
interval 

 

Surge 
production  

0 0 Cannot increase 
Assumed constant 
maximum output. 

 

Surge import 

     pipeline 

    

     LNG 

 

Up to 100% of 
11,395 GWh/d 
(minus interruption) 

Up to 100% of 
6312 GWh/d 
(minus interruption) 

 

0 

 

0 

 

4 h-∞; 100% after 4h 

 

0-∞; 100% immediately 

 

Storage-
draw 

20,320 Up to 20,320 
GWh/d (minus 
utilisation) 

0-∞; 100% immediately  

Electricity 
sector fuel-
switch  

1990 1990  12 h-∞; 100% after 24 h  

 

8.3 Import infrastructure  
Table 13: Net capacity at the feed-in point in Europe and arriving CSP imports in Europe 
for the 33 import HVDC lines in the Desertec scenario. Source: Trieb et al., 2012. 

From Transit To Length (km) Net import 
capacity (MW) 

Arriving imports 
(TWh/a) 

MA 1 -- DE, Karlsruhe 2917 3440 23 

MA 2 -- DE, Jülich 2455 3552 25 

TN -- DE, Mainz 2160 3587 24 

DZ 1 -- DE, Hannover 2851 3456 24 

DZ 2 -- DE, Munich 1998 3620 25 

MA 1 -- FR, Paris 2306 3547 19 

MA 2 -- FR, Paris 1939 3613 20 

TN -- FR, Paris 2195 3581 21 

DZ 1 -- FR, Lyon 1847 3633 25 

DZ 2 -- FR, Lyon 2208 3569 25 

MA 1 -- UK, London 2643 3498 19 

MA 2 -- UK, London 2304 3557 22 

DZ 1 -- UK, Newcastle 2748 3481 24 

MA 2 -- ES, Madrid 964 3775 21 
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DZ 1 -- ES, Zaragoza 1178 3750 24 

DZ 2 -- IT, Milano 1587 3693 20 

TN -- IT, Firence 1432 3715 19 

LY -- IT, Rome 1761 3655 21 

EG 1 -- PL, Warsaw 3525 3369 19 

JO SY PL, Warsaw 3500 3335 18 

EG 2 -- PL, Warsaw 3817 3317 22 

SA JO, SY PL, Warsaw 3586 3320 24 

JO SY TR, Ankara 2255 3546 19 

SA JO, SY TR, Ankara 2310 3537 20 

SA JO, SY TR, Ankara 2310 3537 21 

DZ 1 -- CZ, Prague 2230 3580 20 

LY -- CZ, Prague 2154 3588 19 

MA 1 -- BE, Brussels 2612 3493 19 

MA 2 -- NL, Apeldoorn 2462 3521 22 

JO SY RO, Bukarest 2502 3511 16 

DZ 2 -- RO, Bukarest 2918 3458 19 

EG 2 -- BG, Sofia 2849 3487 22 

LY -- HU, Budapest 2254 3596 25 

Total    78,777 116,917 703 

 
Table 14: Existing (for Today and GEA) and planned (in italic, for GEA) import gas 
pipelines entering Europe (rounded). Sources: ENTSO-G, 2011a, b, pipeline websites. 

Origin Transit Entry Pipeline/entry point Capacity (GWh/d) 

DZ MA ES Maghreb-Europe 355 

DZ -- ES Medgaz 260 

DZ TN IT Transmed 1088 

LY -- IT Greenstream 376 

RU -- FI Imatra 225 

RU -- LV/EE Korneti/Irboska  166 

RU BY LT Kotlovka 281 

RU BY PL Tietierowka 7 

RU BY PL Kondratki  1026 

RU BY PL Wysokoje 167 

RU UA PL Drozdowicze 173 

RU UA SK Velké Kapušany 3116 
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RU UA HU Beregdaróc 750 

RU UA RO Mediesu Aurit 117 

RU UA RO Isaccea 250 

RU -- TR Bluestream 495 

AZ GE TR South Caucasus  619 

IR -- TR Tabriz-Ankara  433 

RU -- DE Nordstream 1673 

DZ -- IT Galsi 241 

AZ/other GE/other TR Nabucco 936 

RU -- BG South Stream 1768 

Total    14,520 

 

 
Table 15: Existing LNG gasification terminals in Europe (rounded). Source: GIE, 2011a, b. 

Country LNG terminal Capacity (GWh/d) 

Belgium Zeebrugge  475 

UK Teesside 128 

UK Isle of Grain 700 

UK Milford Haven/Dragon 
LNG/South hook 

950 

France Montoir de Bretagne 370 

France Fos Tonkin/Fos Cavaou 410 

Italy Panigaglia 147 

Italy Cavarzere 291 

Greece Revythoussa 139 

Spain Barcelona 544 

Spain Sagunto 115 

Spain Cartagena 377 

Spain Huelva 377 

Spain Mugardos/El ferrol 115 

Spain Bilbao 228 

Portugal Sines 192 

Turkey Aliaga 187 

Turkey Marmara ereglisi 194 

Netherlands Gate LNG 375 

Total  6312 
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Table 16: Existing and planned LNG gasification terminals in Europe (rounded). Source: 
GIE, 2011a, b. 

Country Terminal Capacity 
(GWh/d) 

Country  Terminal Capacity 
(GWh/d) 

Albania Fiere 250 Lithuania Klaipeda 94 

Belgium Zeebrugge I 475 Poland Swinoujscie  156 

Belgium Zeebrugge (exp.) 375 Poland Swinoujscie (exp.) 234 

Croatia Adria LNG 468 Portugal Sines 247 

Croatia Krk island 187 Romania Constanta 94 

Cyprus Vassilikos 53 Spain Barcelona 533 

Estonia Paldiski 94 Spain Huelva 410 

France Montoir 515 Spain Cartagena 451 

France Fos Tonkin 219 Spain El Musel 219 

France Fos Cavaou 515 Spain Bilbao 328 

France Dunkerque 406 Spain Sagunto 328 

France Fos-sur-Mer 250 Spain Tenerife 41 

Germany Wilhelmshafen 337 Spain Gran Canaria 41 

Germany Wilhelmshafen 162 Spain Mugardos 228 

Germany Rostock 156 Spain Bilbao (exp.) 383 

Greece Revithoussa 228 Spain Sagunto (exp.) 438 

Greece Palei Galini  69 Spain El Musel (exp.) 328 

Ireland Shannon 337 Spain Huelva (exp.) 492 

Italy Panigaglia 250 Sweden Nynäshamn n.k. 

Italy P. Levante/Adriatic 236 Sweden Oxelösund n.k. 

Italy Brindisi 250 Netherlands Gate  375 

Italy Toscana Offshore 117 Netherlands Gate (exp.) 500 

Italy Taranto 250 Turkey Marmara Ereglisi 194 

Italy Porto Recanati 156 Turkey Aliaga 187 

Italy Gioia Tauro 375 UK Isle of Grain 609 

Italy Rada di Augusta 250 UK South Hook LNG 656 

Italy Porto Empedocle 250 UK Teesside 128 

Italy Rosignano 250 UK Dragon LNG 187 

Italy Falconara 125 UK Anglesey 406 

Italy Montefalcone 250 UK Port Meridiam 250 

Italy Zaule 250 UK Canvey Island 169 

Latvia Riga/Ventspils 156    

  Total LNG capacity 16,969 
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