
Have you ever thought about what happens to personal infor-

mation on the Internet, what happens to your credit card num-

ber when you order goods online? How can you be sure that no 

one unwanted has access to your private information? And how 

does secret communication work today?

In my maturity thesis I wanted to answer these and other ques-

tions. I found out that the RSA algorithm gives the answer to all 

these questions. But unfortunately this mathematical method is 

rather complicated and therefore hard to apply. So I wanted to 

make it applicable…

History of Cryptography

It is natural to have secrets that one does not want to share with ev-

erybody. Therefore cryptography has always played an important 

role to humans. Especially in times of war secret communication is 

LQGLVSHQVLEOH�DQG�PD\�HYHQ�LQÁXHQFH�LWV�RXWFRPH�
One of the most widely known examples of war cryptography is 

probably Enigma used by Nazi Germany in WW2. In the beginning 

this complex mechanical method enabled them to communicate se-

cretly until a British genius found a method to decipher these mes-

sages…

RSA - The Basic Concept

The whole algorithm is based on a simple yet effective concept 

FDOOHG�SXEOLF�NH\�FU\SWRJUDSK\��$�%ULWLVK�HQJLQHHU�ÀUVW�GHYHORSHG�
this idea in the early 1970’s.

Imagine: Alice buys a key and a lock. Then she opens her lock and 

sends the open lock to Bob. Bob then encrypts his message by clos-

ing the lock and sends the “closed” lock back to Alice. Finally Al-
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ice has to open the lock with her 

secret key and then she may read 

the message.

The concept from above de-

scribes the basic idea. Of course 

the mathematical approach is a bit 

more complicated. If you are interested please feel free to check my 

thesis…

The “RSA SafeCrypt” Program

Since the RSA algorithm is rather hard to understand and apply, I 

decided to code a program that enables anyone to make active use 

of the algorithm. The program is based on the principle of multiple 

users (just like your e-mail account). In addition, I tried to design 

self-explanatory program windows, thus user manuals would not be 

necessary. Feel free to give it a try and check if I succeeded!

Conclusion

The RSA algorithm has become one of the most important cryp-

tographic methods on todays Internet. It is not only used for secret 

communication, but also to guarantee authentic documents. In ad-

dition RSA is with out any doubt one of the most secure methods of 

cryptography known today. 

But future computer generations (quantum computers) pose a threat 

to the RSA algorithm and might even render it completely useless.


