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Abstract

RUNTIME MONITORING is a systematic approach to verifying system properties at

execution time by using an algorithm to check whether a system execution sat-

isfies a temporal property. Whereas novel application areas such as compliance or

business activity monitoring require expressive property specification languages, cur-

rent monitoring techniques are restricted in the properties they can handle. They ei-

ther support properties expressed in propositional temporal logics and thus cannot

cope with variables ranging over infinite domains, do not provide both universal and

existential quantification or only in restricted ways, do not allow arbitrary quantifier

alternation, cannot handle unrestricted negation, do not provide quantitative temporal

operators, or cannot simultaneously handle both past and future temporal operators.

In this dissertation, we present a runtime monitoring approach for an expressive

fragment of metric first-order temporal logic (MFOTL) that overcomes all these limi-

tations. The fragment consists of formulae of the form �φ, where φ is bounded, i.e.,

its temporal operators refer only finitely into the future. Our monitor uses automatic

structures to finitely represent infinite structures, which allows for the unrestricted use

of negation and quantification in monitored formulae. Moreover, our monitor sup-

ports the arbitrary nesting of both past and bounded future operators. This means that

complex properties can be specified more naturally than with only past operators.

We also show how to adapt our monitoring approach to the common case where all

relations are required to be finite and hence relational databases can serve as an alter-

native to automata. Under the additional restriction that time increases after at most a

fixed number of time points, our incremental construction ensures that our monitor re-

quires only polynomial space in the cardinality of the data appearing in the processed

prefix of the monitored timed temporal structure. This is in contrast to complexity

results for other approaches, such as a logical data expiration technique proposed for

two-sorted first-order logic (2-FOL). While this logic is at least as expressive as MFOTL,

the space required for monitoring 2-FOL formulae is non-elementary in the cardinality

of the data in the processed prefix.

We prototypically implemented our approach for the setting with finite relations

and validated its practical feasibility by means of a statistical steady-state analysis.

Moreover, we further assessed the practical usefulness of our monitoring approach in

two case studies in the areas of compliance and separation of duty.
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Kurzfassung

RUNTIME MONITORING ist ein Verfahren zur algorithmischen Überprüfung, ob eine

beobachtete Systemausführung eine temporale Eigenschaft erfüllt. Obwohl neue

Anwendungen wie Compliance oder Geschäftsaktivitätsüberwachung erhöhte Aus-

drucksmächtigkeit erfordern, sind existierende Verfahren diesbezüglich eingeschränkt.

Sie unterstützen nur Eigenschaften, welche ohne Variablen über unendlichen Werte-

bereichen definiert werden können, bieten keine oder nur eingeschränkte universelle

und existentielle Quantifikation, haben Probleme mit Negation, unterstützen keine

quantitativen temporalen Operatoren oder lassen nicht gleichzeitig temporale Vergan-

genheits- und Zukunfts-Operatoren zu.

Diese Dissertation beschreibt ein Runtime Monitoring-Verfahren für ein ausdrucks-

mächtiges Fragment metrischer Temporallogik erster Stufe (MFOTL), das alle obgenan-

nten Einschränkungen beseitigt. Das Fragment besteht aus Formeln der Art �φ, wobei

φ begrenzt ist, d.h. alle Operatoren referenzieren Zeitpunkte, welche höchstens endlich

weit in der Zukunft liegen. Unser Verfahren repräsentiert unendliche Strukturen durch

endliche Zustandsautomaten und erlaubt dadurch die uneingeschränkte Verwendung

von Negation und Quantifikation. Zudem unterstützt das Verfahren die beliebige Ver-

schachtelung von Zukunfts- und Vergangenheits-Operatoren und damit die natürliche

Spezifikation komplexer Eigenschaften.

Für den verbreiteten Fall mit endlichen Relationen erläutern wir die nötigen Anpas-

sungen, um relationale Datenbanken anstelle von Zustandsautomaten zu verwenden.

Dann zeigen wir, dass der Speicherbedarf unseres Verfahrens (unter einer technischen

Annahme) polynomiell in der Kardinalität der Menge der bereits beobachteten Daten-

werte begrenzt ist. Dies steht im Gegensatz zu Komplexitätsresultaten alternativer

Verfahren wie beispielsweise einer Datenexpirations-Technik für Logik erster Stufe

über zwei Trägermengen (2-FOL). Während 2-FOL mindestens so ausdrucksmächtig

ist wie MFOTL, so ist der Speicherbedarf zur Überwachung beliebiger 2-FOL-Formeln

nicht-elementar in der Kardinalität der Menge der Datenwerte im bereits verarbeiteten

Präfix der überwachten temporalen Struktur.

Für den Fall mit endlichen Relationen haben wir einen Prototypen unseres Ver-

fahrens in Java entwickelt. Dessen praktischer Nutzen wurde mittels einer statistis-

chen Stationäritäts-Analyse sowie anhand zweier Fallstudien in den Bereichen Com-

pliance und Separation of Duty (d.h. organisatorische Aufgabentrennung) validiert.
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2.2.2 Büchi Automata and ω-Regular Languages . . . . . . . . . . . . . 15

2.2.3 Timed Automata and Timed ω-Regular Languages . . . . . . . . 15

2.3 Models of System Behavior . . . . . . . . . . . . . . . . . . . . . . . . . . 16

2.3.1 Temporal First-order Structures . . . . . . . . . . . . . . . . . . . . 17

2.3.2 Timed Temporal First-order Structures . . . . . . . . . . . . . . . 17

2.3.3 Special Cases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

2.4 Property Specification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.4.1 Policies and Properties . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.4.2 Propositional Temporal Logics . . . . . . . . . . . . . . . . . . . . 24

2.4.3 Metric First-order Temporal Logic . . . . . . . . . . . . . . . . . . 28

2.4.4 Two-sorted First-order Logic . . . . . . . . . . . . . . . . . . . . . 31

xi



xii CONTENTS

2.4.5 Non-logical Specification Languages . . . . . . . . . . . . . . . . . 33

2.4.6 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

2.5 Finite Representations of Infinite Structures . . . . . . . . . . . . . . . . . 36

2.5.1 Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

2.5.2 Automatic Structures . . . . . . . . . . . . . . . . . . . . . . . . . . 37

2.5.3 Other Finitely Representable Structures . . . . . . . . . . . . . . . 39

3 Runtime Monitoring 41

3.1 Definitions and Basic Concepts . . . . . . . . . . . . . . . . . . . . . . . . 42

3.1.1 Runtime Monitor . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

3.1.2 Evaluating Finite Prefixes of Executions . . . . . . . . . . . . . . . 42

3.1.3 On (Non-)Monitorable Properties . . . . . . . . . . . . . . . . . . 44

3.2 An Overview and Typology of Runtime Monitoring . . . . . . . . . . . . 45

3.2.1 Execution Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

3.2.2 Specification Language . . . . . . . . . . . . . . . . . . . . . . . . 47

3.2.3 Monitoring Method . . . . . . . . . . . . . . . . . . . . . . . . . . 48

3.3 Applications of Runtime Monitoring . . . . . . . . . . . . . . . . . . . . . 51

3.3.1 Implementation Aspects . . . . . . . . . . . . . . . . . . . . . . . . 52

3.3.2 Application Classification . . . . . . . . . . . . . . . . . . . . . . . 53

3.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

4 Monitoring with Automatic Structures 57

4.1 Restrictions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

4.2 Overview of the Monitoring Method . . . . . . . . . . . . . . . . . . . . . 59

4.3 Signature Extension and Formula Transformation . . . . . . . . . . . . . 59

4.4 Incremental Extended Structure Construction . . . . . . . . . . . . . . . . 61

4.4.1 Previous . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

4.4.2 Next . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

4.4.3 Since . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

4.4.4 Until . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

4.5 Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

4.6 Monitoring Algorithm and Correctness . . . . . . . . . . . . . . . . . . . 68

4.7 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

5 Monitoring with Finite Relations 73

5.1 Working with Finite Relations . . . . . . . . . . . . . . . . . . . . . . . . . 74

5.1.1 Derived Temporal Operators . . . . . . . . . . . . . . . . . . . . . 74

5.1.2 Negation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74

5.2 Characterization of Monitorable Formulae . . . . . . . . . . . . . . . . . 75

5.2.1 Auxiliary Definitions . . . . . . . . . . . . . . . . . . . . . . . . . . 75

5.2.2 Temporal Domain Independence . . . . . . . . . . . . . . . . . . . 76



CONTENTS xiii

5.2.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

5.3 Syntactical Approximation based on Rewriting . . . . . . . . . . . . . . . 77

5.3.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

5.3.2 Normalization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

5.3.3 Safe-range Check . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

5.3.4 Propagation of Range Restrictions . . . . . . . . . . . . . . . . . . 80

5.3.5 TSF Safe-range Check . . . . . . . . . . . . . . . . . . . . . . . . . 82

5.4 Space Optimizations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

5.4.1 Reducing Redundancy . . . . . . . . . . . . . . . . . . . . . . . . . 82

5.4.2 Dedicated Constructions for Derived Operators . . . . . . . . . . 83

5.4.3 Algebraic Transformations . . . . . . . . . . . . . . . . . . . . . . 83

5.4.4 Context-based Optimizations . . . . . . . . . . . . . . . . . . . . . 84

5.5 Analysis of Space Consumption . . . . . . . . . . . . . . . . . . . . . . . . 84

5.5.1 Modifications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

5.5.2 Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85

5.5.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88

5.6 Summary and Outlook . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

II Applications 91

6 A Prototypical Monitoring Framework 93

6.1 Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

6.1.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

6.1.2 Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

6.1.3 Offline Analysis of Log Files . . . . . . . . . . . . . . . . . . . . . 97

6.2 Experimental Validation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

6.2.1 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

6.2.2 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

6.2.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

6.3 Summary and Outlook . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

7 Case Study I: Compliance 117

7.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

7.1.1 Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118

7.1.2 Example Requirements . . . . . . . . . . . . . . . . . . . . . . . . 118

7.2 Formalization of Regulatory Requirements . . . . . . . . . . . . . . . . . 119

7.2.1 Signature Definition . . . . . . . . . . . . . . . . . . . . . . . . . . 119

7.2.2 Formalized Requirements . . . . . . . . . . . . . . . . . . . . . . . 120

7.2.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121

7.3 Monitoring Compliance Requirements . . . . . . . . . . . . . . . . . . . . 122



xiv CONTENTS

7.3.1 Observations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122

7.3.2 Experimental Analysis . . . . . . . . . . . . . . . . . . . . . . . . . 123

7.3.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

7.4 Summary and Outlook . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126

8 Case Study II: Separation of Duty 127

8.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

8.1.1 Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

8.1.2 Role-based Access Control . . . . . . . . . . . . . . . . . . . . . . 128

8.1.3 Separation of Duty . . . . . . . . . . . . . . . . . . . . . . . . . . . 129

8.2 Formalization of Separation of Duty Constraints . . . . . . . . . . . . . . 131

8.2.1 Signature Definition . . . . . . . . . . . . . . . . . . . . . . . . . . 131

8.2.2 Formalization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 132

8.2.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

8.3 Monitoring Separation of Duty Constraints . . . . . . . . . . . . . . . . . 134

8.3.1 Observations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

8.3.2 Experimental Analysis . . . . . . . . . . . . . . . . . . . . . . . . . 135

8.3.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137

8.4 Summary and Outlook . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 138

9 Related Work 139

9.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

9.2 Software Program Monitoring . . . . . . . . . . . . . . . . . . . . . . . . . 140

9.2.1 Propositional Runtime Monitoring . . . . . . . . . . . . . . . . . . 140

9.2.2 Runtime Monitoring with Data . . . . . . . . . . . . . . . . . . . . 141

9.3 Dynamic Integrity Checking . . . . . . . . . . . . . . . . . . . . . . . . . . 143

9.4 Data Stream Management . . . . . . . . . . . . . . . . . . . . . . . . . . . 146

10 Conclusion 149

10.1 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149

10.2 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 150

A Statistical Background 153

A.1 Runtime Monitors and Stochastic Processes . . . . . . . . . . . . . . . . . 153

A.2 Transient and Steady-state Behavior . . . . . . . . . . . . . . . . . . . . . 154

A.3 Steady-state Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 154

A.3.1 Problem of the Initial Transient . . . . . . . . . . . . . . . . . . . . 155

A.3.2 Method of Batch Means . . . . . . . . . . . . . . . . . . . . . . . . 155

A.3.3 Replication/Deletion Approach . . . . . . . . . . . . . . . . . . . 156



CONTENTS xv

B Concrete Syntax 159

B.1 Signature Definition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159

B.2 Property Specification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 160

C Signature Definitions and Formulae 163

C.1 Compliance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 163

C.1.1 Signature Definition . . . . . . . . . . . . . . . . . . . . . . . . . . 163

C.1.2 Formulae . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 163

C.2 Separation of Duties . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164

C.2.1 Signature Definition . . . . . . . . . . . . . . . . . . . . . . . . . . 164

C.2.2 Formulae . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164

References 167

Curriculum Vitae 189



xvi CONTENTS



List of Figures

1.1 Conceptual overview of runtime monitoring. . . . . . . . . . . . . . . . . 2

2.1 Example of a temporal structure over STPS. . . . . . . . . . . . . . . . . . . 18

3.1 A runtime monitoring typology. . . . . . . . . . . . . . . . . . . . . . . . . 46

3.2 Classification of runtime monitoring applications. . . . . . . . . . . . . . 54

4.1 Example timed temporal structure. . . . . . . . . . . . . . . . . . . . . . . 67

4.2 MonitorM(φ) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

5.1 Rewrite rules for ra. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

6.1 Architecture of the prototypical monitoring framework. . . . . . . . . . . 97

6.2 Example of a finite timed temporal structure with singleton relations. . . 102

6.3 Example evolution of the space consumption of the monitorM(φTPS). . . 113

6.4 Steady-state analysis of the space consumption ofM(φTPS). . . . . . . . . 114

6.5 Results of the steady-state analysis of the space consumption ofM(φ). . 115

7.1 Regulatory requirements inspired by 31 CFR 103.121. . . . . . . . . . . . 118

7.2 Example evolution of the space consumption ofM(φR(1)) andM(φR(5)). 125

8.1 Example evolution of the space consumption ofM(φSDSoD) andM(φObSoD).137

xvii



xviii LIST OF FIGURES



List of Tables

6.1 Analyzed formulae and their classes. . . . . . . . . . . . . . . . . . . . . . 100

6.2 Point estimates of the steady-state mean space consumption ofM(φTPS). 106

6.3 Point estimates of the steady-state mean cardinality of the active domain. 106

6.4 Point estimates of the steady-state mean space consumption ofM(φ). . . 107

6.5 Point estimates of the steady-state mean processing time ofM(φ). . . . . 108

7.1 Average space consumption ofM(φR(1)) andM(φR(5)). . . . . . . . . . . 124

7.2 Average processing times ofM(φR(1)) andM(φR(5)). . . . . . . . . . . . . 124

8.1 Average space consumption ofM(φSDSoD) andM(φObSoD). . . . . . . . . 136

8.2 Average processing times ofM(φObSoD). . . . . . . . . . . . . . . . . . . . 136

xix



xx LIST OF TABLES



“There is nothing permanent except

change.”

Heraclitus

Chapter 1

Introduction

COMPUTER systems pervade all aspects of our society. Ranging from communica-

tion networks to personal consumer goods, they enable real-time communication

across geographies, ensure timely payments of goods and services, and simplify our

daily lives to a large extent. While differing in implementation technology, scale, or ap-

plication domain, most of these computer systems share one or several of the following

basic attributes:

• Reactive behavior: The system is embedded in and interacts with a changing envi-

ronment for an unknown, possibly infinite amount of time. For example, a web

server responds to user requests as long as its administrator does not stop it or

until it crashes.

• Unbounded state space: Depending on data variables ranging over infinite do-

mains, the state space used by a computer system over time often cannot be

sensibly bounded a priori. For example, a transaction processing system may

have to deal with a possibly infinite number of transactions and data elements

over time.

• Time-constrained operation: Computer-based applications are often subject to tim-

ing constraints. For example, a web server is usually expected to respond to a

request within a given time frame, say within at most 30 seconds.

• Distributed architecture: In our networked world and even on single platforms,

computer systems are often distributed in the sense that different parts of a com-

putation are performed by different physical or logical units. Moreover, some

computations may be performed in parallel. For example, in a service-oriented

architecture, services are hosted on different servers and may perform their com-

putations simultaneously.

As computer systems continue to represent, support, or enable ever larger parts of

our daily lives, we increasingly depend on their correct operation. The ability to verify

or guarantee that a system satisfies certain properties, i.e., that it operates according to

its specification, is thus essential.

1
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Figure 1.1: Conceptual overview of runtime monitoring.

There is a broad spectrum of techniques to assess whether a system correctly im-

plements its specification. On one end of the spectrum, there are manual reviews and

testing. These techniques are typically informal, have incomplete coverage, and only

provide limited guarantees regarding the correctness of the analyzed system. On the

other end of the spectrum, we find verification techniques such as model checking

(i.e., algorithmic verification) and theorem proving (i.e., deductive verification). These

approaches can provide comprehensive correctness guarantees. However, they both

require a complete formal model of the system under scrutiny—often too strong a re-

quirement for a real-world system. Moreover, the practical application of model check-

ing is essentially limited to finite state systems. In this dissertation, we thus investigate

another technique, which resides in the middle of the spectrum and integrates the sim-

plicity of testing with the rigor and strength of automated verification: runtime moni-

toring.

1.1 The Runtime Monitoring Problem

Runtime monitoring is a systematic approach to verifying system properties at execu-

tion time by using an algorithm to check whether a system execution satisfies a tem-

poral property. By verifying properties at execution time, the approach contrasts with

model checking or deductive verification techniques, where properties are verified be-

fore the system under scrutiny is executed. Because runtime monitoring only verifies

individual executions, it is often called a light-weight verification technique.

Conceptually, a typical (online) runtime monitoring approach works as follows: To

begin with, a property φ is formally specified using an appropriate specification lan-

guage. Often, a variant of temporal logic or a similar declarative language is used for

this purpose. In a next step, a runtime monitorM(φ) is automatically generated from

the formal property specification. The generated runtime monitor is then executed in

parallel with the system under scrutiny. As the monitored system changes its state or

generates new events, the runtime monitor incrementally consumes this information

and determines at each time point whether the system satisfies or violates the moni-

tored property (see Figure 1.1).

A rigorous approach to runtime monitoring temporal properties of a reactive sys-

tem thus requires that the following aspects be addressed:
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1. Execution model E : First, an adequate formal model for representing system exe-

cutions along with an appropriate model of time must be selected.

2. Property specification language L: Second, a language to formally and unambigu-

ously specify temporal system properties must be selected. Both the syntax and

the semantics of the language L must be formally defined with respect to the

chosen execution model.

3. Monitoring methodM: Finally, a method for determining whether arbitrary sys-

tem executions (represented in the selected execution model) satisfy a temporal

property (formulated in the selected property specification language) must be

provided.

In other words, runtime monitoring is the problem of checking whether or not a

property φ, formulated in a specification language L, is satisfied by a system execution,

expressed in an execution model E . Any correct monitoring method M for a given

execution model E and a property specification language L then constitutes a valid

solution to the runtime monitoring problem.

1.2 A Glimpse at Applications

Runtime monitoring is more than a program verification technique. Indeed, meth-

ods to verify properties at execution time have many interesting applications that go

beyond system verification. For example, runtime monitoring can be applied in the

following contexts:

• Verification: In the area of software program verification, runtime monitoring can

complement static verification techniques in situations where model checking

fails (e.g., due to an infinite state space or the unavailability of a complete sys-

tem specification). In cases where model checking is feasible for the control part

of the system, runtime monitoring may be useful to dynamically check the in-

tegrity of the data-dependent part of the system. Moreover, in the area of testing,

runtime monitoring approaches can generate reliable test oracles for use during

simulations.

• Compliance, security, and dependability: The areas of compliance, security, or de-

pendability often require the monitoring of temporal system properties during

system execution. For example, runtime monitoring techniques can enable the

continuous auditing of compliance requirements, the enforcement of history-

based access control or dynamic separation of duty rules, and the monitoring

of dynamic intrusion detection rules.
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• Business intelligence: Making intelligent decisions often relies on the ability to ana-

lyze and detect temporal properties over continuous streams of input data. Being

able to quickly detect temporal properties and react upon them in an adequate

manner can even provide a competitive advantage, for example, in the area of

algorithmic stock trading. Here, runtime monitoring offers methods and tools

for the specification and detection of complex properties in data streams.

1.3 A Running Example

To motivate our approach and illustrate a possible application context, we now intro-

duce a running example.

1.3.1 Scenario and Assumptions

Let us consider a reactive transaction processing system (TPS) that processes customer

transactions of a financial institution. We make the following assumptions: At each

time point, the TPS processes an arbitrary number of transactions. Every so often,

some of the transactions (e.g., those whose financial value exceeds a certain threshold)

are reported as suspicious. Transactions and reports may be processed in parallel and

neither the number of transactions, customers, nor reports can be bounded a priori.

As the TPS uses unique identification numbers (IDs) as representations of the respec-

tive real-world objects, we need to consider an infinite domain of such transaction IDs,

customer IDs, and report IDs. We further assume that the time between any two con-

secutive customer transactions or reports can vary from being arbitrarily small to an

arbitrarily large but finite amount of time.

1.3.2 An Example Property

We expect the TPS to satisfy certain correctness properties. Specifically, we shall con-

sider the following property, which is motivated by anti-money laundering regulations

such as the Bank Secrecy Act [BSA70] or the USA Patriot Act [Pat01]:

Every transaction t of a customer c, who has within the last 30 days been involved

in a suspicious transaction t′, must be reported as suspicious. Suspicious transac-

tions must be reported within 2 days.

To verify whether the TPS satisfies this property, we use runtime monitoring. If at any

time point during system execution, the property is indeed violated, further steps may

be taken. For example, the monitoring system can notify another system component

or a person to take corrective action, execute a predefined operation, or possibly stop

the processing of further transactions altogether.
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Throughout this dissertation, we shall revisit this running example several times.

In particular, when presenting different models of system execution, we demonstrate

how to represent executions of the TPS. Moreover, in the context of our discussion of

different property specification languages, we show how to formally and unambigu-

ously express our example property. Finally, when presenting and validating our run-

time monitoring approach for complex system properties, the running example will

often serve as a concrete illustration.

1.4 Contributions

The core contributions of this dissertation are the following:

• We provide an approach for runtime monitoring complex system properties for-

mulated within an expressive safety fragment of metric first-order temporal logic

over timed temporal (automatic) first-order structures. The supported fragment

allows for arbitrary nesting of both temporal past and bounded future operators.

Moreover, by using automatic structures, the fragment makes no restrictions on

the use of negation and quantification in monitored formulae.

Details are presented in Chapter 4 and were published in [BKMP08a].

• We provide a special treatment of our approach for the setting where all relations

are finite. In particular, we show how to restrict negation and quantification in

monitored formulae such that relational databases can be used as an efficient

alternative to automata for implementing our monitoring approach. Moreover,

we extended an existing rewrite procedure to handle a richer class of temporal

formulae. Despite the restricted use of negation and quantification limitation, the

resulting fragment still handles arbitrary nesting of temporal past and bounded

future operators. Furthermore, we present space optimizations and show that

the space consumption of our monitoring approach is polynomially bounded by

the cardinality of the data appearing in the processed prefix.

Details are presented in Chapter 5 and were published in [BKMP08a, BKMP08b].

• We practically validated our monitoring approach for finite relations based on a

prototypical implementation in Java. In particular, we investigated the practical

feasibility of our approach by means of a general analysis and two case studies

in the areas of compliance and separation of duty as follows:

– We conducted a general analysis of the steady-state mean space consump-

tion and the steady-state mean processing performance of our approach for

monitoring several practically relevant formula classes and found strong ev-

idence for their practical feasibility.

Details are presented in Chapter 6.
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– Our first case study demonstrates that complex compliance requirements

can be expressed as bounded metric first-order temporal logical formulae

and monitored using our monitor for finite relations.

Details are presented in Chapter 7.

– Our second case study shows that several variants of separation of duty

constraints can be expressed in past-only (metric) first-order temporal logic.

Moreover, we demonstrate that simple dynamic separation of duty con-

straints and object-based separation of duty constraints can be practically

monitored using our monitor for finite relations.

Details are presented in Chapter 8.

Earlier work that influenced the case studies was reported in [GLM+05, GMP06,

Mül06, AvKM+06, AYL06].

In addition to the above contributions, this dissertation makes explicit the strong

ties between various streams of research, notably software program monitoring, dy-

namic integrity checking for databases, monitoring for security and compliance, and

data stream management. In particular, we provide an overview of common concepts

and a classification of related approaches from all the above research fields in terms of

a common typology.

1.5 Structure

This dissertation consists of a theoretical and a practical part. In the following, we give

a brief summary of what lies ahead.

Part I: Theory

In the theoretical part, we address the theory of runtime monitoring complex system

properties with a focus on properties expressed in metric first-order temporal logic.

Chapter 2 presents the mathematical notation, technical preliminaries, and relevant

previous results. These definitions and results are necessary to understand the con-

tents and results of the work at hand. Section 2.1 fixes the notation and reviews basic

mathematical concepts. In Section 2.2, we summarize elementary automata-theoretic

definitions and results. In Section 2.3, we introduce a general model to formally cap-

ture untimed and timed system behavior and relate it to alternative models. In Sec-

tion 2.4, we define the notion of a property and review several formalisms for property

specification. In particular, we introduce metric first-order temporal logic, an expressive
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formalism for specifying temporal system properties. Finally, in Section 2.5, we sum-

marize automatic structures and alternative means for the finite representation of infi-

nite structures.

Chapter 3 provides an overview of the field of runtime monitoring. After providing

definitions and sketching basic concepts in Section 3.1, we present a classification of

existing runtime monitoring approaches in Section 3.2. We discuss different types of

applications of runtime monitoring in Section 3.3 and conclude with a brief summary

in Section 3.4.

Chapter 4 is the theoretical core chapter of this dissertation. It introduces a novel

monitoring approach for complex properties expressed using metric first-order tem-

poral logic. In Section 4.1, we first describe the necessary restrictions required to apply

our approach. Section 4.2 then presents a high-level overview of our approach. In

Sections 4.3 and 4.4, we provide the full theoretical details of our incremental monitor-

ing technique. Subsequently, in Section 4.5, we illustrate our constructions by walking

through an example step by step. Finally, in Section 4.6, we present our algorithm and

prove its correctness. The chapter ends with a summary in Section 4.7.

Chapter 5 discusses a practically relevant special case of our runtime monitoring

approach, namely the case where relations are always finite. In Section 5.1, we first

present an overview and sketch the difficulties induced by finite relations. Section 5.2

then explains how the notion of domain independence as known from database the-

ory is extended to our temporal setting. Subsequently, in Section 5.3, we provide an

approach based on rewriting to ensure that relations always remain finite. Optimiza-

tions of our approach are presented in Section 5.4. Finally, in Section 5.5, we prove that

the space consumption our runtime monitoring approach is polynomially bounded by

the cardinality of the data in the processed prefix. We then discuss our results in the

context of related work and conclude the chapter with a discussion in Section 5.6.

Part II: Applications

In the practical part, we present how we validated our monitoring approach. We first

describe our prototypical monitoring framework that implements our monitoring ap-

proach for finite relations. We then evaluate the practical feasibility of the approach by

means of a general analysis and two short case studies.

Chapter 6 describes our prototypical monitoring framework and presents general

results of an experimental validation of our implementation. In Section 6.1, we sum-

marize the architecture of the monitoring framework. In Section 6.2, we then describe

our validation methodology and present the results of an experimental analysis of the
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space consumption of our monitors for several formula classes. The chapter concludes

with a summary and some further remarks in Section 6.3.

Chapter 7 presents the results of our first case study. In Section 7.1, we clarify our ob-

jectives and present a set of regulatory requirements as an example. In Section 7.2, we

demonstrate how the presented requirements can be formalized by means of bounded

metric first-order temporal logical formulae. In Section 7.3, we investigate to what ex-

tent the formalized requirements can be monitored with our monitoring framework.

We conclude the chapter with a summary in Section 7.4.

Chapter 8 reports the results of our second case study. In Section 8.1, we state our

objectives, review the notion of role-based access control, and give an brief overview

of different variants of separation of duty. In Section 8.2, we demonstrate how sepa-

ration of duty constraints can be formalized by means of past-only and TSF domain

independent MFOTL formulae. In Section 8.3, we then investigate whether monitor-

ing the formalized constraints is practically feasible. We conclude the chapter with a

summary in Section 8.4.

Chapter 9 discusses related work. In Section 9.1, we give a general overview and

summarize the limitations of logics supported by competing runtime monitoring ap-

proaches. In Section 9.2, we review related work from the area of software program

monitoring in more detail. In Section 9.3, we distinguish our approach from work in

the area of dynamic integrity checking for databases. Finally, in Section 9.4, we review

and distinguish our approach from related work in the field of data stream manage-

ment.

Chapter 10 concludes the dissertation. We first summarize our core results in Sec-

tion 10.1 before we discuss future work and open problems in Section 10.2.



Part I

Theory

9





“[...] nanos gigantium humeris

insidentes [...]”

Bernard de Chartres

Chapter 2

Background

THIS chapter presents the mathematical notation, concepts, and tools used through-

out this dissertation. We first review some basic mathematical concepts and fix

our notation. We then present a brief summary of standard automata theory along

with results that we shall use in the forthcoming chapters. In the subsequent section,

we introduce a general model of timed and untimed system behavior and highlight

that several commonly used models of system execution are special cases thereof. We

then introduce the notion of a property and review alternative means to specify prop-

erties. In particular, we present metric first-order temporal logic, our formalism of

choice for specifying temporal system properties. Finally, we review automatic struc-

tures and explain how infinite structures can be finitely represented using finite state

automata.

2.1 Basic Definitions and Notation

Let us recall the following set-theoretical notation and terminology.

2.1.1 Sets, Sequences, and Tuples

We make standard use of sets and sequences (see, e.g., [Sip96] or [Tru99]). Set mem-

bership is expressed using the symbols ∈ and 6∈. We write ∅ to denote the empty set.

For sets A and B, we write A ⊆ B if A is a subset of B and A ( B if A is a proper subset of

B. We write P(A) or 2A to denote the power set of A. We write A ∪ B for the union and

A ∩ B for the intersection of A and B. The cardinality of A, written |A|, is the number of

elements contained in the set. The set A is called a singleton if |A| = 1. The sets A and B

are called disjoint if A ∩ B = ∅.

We write N for the set of natural numbers, Q for the set of rational numbers, and

R for the set of real numbers. Let I be the set of nonempty intervals over N. We often

write an interval in I as [c, d), where c ∈ N, d ∈ N ∪ {∞}, and c < d, i.e, [c, d) := {a ∈

N | c ≤ a < d}.

11
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We represent finite or infinite sequences by writing the objects in it within paren-

theses, separated by commas. For example, we write (a, c, b) to denote the sequence

of the elements a, c, and b. Finite sequences are also called tuples. A sequence with k

elements is called an k-tuple or a sequence of length k. A 2-tuple is also called a pair, a

3-tuple a triple, a 4-tuple a quadruple, etc. The empty tuple (also called empty word) ǫ is

the special sequence of length 0 that does not contain any elements.

For two sets A and B, the cross product or Cartesian product, denoted by A×B, is the set

of all pairs (a, b), where a ∈ A and b ∈ B. Likewise, for k sets A1, . . . ,Ak, the Cartesian

product, written A1 × . . . × Ak, is the set of all k-tuples (a1, . . . , ak) with ai ∈ Ai for all

i with 1 ≤ i ≤ k. To express the Cartesian product of a set A with itself, instead of

writing A× · · · × A
︸ ︷︷ ︸

k

, we often use the shorthand Ak.

2.1.2 Words and Languages

An alphabet Σ is an finite set of symbols. A word over Σ (also called a string) is a finite

or infinite sequence of symbols from Σ. The length |w| of a word w is the number of

symbols k ≥ 0 occurring in the sequence. We write |w| =∞ if the length of a word w is

infinite. Infinite words are also called ω-words. We denote as Σ∗ and Σω the sets of all

finite and infinite words, respectively, as built from symbols in Σ including the empty

word ǫ. We also define Σ∞ := Σ∗ ∪Σω. Note that we typically write words without the

parentheses and commas used to denote sequences. Consider the following example.

Let Σ = {0, 1} be an alphabet. The set Σ∞ then includes the words {ǫ, 0, 1, 01, 10, . . . }.

The lexicographic ordering of words is the same as the dictionary ordering with the ex-

ception that shorter words precede longer words.

For a word w ∈ Σ∞, we write w0w1 · · · to denote its elements. We write w[i, j]

with i, j ∈ N to denote the word (i.e., subsequence) wi · · ·wj and w[i,∞] to denote the

subsequence wiwi+1 · · · . For w ∈ Σ∗ and β ∈ Σ∞, we often use juxtaposition and write

wβ to denote concatenation of w and β. A word w is called a prefix or suffix of a word

β if there exists a sequence α such that α = wβ or α = βw, respectively. We sometimes

use the same notion and terminology also for sequences other than words.

A language L over an alphabet Σ is a subset of Σ∞. A finitary language over Σ is a

subset of Σ∗ and an ω-language over Σ is a subset of Σω.

Languages can be manipulated using specific operations. Let L and L′ be lan-

guages. We define L ∪ L′ = {w |w ∈ L or w ∈ L′} (union), L ∩ L′ = {w |w ∈ L and w ∈

L′} (intersection), L̄ = {w |w 6∈ L} (complementation), L\L′ = {w |w ∈ L and w 6∈ L′} (dif-

ference), L ◦ L′ = {uv |u ∈ L and v ∈ L′} (concatenation), and L∗ = {w1w2 . . . wk | k ≥

0 and each wi ∈ L} (Kleene star).
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2.1.3 Timed Words and Timed Languages

A timed word over some alphabet Σ is a pair (w̄, t̄), where w̄ = w0 · · ·wk is a finite word

over Σ and t̄ = (t0, . . . , tk) is a monotonous sequence of real-numbered time stamps, i.e.,

ti ∈ R and ti ≤ ti+1, for all i, 0 ≤ i < k. Similarly, an infinite timed word or timed ω-word

over Σ is a pair (w, t), where w = w0w1 · · · is an ω-word over Σ and t = (t0, t1, . . . )

is an infinite sequence of real-numbered time stamps, i.e., ti ∈ R, for all i ≥ 0. The

sequence t is monotonous, i.e., ti ≤ ti+1, for all i ≥ 0, and progressing, i.e., for every

t′ ∈ R, there is some i ≤ 0 such that ti > t′. As an alternative, finite and infinite

timed words are sometimes also defined with the natural numbers as time stamps. The

respective definitions are analogous. Choosing a monotonically increasing sequence

of real numbers as time stamps results in a proper real-time semantics. In contrast, the

choice of a monotonically increasing sequence of natural numbers gives rise to a so-

called fictitious clock semantics [AH92]. In a fictitious clock semantics, time stamps are

recorded with finite precision only but two symbols sharing the same time stamps may

still be distinguished by their temporal ordering.

Instead of as a pair of sequences, we often also write finite or infinite timed words

as sequences of pairs. For example, for the timed ω-word (w, t) with w = w0w1 · · · and

t = (t0, t1, . . . ) we write (w0, t0)(w1, t1) . . . .

A timed language over Σ is a set of timed words over Σ. A timed ω-language over Σ

is a set of timed ω-words over Σ.

2.1.4 Relations and Functions

A (k-ary) relation R ⊆ A1×· · ·×Ak is a set of k-tuples, with ai ∈ Ai for all iwith 1 ≤ i ≤ k.

We call k the arity of R and say a relation is nullary, unary, or binary if k = 0, k = 1, or

k = 2, respectively. If R is a binary relation, we often write a1R a2 instead of (a1, a2) ∈ R.

Moreover, for (a1, . . . , ak) ∈ R, we sometimes also write R(a1, . . . , ak) = true. We also

use the term predicate as a synonym of relation.

A mathematical function or mapping is a special type of binary relation, where no

element of the domain occurs more than once as the first element of any pair contained

in it. Formally, a relation R ⊆ A × B is a function if (a, b) ∈ R and (a, c) ∈ R implies

b = c, for all pairs in R. We often use the italicized letters f, g, or h to denote functions

and write f : A → B to specify that f is a function mapping elements in the domain A

to a subset of B. Moreover, we write f(a) = b to express that (a, b) ∈ f . The function

f : A → B is called surjective if for every b ∈ B there is an element a ∈ A such that

b = f(a). And it is called injective if for all a, a′ ∈ A f(a) = f(a′) implies a = a′. If f is

both injective and surjective, f is also called bijective.
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2.1.5 Signatures and First-order Structures

A (first-order) signature S is a quadruple (C,R,F, a), where C is a set of constant sym-

bols, R is a finite set of relation symbols, F is a finite set of function symbols, and

a : R ∪ F → N associates each relation or function symbol s ∈ R ∪ F with an arity

a(s) ∈ N. Instead of the function a, we sometimes also use a superscript to indicate

the arity of a relation or function symbol. For example, we write r3 to indicate that the

arity associated with some relation symbol r is 3.

Let S = (C,R,F, a) be a signature. A (first-order) structure D over S, also called an

S-structure, consists of a domain |D| 6= ∅, interpretations cD ∈ |D| and rD ⊆ |D|a(r),

for each c ∈ C and r ∈ R, and functions f : |D|a(f) → |D| for each f ∈ F. A re-

lational structure is a first-order structure without functions. We obtain the relational

variant of each structure by replacing each function f : |D|a(f) → |D| by its graph

Gf := {(a1, . . . , aa(f), b) ∈ |D|
a(f)+1 | f(a1, . . . , aa(f)) = b}. As functions can be repre-

sented as relations, for the rest of this dissertation, we only consider relational struc-

tures and simply write (C,R, a) for a signature.

In a relational database context, a signature is called a (relational) database schema.

A relational database is a first-order structure over a relational database schema S and a

(data) domain, where all relations are finite. The active domain adom(D) of a relational

databaseD over a relational schema S = (C,R, a) is the set of constants and domain ele-

ments appearing in its relations, i.e., adom(D) := {cD | c ∈ C}∪
⋃

r∈R
{dj | (d1, . . . , da(r)) ∈

rD and 1 ≤ j ≤ a(r)} [Cod70, Cho94, AHV95].

2.2 Automata Theory

Let us also recall some basic definitions and results from automata theory.

2.2.1 Finite State Automata and Regular Languages

A (deterministic) finite state automaton (DFA) is a quintuple (Q,Σ, δ, q0,F), where Q is a

finite set of states, Σ is an alphabet, δ : Q×Σ→ Q is a transition function, q0 ∈ Q is the

start state, and F ⊆ Q is the set of final states. We now define what it means for a DFA

to accept a word. LetA = (Q,Σ, δ, q0,F) be a finite state automaton andw = w1w2 · · ·wn

a word over Σ. ThenA accepts w if and only if there is a sequence of states, called a run,

(r0, r1, . . . , rn) with ri ∈ Q such that r0 = q0, δ(ri, wi+1) = ri+1, for all i ∈ {0, . . . , n − 1},

and rn ∈ F. The language recognized by A is L(A) := {w | A accepts w}.

A nondeterministic finite state automaton (NFA) is a quintuple (Q,Σ, δ, q0,F), where Q

is a finite set of states, Σ is an alphabet, δ : Q × Σ → 2Q is a transition function, q0 ∈ Q

is the start state, and F ⊆ Q is the set of final states. Let A = (Q,Σ, δ, q0,F) be an NFA

and w = w1w2 · · ·wn a word over Σ. Then A accepts w if and only if there is a run
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(r0, r1, . . . , rn) with ri ∈ Q such that r0 = q0, ri+1 ∈ δ(ri, wi+1), for i ∈ {0, . . . , n− 1}, and

rn ∈ F. The language recognized by A is L(A) := {w | B accepts w}.

Let B be an NFA. There is a DFA A such that L(A) = L(B). A language L is called

regular if there is a DFA A such that L = L(A). If L and L′ are regular languages, then

so are L∪L, L∩L, L̄, L\L′, L ◦L′, and L∗. We say that the class of regular languages is

closed under these operations. We remark that the operations are effective, i.e., there are

algorithms to construct the regular languages resulting from applying the operations.

For more details or proofs, see, e.g., [Sip96].

2.2.2 Büchi Automata and ω-Regular Languages

We also review the notion of a (nondeterministic) Büchi automaton (NBA), which is a

nondeterministic finite automaton taking infinite words as inputs [Büc62].

A (nondeterministic) Büchi automaton is a quintuple (Q,Σ, δ, q0,F), where Q is a finite

set of states, Σ is an alphabet, δ : Q × Σ → 2Q is a transition function, q0 ∈ Q is an

initial state, and F ⊆ Q is a set of accepting states. Let A = (Q,Σ, δ, q0,F) be a Büchi

automaton. Then A is called a deterministic Büchi automaton (DBA) if and only if for all

q ∈ Q and a ∈ Σ it holds that |δ(q, a)| = 1.

Let A = (Q,Σ, δ, q0,F) be a nondeterministic Büchi automaton and w = w1w2 · · ·

over Σ be an infinite word, i.e., w ∈ Σω. Then A accepts w if and only if there is a run

r = (r0, r1, . . . ) with ri ∈ Q such that r0 = q0, ri+1 ∈ δ(ri, wi+1), for all i ∈ N, and

Inf(r)∩ F 6= ∅, where Inf(r) denotes the set of states in r that are visited infinitely often.

A language L ⊆ Σω is called ω-regular if it is recognized by some nondeterministic

Büchi automaton. Apart from Büchi automata, other types of finite state automata, in

particular, Rabin automata, Streett automata, parity automata, and Muller automata,

also recognize ω-regular languages. Their main distinguishing feature with respect

to Büchi automata is that they use different acceptance conditions. Because all these

automata accept ω-words, they are also referred to as ω-automata. Note that the class

of deterministic Büchi automata does not recognize all ω-regular languages.

The class of ω-regular languages is closed under union, intersection, and comple-

mentation. For more details and proofs, see, e.g., [Tho90, Muk96].

2.2.3 Timed Automata and Timed ω-Regular Languages

While ω-automata are prominent tools for the verification and qualitative reasoning

about infinite behaviors of finite state reactive systems, timed automata provide a theory

for modeling and verifying quantitative aspects of timed systems [AD90, AD94, BY03].

Essentially, a timed automaton is a Büchi automaton extended with a set of real-valued

variables modeling clocks. Constraints on these variables are then used to restrict the

set of timed words accepted by the automaton and Büchi acceptance conditions are

used to enforce progress properties.



16 CHAPTER 2. BACKGROUND

We now present a formal definition of timed automata. We first introduce clock

constraints. Let X be a set of clock variables. The set Φ(X) of clock constraints δ is defined

inductively as follows: For x ∈ X and c ∈ Q, (x ≤ c) and (c ≤ x) are clock constraints.

If δ1 and δ2 are clock constraints, then (¬δ1) and (δ1 ∧ δ2) are clock constraints.

A clock assignment for a set of clock variables X assigns a real number to every x ∈ X.

A clock assignment ν for X satisfies a clock constraint δ over X if and only if δ evaluates

to true using the values given by ν. For t ∈ R, ν + t denotes the clock assignment that

maps every clock x ∈ X to ν(x) + t. Likewise, the clock assignment t · ν assigns to each

clock x ∈ X the value t · ν(x). For Y ⊆ X, ν[Y/t] is the clock assignment assigning t to

each x ∈ Y and agrees with ν over the rest of the clocks.

A timed (Büchi) automaton is a tuple (Q,Σ, q0,X,∆,F), where Q is a finite set of states,

Σ is an alphabet, q0 ∈ Q is an initial state, X is a finite set of clock variables, ∆ ⊆

Q×Q×Σ× 2X×Φ(X) is a transition relation, and F ⊆ Q is a set of accepting states. An

element (q, q′, a, λ, δ) ∈ ∆ represents a transition from state q to state q′ upon reading

the input symbol a. The set λ ⊆ X identifies the set of clocks to be reset and δ is a clock

constraint over X.

We can now define what it means for a timed Büchi automaton to accept a timed

ω-word. Let A = (Q,Σ, q0,X,∆,F) be a timed Büchi automaton and (w, t), with w =

w1w2 · · · and t = (t1, t2, . . . ) a timed ω-word over Σ. Then A accepts (w, t) if and only

if there is a run (r, n) with r = (r0, r1, . . . ), ri ∈ Q, and n = (ν0, ν1, . . . ) with each νi

being a clock assignment, for all i ≥ 0, such that r0 = q0 and ν0(x) = 0 for all x ∈ X,

(ri, ri+1, wi+1, λi+1, δi+1) ∈ ∆ such that (νi+1 + ti+1 − ti) satisfies δi+1 and νi+1 equals

(νi+1 + ti+1 − ti)[λi+1/0], for all i ≥ 0, and Inf(r) ∩ F 6= ∅, where Inf(r) denotes the set of

states in r that are visited infinitely often.

A timed ω-language L is called timed ω-regular if it is recognized by a timed Büchi

automaton. The class of timed ω-regular languages is closed under union and intersec-

tion but not under complementation [AD94].

2.3 Models of System Behavior

We now describe an untimed and a timed variant of a general model for represent-

ing executions of reactive systems. We model executions (or traces) of a reactive sys-

tem by infinite (timed) sequences of first-order structures—so-called (timed) temporal

first-order structures—over some signature S. This model is specifically suited for

representing possibly infinite executions of infinite state systems. Many other popular

models of system execution are special cases of our model.
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2.3.1 Temporal First-order Structures

Roughly speaking, a temporal (first-order) structure over a signature S, also called a

temporal S-structure, is an infinite sequence of first-order structures over S.

Definition 2.3.1. Let S = (C,R, a) be a signature. A temporal (first-order) structure over

S is an infinite sequence D = (D0, D1, . . . ) of structures over S, where:

1. D has constant domains, i.e., |Di| = |Di+1|, for all i ≥ 0. We denote the domain by |D| and

require that |D| is linearly ordered by the relation <.

2. Each constant symbol c ∈ C has a rigid interpretation, i.e., cDi = cDi+1 , for all i ≥ 0. We

denote the interpretation of c by cD.

At each time point, the relations of a first-order structure store those tuples that are

true at the given time point. Under the closed world assumption, at each time point

only domain values stored in a relation are considered true at this time point [Ull88].

In contrast to other models of system execution such as ω-words, note that a tem-

poral structure can represent a possibly infinite number of observable states. To un-

derstand how a temporal structure can represent executions of an infinite state system,

consider Example 2.3.2.

Example 2.3.2 (Running example). For the sake of concreteness, we consider our running

example from Section 1.3. To formally capture the processed transactions and reports, we de-

fine the signature of the TPS as STPS = (C,R, a), where R = {trans, report} and a(trans) =

a(report) = 2. Figure 2.1 displays an example temporal structure D = (D0, D1, . . . ) over

STPS, representing an infinite execution of the TPS. The domain |D| consists of the set of strings

over the alphabet of ASCII characters. At each time point j ≥ 0, the structure Dj consists

of the two relations transDj and reportDj (represented as tables in Figure 2.1), which provide

interpretations for the predicate symbols trans and report , respectively. For example, the re-

lation transD0 models the fact that the system processed the transactions 34IKU for customer

Bob and 13IRN for customer Alice at the time point 0. Likewise, at the time point i = 1, the

relation reportD1 captures the fact that the transaction 34IKU of customer Bob was reported as

suspicious. Note that the empty relation reportD0 represents the information that at the time

point 0 the system did not process any report for any customer.

2.3.2 Timed Temporal First-order Structures

In a temporal structure, time is modeled qualitatively, i.e., by the relative ordering

of individual structures in the infinite sequence. In many situations, however, also

quantitative information about the time that elapses between any two time points in an

execution is required. To address this requirement, we must also record the physical

times at which events or states occur. We assume that in a reactive system, the time

difference between any two adjacent time points may vary from zero to an arbitrarily

large but finite amount of time.



18 CHAPTER 2. BACKGROUND

-
D0

transD0 t c

34IKU Bob

13IRN Alice

reportD0 t c

D1

transD1 t c

22IIT Eve

18EIC Joe

reportD1 t c

34IKU Bob

. . .

. . .

. . .

Di

transDi t c

23IKU Bob

41NFI Dan

reportDi t c

13IRN Alice

22IIT Eve

. . .

Figure 2.1: Example of a temporal structure over STPS.

To represent the behavior of a reactive system together with the physical times at

which states hold or events appear, we introduce timed temporal (first-order) structures.

Definition 2.3.3. Let S = (C,R, a) be a signature. A timed temporal (first-order) structure

over S, also called a timed temporal S-structure, is a pair (D, τ), where D = (D0, D1, . . . ) is

a temporal structure over S and τ = (τ0, τ1, . . . ) is a sequence of time stamps τi ∈ N with the

following properties:

1. Monotonicity: τi ≤ τi+1, for all i ≥ 0.

2. Progress: For every i ≥ 0, there is some j > i such that τj > τi.

Note that our choice of a monotonous sequence of natural numbers as time stamps

yields a fictitious clock semantics. Other time domains such as the sets of rational or

real numbers, respectively, would have been possible options, too. Our choice of N

as the time domain, has both practical and theoretical reasons. While physical time is

essentially continuous, practically we can measure it with finite precision only. More-

over, the choice of N paired with the assumptions of monotonicity and progress allow

for conveniently modeling sequences of structures where the time stamps of adjacent

time points may be the same or lie arbitrarily but finitely far apart. Complementing

these practical aspects, in Section 5.5, we also give a theoretical justification for our

choice.

The time semantics of timed temporal structures as given in Definition 2.3.3 is point-

based. This means that we associate with each time point i in a timed temporal structure

D a single time stamp τi ∈ N. As an alternative, one might also chose an interval-based

time semantics, where each structureDi inD is associated with an interval from the ap-

propriate time domain. While the point-based semantics is more adequate for model-

ing system events, the interval-based semantics lends itself better to the representation

of system states. We remark that (untimed) temporal structures are equally suitable for

modeling both sequences of states or events. See [AH92] and [HR04c] for an in-depth

discussion of this and other alternatives.

Example 2.3.4 (Running example). Let us again consider our running example. A concrete

example of a timed temporal structure representing an execution the system TPS would be the
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pair (D, τ), where D = (D0, D1, D2, D3, . . . ) is a temporal structure over the signature S as

defined in Example 2.3.2 and τ = (0, 3, 3, 7, . . . ) is a sequence of time stamps. In addition

to the qualitative temporal ordering between individual structures in D, the sequence of time

stamps τ now associates with each time point i also a time stamp τi. For example, the structure

D0 has an associated time stamp of 0, whereas the structuresD1 andD2, while linearly ordered,

share the same (finite-precision) time stamp with the value 3.

2.3.3 Special Cases

Many other models of system execution are special cases of our general model. We

discuss some important special cases below.

Temporal Databases and Database Histories

If all relations are finite, a temporal first-order structure is also known as an abstract

temporal snapshot database [CT05].

Definition 2.3.5. Let S = (C,R, a) be a signature. An (abstract) temporal (snapshot)

database is a temporal first-order structure D = (D0, D1, . . . ) over S where all rDis are finite,

for all r ∈ R and i ≥ 0.

In other words, a temporal database is a infinite sequence of relational databases

over the same database schema.

Apart from abstract temporal snapshot databases, there are other types of temporal

databases. For example, so-called abstract temporal timestamp databases are defined

by augmenting all tuples in relations by an additional temporal attribute. The result-

ing relations are called temporal relations. It is easy to see, however, that each abstract

temporal timestamp database over a signature S = (C,R, a) , with a(r) ≥ 1 for all r ∈ R,

can be mapped into equivalent abstract temporal snapshot database over a signature

S ′ = (C′,R′, a′), where C′ = C, R′ = R, and a′(r) = a(r) − 1 for all r ∈ R. Other

types of temporal databases consider multi-dimensional time and cannot be seen as

special cases of our execution model. This dissertation focusses on temporal data with

one time dimension. Hence, we do not discuss these models here and merely refer

to [ÖS95] and [CT98] for more details.

If both the sequence and the relations are finite, a temporal first-order structure is

also known as a database history [CT98].

Definition 2.3.6. A database history is a finite-length abstract temporal snapshot database.

In other words, a database history is a finite sequence of relational databases over

the same database schema. Intuitively speaking, a database history models the evolu-

tion of a relational database as induced by updates applied to it.
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Data Streams

The field of data stream management, also referred to as complex event processing, has

recently experienced a surge of interest, see, e.g. [BBD+02, GO03]. While no uniform

consensus regarding the formal semantics of data streams has yet emerged, a data

stream is typically defined as a possibly infinite sequence of k-tuples with associated

time stamps.

Definition 2.3.7. Let S = (C,R, a) with R = {r}, a(r) = k, and k > 0 be a signature. A

data stream is a timed first-order temporal structure over S with singleton interpretations for

r at each time point, i.e., |rDi| = 1, for all i ≥ 0.

In other words, a data stream is a timed temporal structure over a signature con-

taining exactly one k-ary predicate r, whose interpretation rDi , at each time point i, is a

singleton relation of arity k, i.e., a relation containing exactly one k-tuple, for all i ≥ 0.

ω-Words and Timed ω-Words

In the automated verification community, system executions are typically represented

by (timed) ω-words over an alphabet Σ = 2AP, where AP is a finite set of proposition

symbols. This representation, however, is only feasible to represent infinite behaviors

of finite state systems or infinite behaviors of infinite state systems with a finite set of

observable propositions only. In fact, ω-words and timed ω-words over a finite alpha-

bet are a special case of our general execution model, too.

Proposition 2.3.8. Let S = (C,R, a) be a signature with a(r) = 0, for all r ∈ R. Each

temporal structure over S can equivalently be expressed as an ω-word over Σ = 2R.

The validity of Proposition 2.3.8 can be seen as follows: if all relation symbols of a

signature are nullary, the signature merely specifies a finite set of proposition symbols.

Each finite set of proposition symbols R can also be expressed by an alphabet Σ = 2R.

At each time point i, a temporal structure D = (D0, D1, . . . ) over S associates a truth

value with each of its nullary predicate symbols. Specifically, a propositional symbol

r ∈ R is interpreted as true at the time point i if the relation rDi contains the empty

tuple ǫ. If rDi is empty, the proposition symbol is interpreted as false. Equivalently, a

timed ω-word w = w0w1 · · · contains a symbol wi ∈ Σ, where wi specifies the set of

those proposition symbols r ∈ R that are true at i. The choice of wi thus provides an

encoding for which of the proposition symbols in R are to be interpreted as true at i.

Similarly, a timed ω-word is a timed temporal first-order structure over a signature

with nullary relational symbols only.

Proposition 2.3.9. Let S = (C,R, a) be a signature with a(r) = 0, for all r ∈ R. Each timed

temporal structure over S can equivalently be expressed as a timed ω-word over Σ = 2R.
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Note that in the automated verification community, timed ω-words are often de-

fined with time stamps from a real-numbered time domain. Because timed temporal

structures are defined with natural-numbered time stamps, only timed ω-words de-

fined with natural-numbered time stamps are a special case of our execution model. It

is easy to see, however, that timed ω-words with time stamps from a time domain other

than the natural numbers are special cases of timed temporal first-order structures with

the appropriate time semantics.

2.4 Property Specification

In the previous section, we presented several ways to represent executions of reactive

systems. In this section, we first explain how policies and properties can be understood

as sets of system executions. In the subsequent sections, we then review a range of

different formalisms to specify such properties. Our main focus lies on temporal logic.

In particular, we present metric first-order temporal logic, an expressive formalism to

specify complex properties of timed temporal structures. We also briefly sketch some

alternatives to temporal logics to specify system properties.

2.4.1 Policies and Properties

For the purpose of this section, executions of reactive systems are represented by infi-

nite sequences of states or events. The concrete representation of the elements in these

sequences is not important. For example, an execution of the system TPS could be rep-

resented as a timed temporal structure over the signature STPS (see Example 2.3.2). Let

S denote the set of all states or events. We write S∗ and Sω to denote the sets of all possi-

ble finite and infinite executions, respectively. For a reactive system T , the set ΣT ⊆ Sω

denotes the executions corresponding to T .

We now define the notions of a policy and a property. In particular, we recall the

formal characterizations of safety and liveness properties and highlight some impor-

tant results. See [Lam77, AS85, Sch00] for more details.

Policy

In computer security, verification, or requirements engineering, a specification of the

forbidden, permitted, or required system behavior is often called a policy. Semantically,

a policy Π ⊆ Sω then is simply the set of all system executions that are forbidden,

permitted, or required. It is formally specified by defining a predicate P on sets of

executions. A system T then is said to satisfy a policy Π if and only if P (ΣT ) = true, or

equivalently, if and only if ΣT ⊆ Π.

Two example applications for security policies in the above sense are access control

and information flow. In access control, a policy typically constrains the set of opera-
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tions that subjects may perform on objects. In information flow, a policy restricts how

much information a principal may learn about system objects from observing system

executions.

The above definition of a policy is very general. While this generality allows for

capturing most typical requirements, it also rules out the possibility to verify whether

or not a system satisfies an arbitrary policy by observing individual executions only.

To enable verification based on single executions, a policy must be a property.

Property

A property is a special kind of policy. Specifically, a property is a set of system execu-

tions that allows for determining set membership by looking at each execution alone.

Definition 2.4.1. Let P be a predicate on sets of executions. The policy Π defined by P is called

a property if there is a predicate P̂ on individual executions such that P̂ (σ) = true, for all

σ ∈ Π.

For a given predicate P̂ defined on individual executions, we say that P̂ induces or

defines the property Π. We say that an execution σ ∈ Sω satisfies the property Π if σ ∈ Π.

While access control policies are properties, information flow policies are not. The

reason is that the former can be decided by observing single system executions, whereas

the latter may depend on the set of all possible system executions.

Two main types of properties can be distinguished [Lam77, AS85]: safety properties

and liveness properties.

Safety Properties. Intuitively, a safety property stipulates that “nothing bad hap-

pens” at any time point during an execution. In other words, for a property Π to be

a safety property it must be the case that if Π is not satisfied by some execution, there

must be a specific time point when the “bad thing” happens.

Before giving a formal definition of safety properties, we introduce the concept of

good and bad prefixes [KV01].

Definition 2.4.2. Let Π ⊆ Sω be a property. A finite sequence σ̄ ∈ S∗ is called

• a bad prefix for Π if we have that σ̄σ 6∈ Π for all σ ∈ Sω, or

• a good prefix for Π if we have that σ̄σ ∈ Π for all σ ∈ Sω.

Observe that every finite extension of a bad or good prefix is again a bad or good

prefix, respectively. A bad or good prefix σ̄ for a property Π is minimal if there is no

proper prefix of σ̄ that is also a bad or good prefix for Π, respectively.

With this, we can now formally define safety properties as follows.

Definition 2.4.3. A property Π ⊆ Sω is called a safety property if for all σ 6∈ Π there is a

finite sequence σ̄ ∈ S∗ which is a bad prefix for Π.
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In other words, a property Π is a safety property if and only if it can be characterized

by the set of finite prefixes of all executions excluded from Π. Obviously, every finitary

property Π ⊆ S∗ is a safety property.

A classical example of a safety property is mutual exclusion, i.e., the requirement

that “two processes must not enter some critical section at the same time”. Each ex-

ecution that does not satisfy this property, i.e., each execution of a system where at

some point in time two processes execute in some critical section simultaneously, has a

bad prefix. In this example, the bad prefix is the finite sequence up to the point where

the two processes entered the critical section. Note that this requirement actually ex-

presses an invariant property. Invariant properties are a subclass of safety properties,

whose occurrence can be checked by looking at a single execution step (e.g., a single

state). Observe that many access control policies represent invariant properties, too. As

an example of a safety property that is not an invariant property, consider the follow-

ing history-based access control policy: “money can only be withdrawn once a correct

PIN has been provided”. Here, observing only the most recent step in a finite execu-

tion sequence does not suffice to detect an occurrence of this property. Also previous

execution steps must be considered instead.

Liveness Properties. Intuitively, a liveness property stipulates that “something good”

eventually happens during an execution [Lam77, AS85]. In other words, a liveness

property asserts that no finite execution is irremediable in that the required “good

thing” may always still occur later in the future.

More formally, liveness properties are characterized as follows.

Definition 2.4.4. A property Π is a liveness property if and only if for all finite sequences

σ ∈ S∗ there is a sequence τ ∈ Sω such that στ ∈ Π.

A classical example of a liveness property is starvation freedom, i.e., the require-

ment that “a process makes progress infinitely often”. In contrast to safety properties,

finite executions are never irremediable as the “good thing” defined by some liveness

property (e.g., make progress infinitely often) might still occur in the future.

Other Properties. Many properties are neither safety nor liveness properties. For ex-

ample, the property “eventually an event of type T2 will happen and all preceding

events are of type T1” is an intersection of a liveness property and a safety property.

In fact, it can be shown that every property is an intersection of a safety and a live-

ness property [AS85]. In this sense, safety and liveness properties provide an essential

characterization of all properties.

While liveness properties have no bad prefixes (by definition), observe that some

liveness properties have good prefixes though. These are called co-safety properties.
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Definition 2.4.5. A property Π ⊆ Sω is called a co-safety property if for all σ ∈ Π there is a

finite sequence σ̄ ∈ S∗ which is a good prefix for Π.

For example, the property “eventually the system makes progress” is a co-safety

property. While violations of this property cannot be observed in finite time, any ex-

ecution that satisfies this property does so in finite time. Note that not all co-safety

properties are liveness properties [BJ08].

2.4.2 Propositional Temporal Logics

Propositional temporal logics are a convenient and well understood means for speci-

fying properties of reactive systems in a declarative way. Its most prominent represen-

tative, propositional linear temporal logic, was first introduced by Prior [Pri67] in the

context of language theory. Pnueli then pioneered its application to the specification of

reactive systems and their properties [Pnu77].

In this section, we present an overview of several flavors of propositional temporal

logic. More specifically, we first review linear temporal logic, which is interpreted

over infinite words. We then present metric temporal logic and timed propositional

temporal logic, which are both interpreted over timed ω-words.

Linear Temporal Logic

Propositional linear temporal logic (LTL) is a popular tool for the specification of finite

state reactive systems. We now present linear temporal logic.

Syntax. Let AP be a finite set of atomic propositions. The syntax of LTL formulae is

inductively defined as follows.

Definition 2.4.6. Each p ∈ AP is an LTL formula. If φ and ψ are LTL formulae, then (¬φ),

(φ ∧ ψ), ( φ), (#φ), (φ S ψ), and (φ U ψ) are LTL formulae.

The temporal operators (previous) and S (since) are called past operators, whereas

the temporal operators # (next) and U (until) are called future operators.

Semantics. The semantics of LTL is defined over ω-words over the alphabet Σ = 2AP.

Definition 2.4.7. Let w = w0w1 . . . be an infinite word over the alphabet Σ = 2AP, i ∈ N, and
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φ an LTL formula. The relation (w, i) |=LTL φ is inductively defined as follows:

(w, i) |=LTL p iff p ∈ wi

(w, i) |=LTL (¬φ) iff (w, i) 6|=LTL φ

(w, i) |=LTL (φ1 ∧ φ2) iff (w, i) |=LTL φ1 and (w, i) |=LTL φ2

(w, i) |=LTL ( φ1) iff i > 0 and (w, i− 1) |=LTL φ1

(w, i) |=LTL (#φ1) iff (w, i+ 1) |=LTL φ1

(w, i) |=LTL (φ1 S φ2) iff for some j ≤ i, (w, j) |=LTL φ2,

and (w, k) |=LTL φ1, for all k ∈ [j + 1, i+ 1)

(w, i) |=LTL (φ1 U φ2) iff for some j ≥ i, (w, j) |=LTL φ2,

and (w, k) |=LTL φ1, for all k ∈ [i, j)

Notation and Terminology. It is standard to define additional connectives as syntac-

tic sugar, e.g., (φ ∨ ψ) := (¬((¬φ) ∧ (¬ψ))) (disjunction) and (φ → ψ) := ((¬φ) ∨ ψ)

(implication). In addition, it is convenient to define the temporal operators (♦φ) :=

(true U φ) (eventually), (�φ) := (¬(♦(¬φ))) (always), (�φ) := (true S φ) (once), and

(�φ) := (¬(�(¬φ))) (always in the past), where true abbreviates (p ∨ (¬p)), for some

p ∈ AP.

To simplify the presentation, standard conventions concerning the binding strength

of operators are used to omit parentheses. For example, ¬ binds stronger than ∧, which

binds stronger than ∨. Moreover, temporal operators bind weaker than Boolean con-

nectives.

We denote as past-only LTL or future-only LTL the fragments of LTL, where besides

the Boolean connectives only the past or the future temporal operators, respectively,

are used to construct formulae. We shall also use the same convention to refer to past-

only and future-only fragments of all other temporal logics discussed throughout this

dissertation. We remark that in the literature the abbreviation LTL is normally used to

refer to the future-only fragment, whereas the acronym LTL+PAST is used to refer to

the full fragment.

Example 2.4.8. Let AP = {p, q} be a set of propositions. The property “it is always the case

that every p is eventually followed by a q” can be expressed by the LTL formula

� p→ (♦ q).

Note that this formula defines a liveness property. This can be seen as follows: Let w̄ ∈ Σ∗ be

a finite word over Σ. Independent on whether p occurs in w̄ ∈ Σ∗, we can extend w̄ with an

ω-word w = w0w1 . . . over Σ, with q ∈ wj for all j ≥ 0, such that (w̄w, 0) |=LTL � p→ (♦ q).

Metric Temporal Logic

Metric temporal logic (MTL) is an extension of linear temporal logic with the capa-

bility of expressing quantitative timing constraints as required for the specification of
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real-time systems [Koy90, AH92]. Specifically, MTL extends LTL with metric temporal

operators that constrain the temporal operators by intervals over the natural numbers.

Syntax. We now formally define the syntax of MTL. Let AP be a finite set of proposi-

tions and let I be the set of nonempty intervals over N.

Definition 2.4.9. Each p ∈ AP is an MTL formula. For I ∈ I, if φ and ψ are MTL formulae,

then (¬φ), (φ ∧ ψ), ( I φ), (#I φ), (φ SI ψ), and (φ UI ψ) are MTL formulae.

Semantics. We define the semantics of MTL with respect to timed ω-words over the

alphabet Σ = 2AP. Note that we use timed ω-words with a fictitious clock semantics in

our presentation. Other semantics are possible too. See Section 2.1.3 for details.

Definition 2.4.10. Let (w, t) with w = w0w1 . . . and τ = (t0, t1, . . . ) be an infinite timed

word over the alphabet Σ = 2AP, φ an MTL formula, and i ∈ N. The relation (w, t, i) |=MTL φ

is defined as follows:

(w, t, i) |=MTL p iff p ∈ σi

(w, t, i) |=MTL (¬φ) iff (w, t, i) 6|=MTL φ

(w, t, i) |=MTL (φ1 ∧ φ2) iff (w, t, i) |=MTL φ1 and (w, t, i) |=MTL φ2

(w, t, i) |=MTL ( I φ1) iff i > 0, τi − τi−1 ∈ I, and (w, t, i− 1) |=MTL φ1

(w, t, i) |=MTL (#I φ1) iff τi+1 − τi ∈ I and (w, t, i+ 1) |=MTL φ1

(w, t, i) |=MTL (φ1 SI φ2) iff for some j ≤ i, τi − τj ∈ I, (w, t, j) |=MTL φ2,

and (w, t, k) |=MTL φ1, for all k ∈ [j + 1, i+ 1)

(w, t, i) |=MTL (φ1 UI φ2) iff for some j ≥ i, τj − τi ∈ I, (w, t, j) |=MTL φ2,

and (w, t, k) |=MTL φ1, for all k ∈ [i, j)

Notation and Terminology. Analogous to the case of LTL, additional Boolean and

temporal connectives are defined as syntactic sugar in the standard way. Moreover,

additional metric operators are defined as follows: (♦I φ) := (true UI φ), (�I φ) :=

(¬(♦I(¬φ))), (�I φ) := (true SI φ), and (�I φ) := (¬(�I(¬φ))), where true again ab-

breviates (p ∨ (¬p)). Also the non-metric variants of the temporal operators are easily

defined, e.g., (� θ) := (�[0,∞) θ). Again, standard conventions concerning the binding

strength of operators can be used to omit parentheses.

Example 2.4.11. Let AP = {p, q} be a set of propositions. The property “it is always the case

that every p is followed by a q within at most 5 time steps” can be expressed by the MTL formula

� p→ (♦[0,6) q).

Properties defined by formulae of this kind are called time-bounded liveness properties. Note

that, in contrast to the formula of Example 2.4.8, they define safety properties.
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Timed Propositional Temporal Logic

In contrast to MTL, where metric temporal operators are used to express quantitative

timing constraints, timed propositional temporal logic (TPTL) uses freeze quantification

to achieve the same goal. Because freeze quantification is essentially a restricted form

of first-order quantification for time variables, TPTL is sometimes also called a half-

order logic [AH92, AH94].

Syntax. We now formally define the syntax of TPTL. Let AP be a finite set of proposi-

tions and X be a finite set of clock variables.

Definition 2.4.12. Each p ∈ AP is a TPTL formula. If x ∈ X, c ∈ N, then c and x + c are

timing expressions. If π1 and π2 are timing expressions, then (π1 ≈ π2) and (π1 ≺ π2) are

TPTL formulae. If x ∈ X and φ is a TPTL formula, then (x.φ), (¬φ), ( φ), and (#φ) are TPTL

formulae. If φ1 and φ2 are TPTL formulae, then (φ1 ∧ φ2), (φ1 S φ2), and (φ1 U φ2) are TPTL

formulae.

Semantics. The semantics of TPTL formulae is defined with respect to timed ω-words

over the alphabet Σ = 2AP. Again, we use a fictitious clock semantics. Let α : X → N

be a clock valuation. For x ∈ X and c ∈ N, we have α(x + c) = α(x) + c and α(c) = c.

Moreover, α[x/c] is the clock valuation that maps value c to the clock variable x and

leaves the other variables unaltered.

Definition 2.4.13. Let (w, t) with w = w0w1 . . . and t = (t0, t, . . . ) be a timed word over

the alphabet Σ = 2AP, φ a TPTL formula, α a clock valuation, and i ∈ N. The relation

(w, t, α, i) |=TPTL φ is inductively defined as follows:

(w, t, α, i) |=TPTL p iff p ∈ σi

(w, t, α, i) |=TPTL π1 ≈ π2 iff α(π1) = α(π2)

(w, t, α, i) |=TPTL π1 ≺ π2 iff α(π1) < α(π2)

(w, t, α, i) |=TPTL x.φ iff (w, t, α[x/ti], i) |=TPTL φ

(w, t, α, i) |=TPTL (¬φ) iff (w, t, α, i) 6|=TPTL φ

(w, t, α, i) |=TPTL (φ1 ∧ φ2) iff (w, t, α, i) |=TPTL φ1 and (w, t, α, i) |=TPTL φ2

(w, t, α, i) |=TPTL ( φ1) iff i > 0 and (w, t, α, i− 1) |=TPTL φ1

(w, t, α, i) |=TPTL (#φ1) iff (w, t, α, i+ 1) |=TPTL φ1

(w, t, α, i) |=TPTL (φ1 S φ2) iff for some j ≤ i, (w, t, α, j) |=TPTL φ2,

and (w, t, α, k) |=TPTL φ1, for all k ∈ [j + 1, i+ 1)

(w, t, α, i) |=TPTL (φ1 U φ2) iff for some j ≥ i, (w, t, α, j) |=TPTL φ2,

and (w, t, α, k) |=TPTL φ1, for all k ∈ [i, j)

Notation and Terminology. Analogous to the previous logics, the usual syntactic

sugar and operator precedence rules can be defined.
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Example 2.4.14. Let AP = {p, q} be a set of propositions. As an alternative to the formula

of Example 2.4.11, the property “it is always the case that every p is followed by a q within at

most 5 time steps” can also be expressed by the TPTL formula

� t1.(p→ (♦ t2.(q ∧ t2 ≤ t1 + 5))).

Note that the freeze quantified variables t1 and t2 are bound to the time stamps of the time points

at which the enclosed subformula is satisfied.

Remark 2.4.15 (Running example). Regarding the suitability of using LTL, MTL, or TPTL

to formalize the example property of the running example, we make the following observations:

• Because there is no a priori bound on the number of transactions, customers, and reports

processed by the TPS over time, they cannot be adequately represented using a finite

set of propositions. Moreover, even if such a (large) bound existed, the propositional

formula would have to deal with a large number of case distinctions, resulting in long,

unintelligible, and error-prone property specification.

• While the need to express quantitative time constraints rules out LTL, the temporal oper-

ators of MTL and TPTL offer enough expressiveness to capture such time constraints.

• A last comment concerns the ability to refer to both past and future time points. Because it

is not evident whether or how our example property could be specified with only temporal

past or future operators, it is justified to require a logical fragment that supports both

types of temporal operators.

In the next section, we present a (first-order) temporal logic that is expressive enough to con-

cisely formalize our example property.

2.4.3 Metric First-order Temporal Logic

We now introduce metric first-order temporal logic (MFOTL) [Cho95], which extends

propositional metric temporal logic [Koy90, AH92] by providing predicates and quan-

tification over an infinite domain of individuals.

While propositional temporal logics are often used in the verification community,

first-order temporal logics are mainly studied in the context of a temporal database

context. In this dissertation, we use metric first-order temporal logic for specifying

properties of timed temporal structures. We later present a runtime monitoring ap-

proach for properties formulated within a safety fragment of MFOTL.

Syntax. Let S = (C,R, a) be a signature and V denote a countably infinite set of vari-

ables, where we assume V ∩ R = ∅ and V ∩ C = ∅.

Definition 2.4.16. The (MFOTL) formulae over S are inductively defined: (i) For t, t′ ∈ V∪C,

(t ≈ t′) and (t ≺ t′) are formulae. (ii) For r ∈ R and t1, . . . , ta(r) ∈ V ∪ C, r(t1, . . . , ta(r))

is a formula. (iii) For x ∈ V, if φ1 and φ2 are formulae then (¬φ1), (φ1 ∧ φ2), and (∃x. φ1)
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are formulae. (iv) For I ∈ I, if φ1 and φ2 are formulae then ( I φ1), (#I φ1), (φ1 SI φ2), and

(φ1 UI φ2) are formulae.

Semantics. The semantics of MFOTL is defined with respect to timed temporal struc-

tures. A valuation is a mapping v : V→ |D|. We abuse notation by applying a valuation

v also to constant symbols c ∈ C, with v(c) = cD. For a valuation v, a variable vector

x̄ = (x1, . . . , xn), and d̄ = (d1, . . . , dn) ∈ |D|n, v[x̄/d̄] is the valuation that maps xi to di,

for i such that 1 ≤ i ≤ n, and the valuation of the other variables is unaltered.

Definition 2.4.17. Let (D, τ) be a timed temporal structure over S, with D = (D0, D1, . . . )

and τ = (τ0, τ1, . . . ), φ an MFOTL formula over S, v a valuation, and i ∈ N. We define the

relation (D, τ, v, i) |=MFOTL φ as follows:

(D, τ, v, i) |=MFOTL t ≈ t′ iff v(t) = v(t′)

(D, τ, v, i) |=MFOTL t ≺ t′ iff v(t) < v(t′)

(D, τ, v, i) |=MFOTL r(t1, . . . , ta(r)) iff (v(t1), . . . , v(ta(r))) ∈ r
Di

(D, τ, v, i) |=MFOTL (¬φ1) iff (D, τ, v, i) 6|=MFOTL φ1

(D, τ, v, i) |=MFOTL (φ1 ∧ φ2) iff (D, τ, v, i) |=MFOTL φ1 and (D, τ, v, i) |=MFOTL φ2

(D, τ, v, i) |=MFOTL (∃x. φ1) iff (D, τ, v[x/d], i) |=MFOTL φ1, for some d ∈ |D|

(D, τ, v, i) |=MFOTL ( I φ1) iff i > 0, τi − τi−1 ∈ I, and (D, τ, v, i− 1) |=MFOTL φ1

(D, τ, v, i) |=MFOTL (#I φ1) iff τi+1 − τi ∈ I and (D, τ, v, i+ 1) |=MFOTL φ1

(D, τ, v, i) |=MFOTL (φ1 SI φ2) iff for some j ≤ i, τi − τj ∈ I, (D, τ, v, j) |=MFOTL φ2,

and (D, τ, v, k) |=MFOTL φ1, for all k ∈ [j + 1, i+ 1)

(D, τ, v, i) |=MFOTL (φ1 UI φ2) iff for some j ≥ i, τj − τi ∈ I, (D, τ, v, j) |=MFOTL φ2,

and (D, τ, v, k) |=MFOTL φ1, for all k ∈ [i, j)

Note that the temporal operators are augmented with lower and upper bounds.

A temporal formula is only satisfied at some time point i if it is satisfied within the

bounds given by the temporal operator, which are relative to the current time stamp τi.

Notation and Terminology. As syntactic sugar, the standard Boolean connectives

and temporal operators are defined as for LTL and MTL. For convenience, we recall

them here again: For example, we define (θ1∨θ2) := (¬((¬θ1)∧(¬θ2))) and (θ1 → θ2) :=

((¬θ1) ∨ θ2). Moreover, we define the universal quantifier (∀x. θ) := (¬(∃x.¬θ) and the

temporal operators (�I θ) := (true SI θ), (�I θ) := (¬(�I(¬θ))), (♦I θ) := (true UI θ), and

(�I θ) := (¬(♦I(¬θ))), where I ∈ I and true abbreviates (∃x. x ≈ x). The non-metric

variants of the temporal operators are easily defined, e.g., (� θ) := (�[0,∞) θ). We use

standard conventions concerning the binding strength of operators to omit parenthe-

ses. Recall that ¬ binds stronger than ∧, which binds stronger than ∨, which in turn

binds stronger than ∃. Moreover, temporal operators bind weaker than Boolean con-

nectives and quantifiers.
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Let x̄ = (x1, . . . , xn), where xi ∈ V and 1 ≤ i ≤ n, be a variable vector and let φ be

a formula. We often write ∀x̄.φ or ∀x1, . . . , xn.φ instead of ∀x1. . . . .∀xn.φ. Moreover, for

a predicate T with a(T ) = n, we define ∀x1, . . . , xn : T.φ := ∀x̄.T (x1, . . . , xn) → φ and

∃x1, . . . , xn : T.φ := ∃x̄.T (x1, . . . , xn) ∧ φ (relativized quantification). For two vectors

t̄ = (t1, . . . , tn) and t̄′ = (t1, . . . , tk) with ti, tj ∈ V ∪ C and 1 ≤ i ≤ n and 1 ≤ j ≤ k, we

define t̄ ≈ t̄′ := t1 ≈ t′1 ∧ . . . ∧ tn ≈ tk.

We call formulae of the form t ≈ t′, t ≺ t′, and r(t1, . . . , ta(r)) atomic, and formulae

with no temporal operators first-order. The outermost connective occurring in a for-

mula θ is called the main connective of θ. A formula that has a temporal operator as its

main connective is a temporal formula. An MFOTL formula θ is bounded if the interval I

of every temporal operator UI occurring in θ is finite. A formula with free variables is

called open, whereas a formula without free variables is called closed or a sentence.

MFOTL denotes the set of MFOTL formulae and FOL the set of first-order formu-

lae. Moreover, the set FOTL denotes the non-metric fragment of first-order temporal

logic (FOTL), i.e., the MFOTL fragment that only uses non-metric temporal operators.

Because the non-metric temporal operators are independent of the time stamps, the

semantics of FOTL is normally defined with respect to temporal structures [Cho95].

Definition 2.4.18. For θ ∈ MFOTL, we define its immediate temporal subformulae tsub(θ) as

tsub(θ) :=







tsub(α) if θ = ¬α or θ = ∃x.α,

tsub(α) ∪ tsub(β) if θ = α ∧ β,

{θ} if θ is a temporal formula,

∅ otherwise.

For example, for θ := ( α) ∧ ((# β) S[1,9) γ), we have that tsub(θ)={ α,(# β) S[1,9) γ}.

Note that the truth value of a closed formula does not depend on the valuation. If a

formula θ ∈ MFOTL is closed, we thus simply write (D, τ, i) |=MFOTL θ. The set of models

L(θ) of a closed MFOTL formula θ is defined as

L(θ) :=
{
(D, τ)

∣
∣ (D, τ, 0) |=MFOTL θ

}
.

In other words, the set of models L(θ) thus represents the property induced by θ.

An open formula can also be seen as a query. For θ ∈ MFOTL with the free variables

given by the vector x̄ = (x1, . . . , xn), we define the set of satisfying assignments at time

instance i as

θ(D,τ,i) :=
{
d̄ ∈ |D|n

∣
∣ (D, τ, v[x̄/d̄], i) |=MFOTL θ, for some valuation v

}
.

If the formula θ is in FOL, we write (Di, v) |=FOL θ instead of (D, τ, v, i) |=MFOTL θ and θDi

for θ(D,τ,i). Note that (Di, v) |=FOL θ agrees with the standard definition of satisfaction

in first-order logic. For the rest of this dissertation and when clear from the context, we

will simply write |= instead of |=MFOTL, etc.
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Example 2.4.19. Let S = (C,R, a) be a signature with R = {open, close} and a(open) = 1

and a(open) = 1. The property “it is always the case that every element a satisfying predicate

open eventually satisfies predicate close” can be expressed by the FOTL formula

�∀x.open(x)→ (♦ close(x)).

With the ability of MFOTL to quantify over variables ranging over an infinite domain

and the availability of metric temporal past and future operators, we can now also

naturally express our example property from Section 1.3.

Example 2.4.20 (Running example). Let STPS = (C,R, a) be the signature of the TPS, where

R = {trans , report} and a(trans) = a(report) = 2. The example property from Section 1.3

can be expressed by the MFOTL formula

�∀t.∀c.trans(t, c) ∧
(
�[0,31) ∃t

′.trans(t′, c) ∧ (♦[0,3) report(t
′, c))

)
→ (♦[0,3) report(t, c)).

2.4.4 Two-sorted First-order Logic

Two-sorted first-order logic (2-FOL), also known as temporal relational calculus, is

an expressive alternative to temporal logics for the specification of temporal proper-

ties [Tom03]. Instead of dedicated temporal operators, 2-FOL equips its predicate sym-

bols with the capability to explicitly reference time points.

Syntax. The syntax of 2-FOL is defined as follows. Let S = (C,R, a) be a signature.

Let V denote a countably infinite set of (data) variables and T be a countably infinite

set of temporal variables, disjunct from V, where we assume (V ∪ T) ∩ R = ∅ and

(V ∪ T) ∩ C = ∅.

Definition 2.4.21. The 2-FOL formulae over S are inductively defined: (i) For t, t′ ∈ T ∪ C,

(t ≺ t′) is a 2-FOL formula. (ii) For x, x′ ∈ V ∪ C, (x ≈ x′) is a 2-FOL formula. (iii) For

r ∈ R, x1, . . . , xa(r)−1 ∈ V∪C, and t ∈ T∪C, r(t, x1, . . . , xa(r)−1) is a 2-FOL formula. (iv) For

x ∈ V, if φ1 and φ2 are 2-FOL formulae then (¬φ1), (φ1∧φ2), and (∃x. φ1) are 2-FOL formulae.

(v) For t ∈ T, if φ1 is a 2-FOL formula, then (∃t. φ1) is a 2-FOL formula.

Semantics. We now give the semantics of 2-FOL with respect to temporal structures.

Note that because the first position in each predicate symbol is used for explicitly re-

ferring time points, the semantics is given with respect to a temporal structure with an

adapted signature. As an alternative, the semantics of 2-FOL can also be given with

respect to first-order structures with temporal relations over the same signature such

as abstract timestamp temporal databases (see Section 2.3.3).
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Definition 2.4.22. Let D = (D0, D1, . . . ) be a temporal structure over S = (C,R, a) , φ a

2-FOL formula over S ′ = (C′,R′, a′) with C = C′, R = R′, and a(r) = a′(r)− 1 for each r ∈ R,

and v a valuation. We define the relation (D, v) |=2-FOL θ as follows:

(D, v) |=2-FOL t ≺ t′ iff v(t) < v(t′)

(D, v) |=2-FOL x ≈ x′ iff v(x) = v(x′)

(D, v) |=2-FOL r(t, x1, . . . , xa(r)−1) iff (v(x1), . . . , v(xa(r)−1)) ∈ r
Dv(t)

(D, v) |=2-FOL (¬φ1) iff (D, v) 6|=2-FOL φ1

(D, v) |=2-FOL (φ1 ∧ φ2) iff (D, v) |=2-FOL φ1 and (D, v) |=2-FOL φ2

(D, v) |=2-FOL (∃x. φ1) iff (D, v[x/d]) |=2-FOL φ1, for some d ∈ |D|

(D, v) |=2-FOL (∃t. φ1) iff (D, v[t/s]) |=2-FOL φ1, for some s ∈ N

Notation and Terminology. Syntactic sugar and operator precedence rules can be

defined in the standard way. For example, we can define (t � t′) := (t ≺ t′ ∨ t ≈ t′).

Let us now also consider how some example properties can be specified in 2-FOL.

Example 2.4.23. Let S = (C,R, a) with R = {open, close} and a(open) = 2 and a(close) =

2. As an alternative to the FOTL formula of Example 2.4.19, the property “it is always the case

that every element a satisfying predicate open eventually satisfies predicate close” can also be

expressed by the following 2-FOL formula over S:

∀i.∀x.open(i, x)→ (∃j.i � j ∧ close(j , x )).

While the above is only an example for how an MFOTL formula can be equiva-

lently expressed in 2-FOL, note that all non-metric temporal operators of FOTL are de-

finable by first-order formulae over a discrete and linearly ordered (time) domain. It

is thus not difficult to see that all FOTL formulae can be equivalently expressed in 2-

FOL [CT05]. As also the metric temporal operators of MFOTL are first-order definable,

for each MFOTL formula there is an equivalent first-order formula, too. To represent

MFOTL formulae, however, three-sorted first-order logic (3-FOL) is required. 3-FOL

canonically extends 2-FOL but uses an additional sort for representing the time stamps.

For example, for a given predicate p(x), the MFOTL formula ♦[c,d) p(x) can be expressed

by the equivalent 3-FOL formula ∃i.∃t.0 � i ∧ (τ0 + c � t) ∧ (t ≺ τ0 + d) ∧ p(i, t, x).

Observe that each temporal relation now has two dedicated attributes, one storing the

time point i and the other storing the time stamp τ (both ranging over the natural

numbers).

As a result, the property of our running example can also be expressed using the

following 3-FOL formula.

Example 2.4.24 (Running example). Let S ′
TPS = (C,R, a) be a (modified) signature for TPS,

where R = {trans, report} and a(trans) = a(report) = 4. We can then express our example
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property as follows:

∀i.∀τ1.∀t.∀c.trans(i, τ1, t, c) ∧
(
∃j.∃τ2. j � i ∧ τ1−τ2 ∈ [0, 31) ∧ ∃t′. trans(j, τ2, t

′, c)∧

∃k.∃τ3. j � k ∧ τ3−τ1 ∈ [0, 3) ∧ report(k, τ3, t
′, c)

)

→ ∃l.∃τ4. i � l ∧ τ4−τ1 ∈ [0, 3) ∧ report(l, τ4, t, c),

where we write τ ′−τ ∈ [c, d) for (τ + c) � τ ′ ∧ (τ ′ ≺ τ + d).

2.4.5 Non-logical Specification Languages

Apart from specification languages based on logic such as those presented above, there

are also other types of specification languages suitable for the specification of temporal

properties. In this section, we give a brief overview of some of them.

Automata

With properties being sets of finite and infinite sequences of elements (e.g., sets of

words over some alphabet), automata are an alternative to logics for the specification

of properties. In particular, if the set of possible system executions is definable over a

finite alphabet, a property directly corresponds to the (ω-)regular language recognized

by some finite state automaton. A (ω-)word, then, is an element of the property if and

only if it is accepted by the respective automaton. For example, in the case of finite

words, each regular language is recognized by some DFA. Similarly, for the case of

infinite sequences, each ω-regular language is recognized by some Büchi automaton.

Moreover, considering timed ω-words as the execution model, each timed ω-regular

language is recognized by some timed automaton over the same alphabet.

An automata-based property specification approach that goes beyond finite state

automata is offered by the theory of security automata [AS87, Sch00]. Security automata

are a special class of Büchi automata that can handle infinite sets of states and input

symbols. Instead of the classical Büchi acceptance condition, security automata use

their own notion of acceptance. This allows for accepting both finite and infinite se-

quences of symbols and makes security automata recognize safety properties.

A general drawback of automata-based property specification is the following: If

the set of automaton states is large or the transition function is complex, the speci-

fication of an automaton can be complex or even impractical. For these situations,

[Sch00] proposes to encode the current state of a security automaton in multiple vari-

ables and to describe the transition function for the security automaton by guarded

commands. Other authors proposed to use algebraic specification languages for the

same purpose [BOS07]. Another alternative in the context of finite state automata is

offered by regular expressions, which we describe next.
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Regular Expressions

A further formalism for specifying properties of finite state systems, especially popular

among programmers for its simplicity, is provided by regular expressions. Directly

related to automata theory, regular expressions are built from a finite alphabet Σ and

the operations union, concatenation, and Kleene star as follows: Every a ∈ Σ, the

empty word ǫ, or the empty set ∅ is a regular expression. If E1 and E2 are regular

expressions, then (E1 ∪ E2), (E1 ◦ E2), and (E∗
1) are also regular expressions. Any

regular expression E induces a property by the language L(E) that it describes. In fact,

a language is regular if and only if some regular expression describes it [Sip96]. For

example, for a given alphabet Σ = {a, b}, the regular expression a∗b defines the regular

language L(a∗b) = {ab, aab, aaab, aaaab, . . . } that contains all strings described by it.

Several extensions of regular expressions, resulting in either more compact repre-

sentations or increased expressiveness, have been proposed. For example, extended

regular expressions (i.e., regular expressions enriched with complementation), while

equally expressive, can yield non-elementarily more compact expressions [SM73]. Fur-

thermore, timed regular and timed ω-regular expressions, i.e., regular expressions with

the ability to express quantitative timing constraints, express exactly timed ω-regular

languages, thus being equivalent to timed automata in their expressive power [ACM02].

Regular expressions are often used to describe patterns of characters in text files.

However, by interpreting the the symbols in Σ as observable events or states of some

finite state system, regular expressions can be used to state arbitrary regular prop-

erties of such a systems. Moreover, being equivalent in descriptive power to finite

state automata, specifying properties with regular expressions is often simpler than by

defining a finite state automaton that recognizes the same language.

Process Algebras

Process algebras such as Communicating Sequential Processes (CSP) [Hoa85] or the

Calculus of Communicating Systems [Mil82] are another class of popular formalisms

for specifying properties of distributed and reactive systems. In a process algebra, a

system is conceived as a set of concurrently executing processes. A process is built from

other processes and symbols from some alphabet. Processes can be composed (sequen-

tially, non-deterministically, recursively, or in parallel) and synchronized according to

a set of algebraic operations. Let us consider a simple example using CSP notation

(see [Ros97]). Let Σ = {a, b, c} be an event alphabet. The process P = a → c → STOP

denotes the sequential composition of the events a and c. In other words, P first en-

gages in the event a, then it engages in the event c, and stops execution afterwards.

Similarly, the process Q = b → c → STOP denotes the sequential composition of the

events b and c. The process R = P ||Q then denotes the parallel composition of P

and Q that behaves as the interleaving of P and Q and synchronizes them on event c.
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The process R thus admits two traces over Σ, namely, bac and abc. In other words, the

process R induces the property L(R) = {bac, abc}.

The process algebras mentioned above have been extended along many dimen-

sions. While a detailed discussion is out of scope, we refer to [Bae05] for a general

overview, to [MPW92a, MPW92b] for an introduction to the π-Calculus, to [Bae01] for

timed process algebras in general, and to [RR88, SDJ+92] for Timed CSP in particular.

2.4.6 Discussion

Having presented a set of alternative formalisms for the specification of temporal prop-

erty, we now briefly assess their relative strengths and weaknesses.

Let us first consider the presented logics-based means of specification. To start

with, it is instructive to observe that LTL, MTL, and FOTL are essentially fragments of

MFOTL. In particular, FOTL represents the MFOTL fragment with non-metric temporal

operators only, whereas MTL represents the MFOTL fragment induced by propositional

signatures, i.e., those signatures S = (C,R, a) , where a(r) = 0 for all r ∈ R. Last and

least expressive, LTL represents the MFOTL fragment induced by propositional signa-

tures that only provides non-metric temporal operators. As a consequence, the seman-

tics of these fragments are normally given with respect to ω-words, timed ω-words, or

temporal structures, i.e., special cases of timed temporal structures as explained in Sec-

tion 2.3.3. With the concept of freeze quantification as a means to specify quantitative

time constraints, TPTL exists in its own right and cannot be treated as a fragment of

MFOTL.

Considering their relative expressive power, the presented logics and some of their

important fragments compare as follows. First of all, it is well-known that full LTL with

both past and future operators and future-only LTL are equally expressive [Kam68,

GPSS80]. In spite of this result, the use of past operators is advantageous because

the use of full LTL can result in exponentially more succinct formulae than the use of

future-only LTL [LMS02]. In contrast to the propositional case, the full FOTL fragment

is more expressive than the future-only FOTL fragment and more expressive than past-

only FOTL [AHdB95, AH99].

As LTL, MTL, and FOTL are essentially fragments of MFOTL, the differences in their

relative expressive power are easy to see. While LTL is unable to express quantita-

tive timing requirements, both LTL and MTL cannot deal with variables over infinite

domains. Moreover, while FOTL can handle quantification, as opposed to MFOTL, it

cannot cope with quantitative timing requirements either. Regarding the relative ex-

pressive power of TPTL and MTL, it is known that TPTL is strictly more expressive than

MTL defined with both point-based and interval-based semantics [BCM05]. Moreover,

because 2-FOL can express arbitrary temporal logical operators, 2-FOL can specify at

least as many properties in temporal structures as FOTL. In fact, it can be shown that
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2-FOL is, in general, strictly more expressive than FOTL [AHdB96, TN96]. Intuitively,

the result is due to the fact that 2-FOL can reference multiple temporal contexts in a

formula, whereas FOTL formulae always reference a single temporal context at a time.

As we shall see in Chapters 4 and 5, however, in the context of monitoring this seem-

ing limitation of temporal logic offers an advantage. Specifically, it makes possible the

polynomially bounded space consumption of the presented monitoring algorithm.

Regarding the presented non-logical specification languages, we remark that the

expressive power of finite state automata has been summarized in Section 2.2. More-

over, the relation between finite state automata and various types of regular expres-

sions has already been pointed out. The following result characterizes the relationship

between ω-regular languages recognized by Büchi automata and the properties defin-

able in LTL: All properties definable in LTL over some alphabet Σ can be recognized

by some Büchi automaton over Σ. The contrary does not hold though. The set of

properties definable in LTL is a strict subset of the ω-regular languages. It is, how-

ever, well-known how LTL can be extended such that the properties definable in the

resulting extended temporal logic are exactly the ω-regular languages [VW94]. While

security automata specify safety properties, they do not directly support the expres-

sion of quantitative timing requirements. Instead, time must be tracked in a dedicated

variable. Moreover, it remains unclear whether complex properties can be practically

specified. Automata-based property specification of complex properties is not always

intuitive, even if guarded command are used [BOS07].

Let us finally review the presented specification languages against the require-

ments imposed by the example property of our running example. As pointed out

in Remark 2.4.15, specification languages based on finite alphabets are not expres-

sive enough to sensibly handle our example property. Instead, we need support for

variables ranging over infinite domains and their quantification. This disqualifies LTL,

MTL, TPTL, regular expressions, finite state automata, and common process algebras

from further consideration. Moreover, to formally capture our example property, a

specification language must support quantitative time constraints and allow referring

to both the past and the bounded future. This essentially also rules out security au-

tomata. As a result, MFOTL and 3-FOL finally remain as adequate formalisms to capture

our example property. In this dissertation, we focus on MFOTL.

2.5 Finite Representations of Infinite Structures

In this section, we review infinite structures that admit finite representations. Our main

focus lies on automatic structures, which we characterize in Section 2.5.2. Alternative

approaches are briefly discussed in Section 2.5.3.
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2.5.1 Requirements

For our purposes, a class C of finitely presentable infinite structures should at a mini-

mum satisfy the following requirements:

1. Finite representations: Every structure A ∈ C is representable in a finite way.

2. Effective semantics (for a relevant (first-order) logic L): Given any formula φ(x̄) ∈ L

and a finite representation of a structure A ∈ C, we can effectively construct a

finite presentation of the set φA.

2.5.2 Automatic Structures

Automatic structures are possibly infinite relational structures whose domain and re-

lations can be finitely represented by a collection of finite state automata over finite

words of some alphabet [KN95, BG04]. Moreover, automatic structures admit effective

semantics, which follows directly from the closure properties of regular languages.

In the following, we present essential definitions and results on automatic struc-

tures. For an overview of finite state automata and regular languages, see Section 2.2.1.

Definitions and Basic Results

To understand how k-ary relations can be represented using finite state automata, we

first explain the notion of k-ary relations of words, for k ≥ 1. To use ordinary finite

state automata to represent such relations, we introduce the concept of a convolution

of words. Intuitively, a convolution is an encoding of a tuple of words w̄ ∈
(
Σ∗

)k
by

a single word w1 ⊗ · · · ⊗ wk over the alphabet
((

Σ ∪ {#}
)k)∗

, where # 6∈ Σ and ⊗ is

defined as follows.

Definition 2.5.1. Let Σ be an alphabet and # a symbol not in Σ. The convolution of the

words w1, . . . , wk ∈ Σ∗ with wi = wi1 · · ·wiℓi
is the word

w1 ⊗ · · · ⊗ wk :=

[
w′

11

...
w′

k1

]

· · ·

[
w′

1ℓ

...
w′

kℓ

]

∈
((

Σ ∪ {#}
)k)∗

,

where ℓ = max{ℓ1, . . . , ℓk} and w′
ij = wij , for j ≤ ℓi and w′

ij = # otherwise.

The padding symbol # is added to the words wi to ensure that all of them have the

same length.

With the concept of a convolution at hand, we define a regular relation as follows.

Definition 2.5.2. Let Σ be an alphabet and # a symbol not in Σ. A relation R ⊆
((

Σ∪{#}
)k)∗

is regular if the language {w1 ⊗ · · · ⊗ wk | (w1, . . . , wk) ∈ R} is regular.

We can now formally define automatic structures.
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Definition 2.5.3. A first-order structureA over a signature S = (C,R, a) is automatic if there

is a regular languageL|A| ⊆ Σ∗ and a surjective function ν : L|A| → |A| such that the language

L≈ := {u⊗v |u, v ∈ L|A| with ν(u) = ν(v)} is regular and, for each relation rA ⊆ |A|a(r) with

r ∈ R, the languageLr := {w1⊗· · ·⊗wa(r) |w1, . . . , wa(r) ∈ L|D| with (ν(w1), . . . , ν(wa(r))) ∈

rA} is regular.

In other words, a first-order structure A over a signature S = (C,R, a) and a do-

main |A| is automatic if the domain |A| and the relations rA can be encoded as regular

languages.

Each automatic structure admits a finite representation by means of a collection of

finite state automata.

Definition 2.5.4. An automatic representation of the automatic structure A consists of

(i) the function ν : L|A| → |A|,

(ii) a family of words (wc)c∈C with wc ∈ L|A| and ν(wc) = cA, for all c ∈ C, and

(iii) a collection (A|A|,A≈, (Ar)r∈R) of automata that recognize the languages L|A|, L≈, and

Lr, for all r ∈ R.

Note that every automatic structure admits an automatic representation over the

binary alphabet Σ = {0, 1} [Blu99]. Moreover, every automatic structure has an auto-

matic representation in which the function ν is injective [KN95].

The following theorem makes clear why automatic structures are important: the

first-order theory in automatic structures is decidable.

Theorem 2.5.5 ([KN95]). Let A be an automatic structure. There exists an algorithm that,

given a first-order formula φ with free variables (x1, . . . , xn), builds an automaton that recog-

nizes the relation φA.

The correctness of this theorem follows immediately from the closure properties of

regular languages.

Example 2.5.6 lists some examples of automatic structures.

Example 2.5.6. The following are prominent examples of automatic structures. All finite

structures such as, e.g., relational databases, are automatic. Morover, Presburger arithmetic,

i.e., the first-order theory with addition and the ordering relation over the natural numbers, is

automatic.

Throughout this dissertation, we assume that for an automatic structure, we always

have an automatic representation for it at hand.

Basic Arithmetic in Automatic Structures

We now show that we can define different basic arithmetic relations in the first-order

logic over an automatic structure D. In the following, we assume that |D| = N and
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that < is the standard ordering on N. This is without loss of generality whenever the

function ν is injective, i.e., every element in |D| has only one representative in L|D|.

We start by showing that the elements in |D| can be linearly ordered by a regular

relation. Let L ⊆ Σ∗ be the regular language that represents the domain |D|, where Σ

is some finite alphabet. Without loss of generality, we assume a linear order ≺alph on

Σ. We lift ≺alph to linearly order the elements in Σ∗. For w,w′ ∈ Σ∗, we define w ≺∗ w
′

iff |w| < |w′|, or |w| = |w′| and w ≺lex w
′, where |u| denotes the length of a word u ∈ Σ∗

and ≺lex is the lexicographical ordering on Σ∗ with respect to the ordering ≺alph on the

alphabet Σ.

It is easy to see that≺∗ can be recognized by an automaton reading the convolution

of the letters of w and w′, i.e., the language O := {w ⊗ w′ |w ≺∗ w
′} is regular. O ∩ L

is a regular language, which we can use to order the elements in |D|. For a, b ∈ |D|,

we define a <∗ b iff u ≺∗ v, where u and v represent a and b, respectively. Recall that

we assume that the domain representation is injective, i.e., every element in |D| has a

unique representative in L.

Obviously, the ordering <∗ is regular and (|D|, <∗) is isomorphic to (N, <). In the

following, we assume that |D| = N and <∗=<.

Let us now consider some concrete relations. To begin with, note that the successor

relation succ(x, y) := {(x, y) ∈ N2 | y = x + 1} is regular, since the formula x ≺ y ∧

¬∃z. x ≺ z∧z ≺ y defines it. From this, it is easy to see that also {(x, y) ∈ N2 |x+d ≤ y}

is regular, for any d ∈ N. Moreover, for d ∈ N, the formula

∃z0. . . . ∃zd. x ≈ z0 ∧ y ≈ zd ∧
∧

0≤i<d

succ(zi, zi+1)

defines the relation {(x, y) ∈ N2 |x + d = y}. From these relations, it follows that the

relations {(x, y) ∈ N2 |x−y = d}, {(x, y) ∈ N2 |x−y ≤ d}, and {(x, y) ∈ N2 | |x−y| ≤ d}

are all regular.

2.5.3 Other Finitely Representable Structures

While automatic structures represent an important class of finitely representable struc-

tures, other classes of structures admit finite representations, too. In this section, we

briefly review some of these alternatives in the light of the requirements postulated in

Section 2.5.1. In doing so, we also mention alternatives to the use of automata as finite

representations of structures. See [BG04] for more details.

Generalizations of automatic structures. Generalizing the concept of automatic struc-

tures, ω-automatic structures or (ω-)tree-automatic structures use ω-regular languages

and ω-automata or finite automata on finite or infinite trees, respectively, as finite repre-

sentations of possibly infinite structures. In contrast to automatic structures, the use of
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ω-automatic structures allows for finitely representing structures that have an uncount-

able cardinality such as R. In spite of their increased expressive power, ω-automatic

structures still admit effective evaluation of all first-order formulae. Moreover, first-

order formulae can be effectively evaluated also over (ω-)tree-automatic structures.

Constraint databases. Constraint databases extend relational databases by infinite

relations that are finitely represented by quantifier-free formulae (i.e., constraints). In

order to enable effective evaluation of first-order formulae, the constraints must be ex-

pressed over a fixed background structure that admits effective quantifier elimination.

The evaluation can be implemented through standard algorithms from real algebraic

geometry. See, for example, [KKR95, KPL00] for overviews.

Recursive structures. Recursive structures are countable first-order structures whose

functions and relations are computable and can therefore be represented in a finite

manner. Recursive structures have been studied intensively, in particular, also with re-

spect to issues of finite model theory on recursive databases. Because recursive struc-

tures generally only admit effective evaluation algorithms for quantifier-free formulae,

however, they do not provide effective semantics for first-order logic. See, for example,

[EGNR98] for an overview.



“You can observe a lot by just watch-

ing.”

Lawrence Peter “Yogi” Berra

Chapter 3

Runtime Monitoring

THE need to monitor reactive systems at execution time occurs in many domains and

for many different purposes. For example, monitoring capabilities have been im-

plemented and used in program debuggers, profilers, test tools, or databases for pur-

poses such as software fault detection, diagnosis, or dynamic integrity checking [PN81,

DGa04, CR06, Cho95]. Moreover, the ability to check whether an observed system be-

havior violates a given property is used for compliance or business activity monitor-

ing [GMP06, DJLS08], the enforcement of history-based access or usage control poli-

cies [AF03, HPB+07], or the detection of dynamic separation of duty violations [San88].

In principle, monitoring functionality may be implemented in two different ways.

In the first approach, a software developer manually translates requirements into pro-

cedural program code. Both the correctness and the efficiency of the implemented

monitor then largely depend on the sophistication of the developer. In the second

approach, known as runtime monitoring1, the properties to be monitored are formally

expressed using a declarative specification language such as LTL. A correct and ef-

ficient runtime monitor is then automatically synthesized from the formal property

specification. Finally, the generated monitor is executed in parallel with the target sys-

tem and checks whether the observed system behavior satisfies or violates the prop-

erty. With its focus on the automated generation of monitoring functionality from

a declarative specification, runtime monitoring offers a systematic and increasingly

popular alternative to the manual and ad-hoc implementation of monitoring capabil-

ity [Vis00, DGa04, Run08, LS08].

The purpose of this chapter is threefold. First, we give a gentle introduction to the

field of runtime monitoring and sketch some of the core challenges involved. Second,

we provide a brief but systematic overview of existing work, which integrates several

fields of hitherto separate research. While a comprehensive survey is out of scope, we

position existing work in the context of a simple typology. Third, we set the context

and provide a reference point for our original contributions presented in later chapters.

1Synonymous names are runtime verification, execution monitoring, or dynamic analysis.

41
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The structure of the chapter is as follows. In Section 3.1, we first define the concept

of a runtime monitor and review some basic aspects of runtime monitoring. In Sec-

tion 3.2, we then provide an overview and a classification of different runtime moni-

toring approaches. Finally, in Section 3.3, we discuss different types of applications of

runtime monitoring. The chapter concludes with a summary in Section 3.4.

3.1 Definitions and Basic Concepts

As sketched in Section 1.1, runtime monitoring is the problem of checking whether or

not a given property is satisfied by an observed system execution. In the following, we

make this more precise and summarize the main challenges of runtime monitoring.

For the rest of this section, let S be a set of states or events.

3.1.1 Runtime Monitor

Before giving a more formal definition of a runtime monitor, recall from Section 2.4.1

that a property is a set of infinite executions. Properties are defined by means of a

property specification language such as LTL. The behavior of a monitored system is

represented using an appropriate model of system execution, for example, an ω-word.

The model of the system that generates the observed behavior is not known, that is,

the monitored system is viewed as a black box. Moreover, note that at each time point

a runtime monitor can only observe a finite prefix of a possibly infinite execution of

the monitored system. As a result, the monitor must yield its verdict based on only a

finite prefix instead of the entire execution.

Definition 3.1.1. Let σ ∈ Sω be an execution and Γ ⊆ Sω be a property. A (runtime) monitor

is an algorithm that processes a finite prefix of σ and checks whether σ ∈ Γ or σ 6∈ Γ.

Observe that Definition 3.1.1 does not constrain how a runtime monitor processes

an observed prefix. Specifically, it does not preclude algorithms that process an entire

prefix at once to decide whether it belongs to an execution that satisfies or violates a

given property. More often than not, however, runtime monitors are online algorithms

that work in an incremental fashion. This means that they process a finite but contin-

uously growing prefix of some infinite execution. Results computed at previous time

points are reused and updated with newly observed information. Ideally, at each time

point only information that is relevant for the current and future evaluations of the

property under consideration is preserved.

3.1.2 Evaluating Finite Prefixes of Executions

While a runtime monitor only observes finite prefixes of executions, the semantics of

property specification languages is usually defined with respect to infinite sequences
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(see Section 2.4). A runtime monitor thus often cannot decide whether the observed

prefix belongs to a system execution that satisfies the property according to the usual

infinite semantics. More specifically, let Γ ⊆ Sω be a property and let i ∈ N denote

a time point. Having observed the prefix σ[0, i] of an execution σ ∈ Sω, a runtime

monitor is in one of the following situations [PZ06, BLS06, MNP08]:

1. Satisfaction: for all σ′ ∈ Sω, we have that σ[0, i]σ′ ∈ Γ,

2. Violation: for all σ′ ∈ Sω, we have that σ[0, i]σ′ 6∈ Γ, or

3. Inconclusive: for some σ′, σ′′ ∈ Sω, we have that σ[0, i]σ′ ∈ Γ and σ[0, i]σ′′ 6∈ Γ.

For an observed prefix σ[0, i], a property is satisfied (or positively determined) if all

possible extensions of the prefix satisfy the property (i.e., the observed prefix is good).

Likewise, a property is violated (or negatively determined) if all possible extensions

of σ[0, i] violate the property (i.e., the observed prefix is bad). If the observed prefix

can be extended such that some extensions satisfy and others violate the property, it is

inconclusive whether the property is satisfied or violated.

Example 3.1.2. We illustrate these situations by considering some LTL properties. Let w be an

ω-word over Σ = 2AP with AP = {p, q} and w̄ = w0w1 . . . wi be a finite prefix of w. Let us

consider the following situations and formulae:

1. Let φ = ♦ p and assume that p ∈ wj for some j ≤ i. Then, the property defined by φ is

positively determined by w̄.

2. Let φ = � p and assume that p 6∈ wj for some j ≤ i. Then, the property induced by φ is

negatively determined by w̄.

3. Let φ = � p and assume that p ∈ wj for all j with 0 ≤ j ≤ i. In this situation, the prefix

w̄ can be extended such that φ is either satisfied or violated over w. As a result, for the

observed prefix w̄ it is inconclusive whether or not φ is satisfied by w.

Several solutions have been proposed to resolve the mismatch between the finite

observed prefixes and the infinite semantics of property specification languages. The

proposed solutions roughly fall into two categories: (1) the definition of finite seman-

tics to prevent inconclusive situations from occurring or (2) the introduction of addi-

tional truth values to explicitly handle these situations. We briefly discuss them below.

Finite Semantics

The first approach is to equip property specification languages with a semantics on fi-

nite prefixes. This ensures that an unambiguous Boolean verdict can be associated with

each observed prefix. In the context of (future-only) LTL, for example, finite semantics

have been proposed by [LPZ85, GH01, EFH+03, RH05]. Under the so-called weak view

semantics, inconclusive prefixes are evaluated to true, while under the strong view se-

mantics, they are interpreted as false [EFH+03]. The weak view reflects the intuition
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that an observed prefix satisfies a property Π as long as it provides no evidence against

Π. In contrast, the strong view formalizes the intuition that a prefix satisfies a property

Π if it provides all the required evidence for Π. For the sake of illustration, consider

again the third formula in Example 3.1.2. Because p holds at each time point in the ob-

served prefix, the formula � p is true under the weak view semantics and false under

the strong view semantics.

A similar solution is adopted by Chomicki in the context of MFOTL and (finite)

database histories [Cho92a, Cho92b, Cho95]. Concretely, only formulae of the form

�̄φ are used for expressing properties, where �̄ is a finite version of the usual always

operator (�) and φ is a past-only MFOTL formula. Intuitively, the operator �̄ only

requires that φ holds with respect to all time points in the observed prefix. Because φ

can only include temporal past operators, the resulting monitor can always determine

whether an observed prefix satisfies or violates the expressed property. Note that all

properties expressible are sets of finite database histories. Moreover, observe that the

use of �̄ essentially corresponds to a weak view semantics as described above.

Additional Truth Values

The second approach is to introduce additional “truth” values to explicitly represent

inconclusive situations. This is the solution proposed by [RHKR01, ABLS05, dR05,

BLS06, BLS07b, BLS07a] in the contexts of LTL and a real-time variant of LTL. In the

simplest case, a dedicated value inconclusive is added to the truth domain. In addition

to the usual Boolean verdicts true and false, a verdict may then also be inconclusive. An

advantage of using such an additional truth value is that, in contrast to the strong or

weak view semantics mentioned above, a violation or satisfaction must not be reported

prematurely. Let us consider again Example 3.1.2. Having observed the prefix w̄, a

runtime monitor with a three-valued semantics would explicitly flag the formula � p

as inconclusive. This is in contrast to using the weak or strong view semantics that

interpret this formula as true or false, respectively.

3.1.3 On (Non-)Monitorable Properties

Let Π ⊆ Sω be a property induced by an (effectively computable) predicate P̂ defined

over individual executions. It is well-known that Π can be verified by some runtime

monitor if it is a safety or a co-safety property [Vis00]. The reason why safety and

co-safety properties are natural candidates for verification using runtime monitoring

is that they have (finite) bad and good prefixes, respectively. This ensures that vio-

lations or satisfactions can always be determined by observing a finite prefix of an

execution. As shown in [BLS07b] for three-valued LTL, however, the class of moni-

torable properties is strictly larger than the union of safety and co-safety properties.

For example, consider the future-only LTL formula φ = ((p ∨ q) U r) ∨ (� p) over the
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alphabet 2{p,q,r}. The property induced by φ is monitorable but it is neither a safety nor

a co-safety property. This can be seen as follows: The ω-word wp = {p}{p}{p} · · · sat-

isfies φ. Because none of its prefixes are good, however, φ does not describe a co-safety

property. Furthermore, the ω-word wq = {q}{q}{q} · · · does not satisfy φ. However,

none of its prefixes are bad and thus φ does not describe a safety property either. In

spite of this, any finite prefix that is neither bad or good can be extended to a good

or bad prefix, respectively. This follows from the following observations: The word

wgood = w0w1 · · ·wi{r} is a good prefix for φ if p ∈ wj or q ∈ wj for all j ≤ i. Moreover,

the word wbad = w′
0w

′
1 · · ·w

′
i with w′

i = ∅ is a bad prefix for φ. Consequently, any symbol

containing r results in a good prefix, while any finite suffix that includes the symbol ∅

makes the prefix bad.

Not all types of properties can be verified by runtime monitoring though. As an

example, consider the liveness property defined by the LTL formula φ = �♦ p. Intu-

itively, this formula states that there should be infinitely many time points that satisfy

p. By observing only a finite prefix of an infinite system execution, however, a runtime

monitor can never determine whether the target system satisfies or violates this prop-

erty. The reason is that every observed prefix can be extended to an infinite execution

that satisfies φ as well as an infinite execution that violates φ. Hence, no observed prefix

can be finitely extended such that φ is positively or negatively determined [PZ06].

More formally, the class of non-monitorable properties can be characterized using

the notion of an ugly prefix. Let Π ⊆ Sω be a property induced by a formula ψ. A

prefix u ∈ S∗ is called ugly for Π if there is no v ∈ S∗ such that uv is either a good or a

bad prefix for Π. For an observed prefix u ∈ S∗, the property Π (or the formula ψ that

defines Π) is called non-monitorable after u if u is ugly. Correspondingly, the property

Π is monitorable if it has no ugly prefix and is effectively computable [Vis00, PZ06,

BLS07a].

3.2 An Overview and Typology of Runtime Monitoring

We now present an overview and classification of existing runtime monitoring ap-

proaches by using a simple typology. Our typology is based on three main dimensions,

depicted in Figure 3.1. The first dimension concerns the execution model upon which a

runtime monitoring approach is based. The second dimension captures the specification

language used for defining the properties that shall be monitored. The third dimension

reflects the actual mathematical technique used to realize the respective monitor from

a given property specification.
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Figure 3.1: A runtime monitoring typology.

3.2.1 Execution Model

Existing runtime monitoring approaches can be distinguished according to the formal

model used to represent system executions. As explained in Section 2.3, executions of

reactive systems are typically represented as timed or untimed sequences of states or

events. These sequences consist of a specific state/event model and an associated time

model.

State/event Model

The following models are commonly used to represent individual states or events in

system executions: first-order structures (e.g., [Kun84, LS87, Cho95, SW95, BKMP08a]),

singleton relations (e.g., [RGL01, GOA05, DSS+05, SSLK06, ABW06, GLdB07]), or finite
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sets of (interpretations of) propositions (e.g., [GD00, Vis00, GH01, KPA03, HR04a, TR05,

dR05, BLS06, MNP06]). Some runtime monitoring approaches also rely on models other

than the above (e.g., [BGHS04b, BRH07, Sto07, HV08]). Recall from Section 2.3.3 that

singleton tuples and finite sets of propositions are special cases of first-order structures.

Time Model

We distinguish between approaches that use a qualitative (e.g., [Kun84, LS87, RGL01,

HR01b, GH01, HR04a, Sto07, HV08]) and those using a quantitative time model. Among

those that rely on quantitative time models, we further distinguish between those that

are point-based, i.e., a time stamp is associated with each state or event, (e.g., [Cho95,

TR05, BLS06, Dru06, AK07]) and those that are interval-based, i.e., each state is associ-

ated with an interval from the respective time domain, (e.g., [GD00, HJL03, MNP06]).

Typically, R (real-time) (e.g., [GD00, MNP06]) or N (fictitious clock) (e.g., [Cho95, TR05,

BLS06, BKMP08a]) are considered as the time domain.

Note that a choice of a particular state/event model and a time model gives rise

to a unique execution model. For example, a tuple-based state/event model and a

quantitative time model with fictitious clock semantics gives rise to a data stream as

defined in Section 2.3.3.

In the database community, monitoring approaches naturally use database histories

or (timed) temporal databases as their execution models (e.g., [Kun84, LS87, Cho95,

SW95]). Similarly, the canonical execution model of the data stream processing com-

munity are data streams (e.g., [ABW06, GLdB07]). Surprisingly, most work in the area

of software program monitoring focussed on the use of propositional executions mod-

els (e.g., [GD00, GH01, KPA03, HR04a, TR05, dR05, BLS06, MNP06]). Recent excep-

tions are [DSS+05, BGHS04b, SSLK06, Sto07].

3.2.2 Specification Language

Naturally, existing runtime monitoring approaches can also be classified in terms of

their specification language. Recall that the semantics of the specification language must

be defined with respect to the selected execution model. See Section 2.4 for formal

definitions.

Language Type

In existing runtime monitoring approaches, properties are specified using fragments

of temporal logics, (k-sorted) first-order logic (e.g, [Tom03, AK07]), automata (e.g., [Sch00,

dR05, LBW05, HLM+08]), regular expressions (e.g., [SR03, CR03, BGHS04b, vL06]), or

process algebra (e.g, [BFMW01]). Temporal logic-based specification languages are fur-

ther differentiated as being either propositional (e.g., [GD00, GH01, KPA03, HR04a,
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BGHS04b, TR05, dR05, BLS06, MNP06]) or first-order (e.g., [Kun84, LS87, Cho95, SW95,

BKMP08b] and as either qualitative (e.g, [Kun84, LS87, RGL01, HR01b, GH01, HR04a,

Sto07, HV08]) or quantitative (e.g, [Cho95, GD00, HJL03, BGHS04b, BGHS04b, TR05,

MNP06, BLS06, Dru06, AK07]), respectively. Moreover, some approaches to runtime

monitoring use other means of specification such as functional, object-oriented, or other

imperative programming languages (e.g, [BGHS04b, DSS+05, GLdB07]). Some moni-

toring approaches also support several specification languages (e.g., [BGHS04b]).

Property Type

We can further classify runtime monitoring approaches with respect to the properties

that can be expressed and monitored. The runtime monitors mentioned so far can ex-

press and detect violations of safety properties. Normally, this at least includes invariants

and, if a quantitative specification language is used, possibly also time-bounded liveness

properties (recall that these are safety properties, too). In case the specification language

supports negation, often the same approaches can also express and detect satisfaction

of co-safety properties. Moreover, some approaches can even handle other temporal prop-

erties that are neither safety nor co-safety properties (e.g., [BLS07b]).

Focus

The focus of a specification language is said to be domain-specific if it provides spe-

cific features or operations for a particular domain (e.g., [GOA05]). Otherwise, the ap-

proach is general purpose (e.g., [BGHS04a, BRH07, BKMP08a]. Because of their declar-

ative nature logic-based specification languages are typically considered general pur-

pose.

Not surprisingly, the consideration of more expressive property specification lan-

guages or executions models usually results in more complex runtime monitoring

problems. Moreover, the choice of a property specification language also has an im-

mediate impact on the properties that can be specified. For example, time-bounded

liveness properties obviously can only be expressed if a quantitative specification lan-

guage and a respective execution model has been chosen. Furthermore, while every

safety property expressible by an LTL formula φ can be equivalently expressed by an

LTL formula of the form �ψ, where ψ is a past-only LTL formula [LPZ85], this does not

hold in the case of FOTL. As shown by [CN95], there are safety properties that cannot

be expressed by formulae of this form.

3.2.3 Monitoring Method

Finally, we can classify existing runtime monitoring approaches by their specific mon-

itoring method, particularly, by the actual technique used to realize the required mon-
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itoring functionality. In addition, they can be also be distinguished in terms of specific

features that the monitoring method provides.

Technique

The majority of runtime monitoring methods rely on automata-based, rewriting-based,

transformation-based, or other techniques for automatically realizing the required moni-

toring functionality. Let us briefly discuss each of them.

Automata-based Techniques. As the name suggests, automata-based runtime moni-

tors involve the construction of one or more finite state automata from a given property

specification. The usual approach leverages the close connection between languages

recognized by finite state automata and properties defined by formulae in proposi-

tional temporal logics. For example, LTL formulae can be translated into runtime mon-

itors based on Büchi automata by adapting standard LTL-to-Büchi automata construc-

tion techniques [VW86, VW94, GH01]. Many other monitoring methods for proper-

ties expressed in qualitative or quantitative propositional temporal logics, regular ex-

pressions, or process algebras use similar techniques (e.g., [TOOD96, GPVW96, Gei01,

SR03, FS04, dR05, BLS06, MNP06]).

While the automata-based techniques work well for propositional temporal logics,

they do not easily carry over to first-order temporal logic. The problem is mainly due

to the undecidability of the potential satisfiability problem for FOTL over infinite tem-

poral databases [Cho95]. A further difficulty is caused by first-order quantification of

variables over infinite domains, resulting in a possibly infinite number of automaton

states. To address the first problem, a weaker notion of satisfiability based on finite

database histories can be used [LZ91]. A solution that addresses the second problem

is to only admit property specifications expressed in the so-called biquantified (future-

only) FOTL fragment [LS87, CN95], where temporal operators must not occur in the

scope of data quantifiers (with the exception of the implicit universal quantification of

the free variables outside temporal operators). For such formulae, the standard propo-

sitional construction of a finite state automaton can be used [Wol83, LS87, LF89].

Rewriting-based Techniques. In contrast to automata-based approaches, where the

runtime monitor is usually synthesized from some property specification before the

actual monitoring starts, rewriting-based techniques directly operate on sequences of

system states or events (e.g., [HR01b, HR01c, RV03, BGHS04b, RH05]). Specifically,

they process each new state or event as soon as it becomes available and update the

monitored property specification according to predefined rules until its truth value can

be decided. For example, the rewriting-based monitoring algorithm given in [HR01b]

transforms an LTL formula φ upon arrival of each new event e to a formula φe. The

transformed formula φe then represents a new formula that must be satisfied by the
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remaining suffix of the execution trace. As the monitoring algorithm consumes new

events, the formula φ evolves into other LTL formulae until a final truth value can be

determined.

Transformation-based Techniques. Another approach to realizing a runtime mon-

itor is based on a transformation of the original property specification into an equiv-

alent representation, which is better suited for incremental and space-efficient moni-

toring than the original representation (e.g., [Cho95, AK07, BKMP08a]). For example,

in [AK07] property specifications expressed in bounded temporal logic are translated

into monadic first-order logic over difference inequalities. At each step of the moni-

tored timed trace, the monadic first-order logical formula is modified by taking into

account new state and time information. The resulting formula is then checked for be-

ing a tautology or unsatisfiable by a decision procedure for monadic difference logic.

In Chapter 4, we present a monitoring approach that is based on a similar idea. In par-

ticular, we transform bounded MFOTL formulae into first-order logical formulae over

an extended signature and incrementally construct an extended first-order structure

such that the transformed formulae can be evaluated at each time point.

Other Techniques. Several other techniques for the construction of runtime monitors

have been proposed in the literature. In the stream-based approach, data streams are

semi-imperatively ‘programmed’ by the iterative application of so-called data stream

operators to form new data streams (e.g., [BW01, DSS+05, ABW06, GLdB07]). In the

query-based approach (e.g., [KMSF01, GOA05]), system states or events are recorded

in a database and analyzed, for example, using Structured Query Language (SQL)

queries, for each observed prefix or after the monitored system terminates. In pattern-

based approaches, typical properties are formalized by using parameterizable spec-

ification patterns (e.g., [GMP06]). Similarly, algorithm-based techniques, for exam-

ple, for the detection of data races (e.g., [SBN+97, AHB03]) or deadlock detection

(e.g., [BH06, AS06]) realize required monitoring functionality by dedicated algorithms.

Characteristic Features

Runtime monitoring methods can be further distinguished by their characteristic fea-

tures [Cho95, RH05]. In the following, we focus on two specific features, namely how

a runtime monitor handles the observed trace as well as its ability to recognize the

violation or satisfaction of a property as quickly as possible.

Trace Handling. Runtime monitoring methods can be distinguished in terms of their

requirements with respect to the observed prefix of some system execution. A trace-

storing monitor requires that the entire observed prefix be preserved (e.g., [KMSF01,

HR01c, GOA05]). On the positive side, this allows for analyzing the observed prefix
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also with respect to previously unknown properties. On the negative side, the space

consumption of trace-storing monitors is linear in the length of the observed prefix.

Trace-storing monitors are suitable for offline monitoring scenarios, where they process

observed prefixes of executions that were generated and recorded at some earlier time

point. For example, algorithms for the analysis of log files usually belong to this cate-

gory. In contrast, a non-trace-storing monitor does not need to store the entire observed

prefix of a system execution. Instead, it only stores an encoding of the processed pre-

fix, namely the information that allows to evaluate the property with respect to the

processed prefix at the current and future time points (e.g., [LS87, Cho95, BGHS04b,

RH05]). Ideally, the size of this encoding only depends on the monitored property and

not on the size of the observed prefix. Non-trace-storing runtime monitors are suitable

for online scenarios, where new state or event information is processed in an incre-

mental manner as soon as it becomes available. Automata-based and rewriting-based

methods are usually non-trace-storing. In the context of first-order query languages

and databases, non-trace-storing algorithms are often based on some form of logical

data expiration [Tom03].

Synchronicity. A second important feature concerns the synchronicity of a runtime

monitor. A synchronous monitor provides the ability to detect property violations as

soon as possible. As noted in [RH05], in general, synchronous monitoring algorithms

require the ability to decide satisfiability of a given property specification, which, de-

pending on the specification language, may be computationally expensive or even un-

decidable. For example, for biquantified FOTL formulae with no quantifier in the scope

of a temporal operator, the satisfiability problem with respect to (infinite) temporal

databases is decidable in exponential time. In contrast, for biquantified FOTL formulae

with a single quantifier in the scope of a temporal operator, the same problem is unde-

cidable [CN95]. Similarly, the satisfiability problem for past-only FOTL formulae over

(infinite) temporal databases is undecidable [Cho95]. Runtime monitors that cannot

guarantee to detect property violations always at the earliest possible time point are

called asynchronous.

3.3 Applications of Runtime Monitoring

Runtime monitoring has many useful applications. Depending on the needs of the

application, however, the runtime monitor can be integrated with differing degrees of

coupling with the monitored system. For most applications, the runtime monitoring

functionality must also be complemented by additional technology, for example, the

ability to automatically react to violations of a monitored property.

In this section, we give a brief overview of possible types of applications of run-

time monitoring as described in the previous sections. We first discuss a set of aspects
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that require consideration when implementing runtime monitoring functionality for

a specific application. Based on two of these aspects, we then provide a application

classification of runtime monitoring technology.

3.3.1 Implementation Aspects

When applying runtime monitoring technology in the context of a specific application,

a number of implementation aspects must usually be considered. We discuss three of

them in the following.

Usage

Runtime monitors can be used in either of two modes. Online monitors are executed

simultaneously with the monitored target system. As the target system changes its

state or generates new events, relevant information is made available to the online

monitor. The monitor thus observes an execution prefix of increasing size. Typically,

online monitors process the new information in an incremental fashion by using non-

trace-storing algorithms. In contrast, offline monitors are executed after a prefix of some

system execution has been generated and recorded, for example, in a log file. Thus,

offline monitors are often based on trace-storing algorithms.

Placement

The next aspect concerns the question of how a runtime monitor is integrated with the

monitored target system. We distinguish between an inline and an outline placement

of the monitor. In the case of inline monitoring, the monitoring module is integrated

in the control flow of the monitored system such that each relevant state change or

event is followed by a check of the monitor. Typically, the inline monitor also uses the

same resource space as the monitored system. For software program monitoring, for

example, an inline monitor is usually embedded directly into the code of the moni-

tored software program. However, note that inline monitors can also run in a separate

module or even on separate hardware. Observe that inline monitors are necessarily

online and require synchronous algorithms.

In contrast, an outline monitor executes possibly simultaneously but otherwise in-

dependently of the target system. Usually, it is implemented in a separate module or

as a separate processes. Outline monitors can be used in online or offline mode and

may use of both synchronous or asynchronous algorithms.

Instrumentation

Instrumentation concerns the questions of how and when relevant states or events of

the monitored target system are identified and communicated to the runtime monitor.
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In principle, the instrumentation of the target system can be done in a manual or an

automated fashion.

In the former case, for example, specific monitoring code (for inline monitoring),

logging statements (for offline monitoring), or event emitting code (for online/outline

monitoring) are manually added to the program code of the monitored system. In

addition, the use of configurable logging or messaging frameworks such as Apache

log4j [log] or JMS [jms] allows for flexible control over the amount and timing of com-

municated information.

As an alternative to manual instrumentation, toolkits that support various types

of automated instrumentation have been proposed. A prominent example of such

a toolkit is AspectJ [KHH+01], which is based on the aspect-oriented programming

paradigm [KLM+97]. In AspectJ, a dedicated instrumentation specification (called an

AspectJ program) defines when information about new states or events must be out-

put and how the respective information is made available to the runtime monitor. A

dedicated compiler then weaves the instrumentation code into the source or the byte

code of the target system. Further examples of tools or frameworks supporting auto-

mated instrumentation are JPaX [HR04b], Java-MoP [CR05], Valgrind [NS07], or Java-

MaC [KVK+04]. More detailed accounts on how software systems can be instrumented

is provided in [PN81] or [Art05].

3.3.2 Application Classification

Applications of runtime monitoring technology can be classified in terms of the place-

ment and the usage of the monitoring component. In the following, we briefly explain

the resulting classification (depicted in Figure 3.2) and mention some concrete applica-

tions.

Inline Analysis and Runtime Enforcement

A first class of applications comprises those that use inlined runtime monitors (also

known as reference monitors) to enable so-called runtime enforcement [Sch00, LBW05].

In these applications, each relevant state change is followed by an immediate check

through the inlined runtime monitor. If an observed state change would result in a

violation of the monitored property, a dedicated enforcement component either sup-

presses or modifies the attempted state change and thus prevents the monitored sys-

tem from violating a given property.

Two example applications that are based on inlined runtime monitors are (history-

based) access control and the checking of dynamic integrity constraints in databases.

In the first case, a reference monitor evaluates each access request of the monitored

(i.e., access-controlled) system against an access control property. A typical history-

based access control property might read as follows: “a user u is only granted access
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Figure 3.2: Classification of runtime monitoring applications.

to a resource r if u has the permission to access r and u has not accessed r within the

previous hour”. An access control system based on an inlined runtime monitor then

enforces this property by only admitting those access requests that satisfy the policy.

Access requests that would result in a violation of the property are denied by the access

control system.

In a similar fashion, the maintenance of dynamic integrity constraints in databases

can be implemented by using an inlined runtime monitor [Kun84, LS87, Pac97, Cho95,

CT98]. Similar to a history-based access control property, dynamic integrity constraints

can be formalized using an appropriate specification language such as past-only FOTL.

As the monitored database is being updated, a runtime monitor analyzes every new

database history against the property specification. A database update is only commit-

ted if the resulting database history satisfies the property specification. Otherwise, the

update transaction is aborted or the database is rolled-back to the previous database

state.

Online Analysis and Reaction

A second class of applications of runtime monitoring includes those that rely on online

monitors which are placed outline of the monitored target system. While applications

based on outlined runtime monitors cannot prevent the monitored system from violat-

ing a monitored property, they can still execute predefined operations as soon as the

satisfaction or violation of a property is detected. Such operations can, for example,

influence the monitored system, manipulate or notify other systems, trigger a com-

pensating action, or simply record the violation.

Many applications are implemented based on this paradigm. For example, in oracle-
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based testing, runtime monitors, so-called test oracles, are automatically derived from

a formal test case specification. The test oracles are then executed in parallel with the

system under test and violations of specified assertions are reported to the test engi-

neer [TOOD96, HJL03, DtSD05]. If the test oracle is only used before a system enters

the production stage, also the question of test coverage must be addressed to obtain

sufficient confidence into the correctness of the tested system [ABG+05]. A concrete

example of an oracle-based testing framework for real-time systems that builds on

timed automata is T-UPPAAL [MLN04, LMN04, HLM+08].

A second example based on this application paradigm are temporal database trig-

gers [SW95]. Intuitively, a temporal database trigger is an expression of the form

if φ then a, where φ is a temporal logical formula interpreted over finite database his-

tories and a is an action defined in a specific action language. Whenever the current

database history is updated, the formula φ is evaluated. If the updated database his-

tory satisfies φ, the action a is executed.

Further applications based on the same principles are specification-based intrusion

detection [NST04, vL06], complex event processing [GJS92, CL01, SSS+03, Owe07], and

monitoring-oriented programming [CR03, CdR04].

Offline Analysis

The third class of applications is characterized by an offline usage and an outline place-

ment of the monitoring component. The classical example for this class are applica-

tions are methods for the analysis of log files (e.g., [RGL01, FS04, CS06]). This class

also includes those applications where relevant log data is gathered in a database

during program execution and later analyzed by means of SQL or similar queries

(e.g., [KMSF01, GOA05]).

3.4 Summary

In this chapter, we have presented a systematic overview of current runtime monitor-

ing approaches. We first defined a runtime monitor as an algorithm that processes a

finite prefix of a possibly infinite system execution and checks whether the observed

prefix satisfies or violates a given property. We then sketched the issues that arise when

evaluating infinite properties over finite prefixes of executions and presented a rough

characterization of those properties that can be monitored.

We then surveyed different approaches to runtime monitoring and classified ex-

isting work in terms of the formal model used to represent system executions, the

specification language, and the monitoring method. The classification of existing work

differed depending on the research field. Temporal databases and restricted first-order

temporal logics were typically used for monitoring in the context of dynamic integrity



56 CHAPTER 3. RUNTIME MONITORING

checking for databases. This contrasts with research in the software program monitor-

ing community. Here most work has focussed on the use of propositional executions

models and propositional temporal logics so far. Moreover, while a large number of

runtime monitoring approaches for propositional temporal logics relies on automata-

based techniques, runtime monitoring methods for first-order temporal logics either

use alternative techniques or syntactically restrict the use of quantification.

In the last section, we gave a brief overview of three classes of applications. The

first class relies on inlined reference monitors and aims to prevent property violations

altogether. The second class uses outlined runtime monitors that observe the behavior

of reactive system in an online setting and may react to property satisfactions or viola-

tions by means of executing specific operations. The third class of applications makes

use of offline monitors and, for example, is used to analyze log files.

Naturally, the practical usefulness of any runtime monitoring approach is largely

determined by the interplay of two factors. On the one hand, we must ask whether the

expressiveness provided by the specification language is sufficient to express a set of

properties deemed relevant for a particular application context. On the other hand, the

space consumed by a generated runtime monitor should be feasible in the application

context under consideration. Typically, the expressiveness of a specification language

is positively correlated with the complexity of the respective runtime monitoring prob-

lem. This simple relationship naturally stipulates the guiding principle to always select

that combination of execution model, specification language, and respective monitor-

ing method that provides enough flexibility in terms of the expressiveness of the spec-

ification language with the least space or time complexity.



“The infinite is in the finite of every

instant.”

Zen Proverb

Chapter 4

Monitoring with Automatic Structures

IN this chapter, we present a general approach to the runtime monitoring of prop-

erties specified using MFOTL. In a nutshell, our monitor works as follows: Given

an MFOTL formula �φ over a signature S, where φ is bounded, we first transform φ

into a first-order formula φ̂ over an extended signature Ŝ, obtained by augmenting S

with auxiliary predicates for every temporal subformula in φ. Our monitor then incre-

mentally processes a timed temporal structure (D, τ) over S and determines for each

time point i those elements in (D, τ) that violate φ. This is achieved by incrementally

constructing a collection of finite state automata that finitely represent the (possibly

infinite) interpretations of the auxiliary predicates and by evaluating the transformed

first-order formula ¬φ̂ over the extended Ŝ-structure at every time point.

This chapter is structured as follows. In Section 4.1, we first explain the restrictions

that are necessary to apply our monitoring approach. Before we present our approach

in detail, a high-level overview is presented in Section 4.2. In Section 4.3, we then ex-

plain how to extend the signature of the monitored structure and how to transform

the monitored formula. Subsequently, Section 4.4 presents how we incrementally con-

struct an extended structure over the transformed signature and thus reduce monitor-

ing to first-order query evaluation. In Section 4.5 we then illustrate our constructions

by a simple example before we present our monitoring algorithm in Section 4.6. We

conclude the chapter with a summary in Section 4.7.

4.1 Restrictions

Since first-order logic is undecidable and not all temporal properties can be monitored,

we restrict both the formulae and the temporal structures under consideration. We

now discuss these restrictions.

Throughout this chapter, let (D, τ) be a timed temporal structure over the signature

S = (C,R, a) and ψ the formula to be monitored. Without loss of generality, we assume

that each subformula of φ has the vector of free variables x̄ = (x1, . . . , xn). We make

57
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the following restrictions on ψ and D. First, we require ψ to be of the form �φ, where

φ is bounded. It follows that ψ describes a safety property. Recall that not all safety

properties can be expressed by formulae of this form [CN95]. This is in contrast to

propositional linear temporal logic, where every safety property can be expressed as

� β, where β contains only past-time operators [LPZ85].

Example 4.1.1. Let us give two examples of system properties expressed in the MFOTL frag-

ment that our monitor can handle. First, the property “whenever the program variable in stores

the input x, within 5 time units x must be stored in the program variable out” can be expressed

by �∀x. in(x) → ♦[0,6) out(x). Second, the property “the value of the program variable v in-

creases by 1 in each step from an initial value 0 until it becomes 5, then it stays constant” can

be formalized as �(¬( true) → v(0)) ∧ (∃i. v(i) ∧ i≺ 5 → # v(i+1)) ∧ (v(5) → # v(5)).

Note that we use relations that are singletons to model program variables.

Example 4.1.2 (Running example). Let STPS be the signature of the TPS as defined in Ex-

ample 2.3.2. Recall that our example property from Section 1.3 can be expressed in MFOTL

as

�∀t.∀c.trans(t, c) ∧
(
�[0,31) ∃t

′.trans(t′, c) ∧ ♦[0,3) report(t
′, c)

)
→ ♦[0,3) report(t, c).

Note that the formula belongs to the restricted MFOTL fragment.

Second, we require that each structure inD is automatic. Recall that each automatic

structure can be finitely represented by a collection of automata over finite words. Re-

member that we assume that for an automatic structure, we always have an automatic

representation for it at hand.

In addition to the requirement that each structure inD is automatic, we require that

D has a constant domain representation. This means that the domain of each Di is rep-

resented by the same regular language L|D| and each word in L|D| represents the same

element in |D|, i.e., each automatic representation has the same function ν : L|D| → |D|.

Finally, we assume that |D| = N and that < is the standard ordering on N. This is with-

out loss of generality whenever the function ν is injective, i.e., every element in |D| has

only one representative in L|D|. Recall that every automatic structure has an automatic

representation in which the function ν is injective [KN95] (see Section 2.5.2).

Remark 4.1.3. Let us recall some properties of automatic structures that we will use later.

First, for a first-order formula θ, we can effectively construct an automaton that represents

the set θDi . This follows from the closure properties of regular languages. Second, some basic

arithmetical relations are first-order definable in the structure (N, <) and thus regular. In

particular, the successor relation {(x, y) ∈ N2 | y = x + 1} is regular, since the formula x ≺

y∧¬∃z. x ≺ z∧ z ≺ y defines it. It is also easy to see that {(x, y) ∈ N2 |x+d ≤ y} is regular,

for any d ∈ N.
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4.2 Overview of the Monitoring Method

Our monitoring method for the formula �φ identifies at each time point the set of

elements that violate φ. Formally, for the given timed temporal structure (D, τ), our

runtime monitoring method determines at each time point i ∈ N the set

{ā | (D, τ, v[x̄/ā], i) 6|=MFOTL φ, for some valuation v}.

To monitor �φ with respect to the given timed temporal structure (D, τ), we incre-

mentally build a sequence of structures D̂0, D̂1, . . . over an extended signature Ŝ. The

extension depends on the temporal subformulae of φ. Moreover, we transform φ by re-

placing each temporal subformula α by an auxiliary predicate pα. For each time point

i, we then determine the elements that violate φ by evaluating a transformed formula

¬φ̂ ∈ FOL over D̂i. Formally, at each time point i ∈ N, we thus determine the set

{ā | (D̂i, v[x̄/ā]) |=FOL ¬φ̂, for some valuation v},

where we require that pD̂i
α = {ā | (D̂i, v[x̄/ā]) |=FOL pα, for some valuation v}, for each

temporal subformula α.

Observe that with future operators, we usually cannot determine this set yet when

time point i occurs. Our monitor, which we present in Section 4.6, therefore maintains

a list of unevaluated subformulae for past time points.

In the following, we first describe how we extend S and transform φ. Afterwards,

we explain how we effectively and incrementally build D̂i. Finally, we present our

monitor and prove its correctness.

4.3 Signature Extension and Formula Transformation

In addition to the predicates in R, the extended signature Ŝ contains an auxiliary pred-

icate pα for each temporal subformula α of φ. For subformulae of the form β SI γ and

β UI γ, we introduce further predicates, which store information that allow us to incre-

mentally update the auxiliary relations.

Definition 4.3.1. Let Ŝ := (Ĉ, R̂, â) be the signature with Ĉ := C and

R̂ := R∪{pα |α temporal subformula of φ}∪

{rα |α subformula of φ of the form β SI γ or β UI γ}∪

{sα |α subformula of φ of the form β UI γ} .

For r ∈ R, let â(r) := a(r). If α is a temporal subformula with n free variables, then â(pα) := n,

and â(rα) := n+1 and â(sα) := n+2, if rα and sα exist. We assume that pα, rα, sα 6∈ C∪R∪V.

We transform MFOTL formulae over the signature S into first-order formulae over

the extended signature Ŝ as follows.
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Definition 4.3.2. For θ ∈ MFOTL with the vector of free variables x̄, we define

θ̂ :=







¬β̂ if θ = ¬β,

β̂ ∧ γ̂ if θ = β ∧ γ,

∃y. β̂ if θ = ∃y. β,

pθ(x̄) if θ is a temporal formula,

θ is an atomic formula.

The formula transformation has the following properties.

Lemma 4.3.3. Let θ be a subformula of φ. For all i ∈ N, the following properties hold:

(i) If pD̂i
α = α(D,τ,i) for all α ∈ tsub(θ), then θ̂D̂i = θ(D,τ,i).

(ii) If pD̂i
α is regular for all α ∈ tsub(θ), then θ̂D̂i is regular.

Proof. A simple induction over the formula structure of θ̂ establishes (i) and (ii). ⊣

Example 4.3.4 (Running example). Let STPS be the signature of the TPS as defined in Exam-

ple 2.3.2. Recall that our example property can be formally expressed in MFOTL as

�∀t.∀c.trans(t, c) ∧
(
�[0,31) ∃t

′.trans(t′, c) ∧ ♦[0,3) report(t
′, c)

)
→ ♦[0,3) report(t, c).

To determine the elements that violate this property, we first drop the outermost temporal op-

erator �. We then negate the remaining formula and remove the outermost quantifiers. The

resulting formula

trans(t, c) ∧
(
�[0,31) ∃t

′.trans(t′, c) ∧ ♦[0,3) report(t
′, c)

)
∧ ¬

(
♦[0,3) report(t, c)

)

identifies at each time point those tuples that violate the example property. Replacing the derived

temporal operators �[0,366) and ♦[0,21) with their respective definitions, we obtain

trans(t, c)∧
(
trueS[0,31)∃t

′.trans(t′, c)∧ (trueU[0,3)report(t
′, c))

︸ ︷︷ ︸

θ1
︸ ︷︷ ︸

θ3

)
∧¬

(
trueU[0,3)report(t, c)

)

︸ ︷︷ ︸

θ2

.

We then extend the signature STPS by introducing additional predicates for the temporal sub-

formulae θ1, θ2, and θ3. According to Definition 4.3.1, in addition to the predicates of STPS, the

extended signature ŜTPS thus includes the 4-ary auxiliary predicates sθ1 and sθ2 , the ternary

auxiliary predicates rθ1 and rθ2 , the binary predicates rθ3 , pθ1 , and pθ2 , and the unary predicate

pθ3 , respectively. From the extended signature and Definition 4.3.2, we obtain the transformed

formula

trans(t, c) ∧ pθ3(c) ∧ ¬pθ2(t, c).
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4.4 Incremental Extended Structure Construction

We now show how the auxiliary relations in the D̂is are incrementally constructed.

Their instantiations are computed recursively both over time and over the formula

structure, where evaluations of subformulae may also be needed from future time

points. We later show that this is well-defined and can be evaluated incrementally.

For c ∈ C and r ∈ R, we define cD̂i := cDi and rD̂i := rDi . We address the construc-

tion of the auxiliary relations for each type of temporal operator separately.

4.4.1 Previous

We first address the past operator  I .

Definition 4.4.1. For α =  I β with I ∈ I, we define

pD̂i
α :=







β̂D̂i−1 if i > 0 and τi − τi−1 ∈ I,

∅ otherwise.

Intuitively, a tuple ā is in pD̂i
α if ā satisfies β at the previous time point i− 1 and the

difference of the two successive time stamps is in the interval I given by the metric

temporal operator  I .

Lemma 4.4.2. Let α =  I β. For i > 0, if p
D̂i−1

δ is regular and p
D̂i−1

δ = δ(D,τ,i−1) for all δ ∈

tsub(β), then pD̂i
α is regular and pD̂i

α = α(D,τ,i). Moreover, pD̂0
α is regular and pD̂0

α = α(D,τ,0).

Proof. For i = 0, the lemma obviously holds. For i > 0, the regularity of pD̂i
α fol-

lows from the assumption that the relations p
D̂i−1

δ are regular and Lemma 4.3.3(ii). The

equality of the two sets follows from Lemma 4.3.3(i) and the semantics of the temporal

operator  I . ⊣

4.4.2 Next

We next address the future operator #I .

Definition 4.4.3. For α = #I β with I ∈ I, we define

pD̂i
α :=







β̂D̂i+1 if τi+1 − τi ∈ I,

∅ otherwise.

Note that the definition of pD̂i
α depends on the relations of the next structure Di+1

and on the auxiliary relations for δ ∈ tsub(β) of the next extended structure D̂i+1.

Hence, the monitor instantiates pD̂i
α with a delay of at least one time step.

Lemma 4.4.4. Let α = #I β. If p
D̂i+1

δ is regular and p
D̂i+1

δ = δ(D,τ,i+1) for all δ ∈ tsub(β),

then pD̂i
α is regular and pD̂i

α = α(D,τ,i).
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Proof. For i ≥ 0, the regularity of pD̂i
α follows from the assumption that the relations

p
D̂i+1

δ are regular and Lemma 4.3.3(ii). The equality of the two sets follows from

Lemma 4.3.3(i) and the semantics of the temporal operator #I . ⊣

4.4.3 Since

We now address the past operator SI with I = [c, d) ∈ I. Assume α = β SI γ. We start

with the initialization and update of the auxiliary relations for rα.

Definition 4.4.5. For i = 0, we define

rD̂0
α := γ̂D̂0 × {0} ,

and for i > 0, we define

rD̂i
α :=

(
γ̂D̂i × {0}

)
∪

{
(ā, y)∈ Nn+1

∣
∣ ā∈ β̂D̂i , y < d, and (ā, y′)∈ r

D̂i−1
α , for y′ = y − τi + τi−1

}
.

Intuitively, a pair (ā, y) is in rD̂i
α if ā satisfies α at the time point i independent of the

lower bound c, where the “age” y indicates how long ago the formula γ was satisfied

by ā. If ā satisfies γ at the time point i, it is added to rD̂i
α with the age 0. For i > 0, we

additionally update the tuples (ā, y) ∈ r
D̂i−1
α . First, ā must satisfy β at the time point i.

Second, the age is adjusted by the difference of the time stamps τi−1 and τi. Third, the

new age must be less than d, otherwise it is too old to satisfy α.

The arithmetic constraint y′ = y − τi + τi−1 in the definition of rD̂i
α for i > 0 is first-

order definable in D, see Remark 4.1.3. Note that τi + τi−1 is a constant value. Now it

is not hard to see that rD̂i
α is regular if all its components are regular.

With the relation rD̂i
α , we can determine the elements that satisfy α at the time

point i.

Definition 4.4.6. For i ∈ N, we define

pD̂i
α :=

{
ā ∈ Nn

∣
∣ (ā, y) ∈ rD̂i

α , for some y ≥ c
}
.

Lemma 4.4.7. Let α = β S[c,d) γ. Assume that p
D̂j

δ is regular and p
D̂j

δ = δ(D,τ,j), for all j ≤ i

and δ ∈ tsub(β) ∪ tsub(γ). Then the following properties hold:

(i) The relation rD̂i
α is regular and for all ā ∈ Nn and y ∈ N,

(ā, y) ∈ rD̂i
α iff

there is a j ∈ [0, i+ 1) such that y = τi − τj < d , ā ∈ γ(D,τ,j) ,

and ā ∈ β(D,τ,k), for all k ∈ [j + 1, i+ 1) .

(ii) The relation pD̂i
α is regular and pD̂i

α = α(D,τ,i).

Proof. Property (ii) follows immediately from (i) and the definition of pD̂i
α . Note that

we use Lemma 4.3.3 without explicitly referring to it. Let v0 denote any valuation.

We prove (i) by induction over i.
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Base case i = 0: The set rD̂0
α is regular, since it can be defined by the formula

ψ(x̄, y) := γ̂(x̄) ∧ ¬∃z. succ(z, y) .

Note that, by assumption, the relations for the predicates in γ̂ are regular.

The equivalence for i = 0 follows directly from the definition of rD̂0
α . Note that

τi− τi < d, since in the definition of the syntax of MFOTL, we require that I 6= ∅. Hence,

d > 0.

Step case i > 0: We first show that rD̂i
α is regular. Similar to the base case, it follows

that the set S := γ̂D̂i × {0} is regular. The set T := {(ā, y) ∈ Nn+1 | y < d, ā ∈

β̂D̂i , and (ā, y′) ∈ r
D̂i−1
α , for y′ = y − τi + τi−1} is also regular. It can be expressed by the

first-order formula

ψ(x̄, y) := y ≺ d ∧ β̂(x̄) ∧ ∃y′. ψ′(x̄, y′) ∧ y′ + (τi − τi−1) ≈ y ,

where ψ′ is the formula that defines r
D̂i−1
α , which is regular by the induction hypothesis.

Note that d and τi − τi−1 are constant values and not variables. Since rD̂i
α is defined as

the union of S and T , we conclude that rD̂i
α is regular.

Now, we show the step case for the other claim.

(⇒) If the tuple (ā, y) is in S, then the claim is obviously true. Assume that (ā, y) ∈ T .

By definition, there is a tuple (ā, y′) in r
D̂i−1
α such that y′ = y−τi +τi−1. By the induction

hypothesis, we have that

∃j ∈ [0, i) : y′ = τi−1 − τj < d, (D, τ, v0[x̄/ā], j) |= γ, and

∀k ∈ [j + 1, i) : (D, τ, v0[x̄/ā], k) |= β .

It follows that y = y′ + τi − τi−1 = τi − τj . From the assumption, we conclude that

(D, τ, v0[x̄/ā], k) |= β, for all k with j < k ≤ i.

(⇐) If j = i, it follows that y = 0. From the assumption and the definition of rD̂i
α , it

follows that (ā, 0) ∈ rD̂i
α . Assume that j < i. By the induction hypothesis, (ā, y′) ∈ r

D̂i−1
α

with y′ = y − (τi − τi−1). From the definition of rD̂i
α and the assumption, we conclude

that (ā, y) ∈ rD̂i
α . ⊣

Note that the definition of rD̂i
α only depends on the relation r

D̂i−1
α , if i > 0, and on

the relations in D̂i for which the corresponding predicates occur in the subformulae of

β̂ or γ̂. Furthermore, the definition of pD̂i
α only depends on rD̂i

α .

4.4.4 Until

We now address the bounded future operator UI with I = [c, d) ∈ I and d ∈ N. Assume

that α = βUI γ. For all i ∈ N, let ℓi := max{j ∈ N | τi+j−τi < d}. We call ℓi the lookahead

offset at time point i. For convenience, let ℓ−1 := 0. To instantiate the relation pD̂i
α , only
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the relations pD̂i

δ , . . . , p
D̂i+ℓi

δ are relevant, where δ ∈ tsub(β) ∪ tsub(γ). The definition of

pD̂i
α is based on the auxiliary relations rD̂i

α and sD̂i
α , which we first show how to initialize

and update.

We define rD̂i
α as the union of the setsNr and Ur. Nr contains the tuples that are new

in the sense that they are obtained from data at the time points i + ℓi−1, . . . , i + ℓi; Ur

contains the updated data from the time points i, . . . , i+ ℓi−1 − 1.

Definition 4.4.8. For i ∈ N, we define rD̂i
α := Nr ∪ Ur, where

Nr :=
{
(ā, j) ∈ Nn+1

∣
∣ ℓi−1 ≤ j ≤ ℓi, ā ∈ γ̂

D̂i+j , and τi+j − τi ≥ c
}

and

Ur :=







{
(ā, j) ∈ Nn+1

∣
∣ (ā, j + 1) ∈ r

D̂i−1
α and τi+j − τi ≥ c

}
if i > 0,

∅ otherwise.

Intuitively, rD̂i
α stores the tuples satisfying the formula ♦I γ at the time point i, where

each tuple in rD̂i
α is augmented by the index relative to i where the tuple satisfies γ.

Similarly to rD̂i
α , the relation sD̂i

α is the union of a set Ns for the new elements and a

set Us for the updates.

Definition 4.4.9. For i ∈ N, we define sD̂i
α := Ns ∪ Us, where

Ns :=
{
(ā, j, j′) ∈ Nn+2

∣
∣ ℓi−1 ≤ j ≤ j′ ≤ ℓi and ā ∈ β̂D̂i+k , for all k ∈ [j, j′ + 1)

}

and

Us :=







{
(ā, j, j′) ∈ Nn+2

∣
∣ (ā, j + 1, j′ + 1) ∈ s

D̂i−1
α

}
∪

{
(ā, j, j′) ∈ Nn+2

∣
∣ (ā, j + 1, ℓi−1) ∈ s

D̂i−1
α and (ā, ℓi−1, j

′) ∈ Ns

}
if i > 0

∅ otherwise.

Intuitively, sD̂i
α stores the tuples and the bounds of the interval (relative to i) in

which β is satisfied.

With the relations rD̂i
α and sD̂i

α at hand, we define the relation pD̂i
α as follows.

Definition 4.4.10. For i ∈ N, we define

pD̂i
α :=

{
ā ∈ Nn

∣
∣ (ā, j) ∈ rD̂i

α and (ā, 0, j′) ∈ sD̂i
α , for some j ≤ j′ + 1

}
.

Lemma 4.4.11. Let α = βUIγ. Assume that pD̂k

δ is regular and pD̂k

δ = δ(D,τ,k), for all k ≤ i+ℓi

and δ ∈ tsub(β) ∪ tsub(γ). Then the following properties hold:

(i) The relation rD̂i
α is regular and for all ā ∈ N and j ∈ N,

(ā, j) ∈ rD̂i
α iff ā ∈ γ(D,τ,i+j) and τi+j − τi ∈ I .
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(ii) The relation sD̂i
α is regular and for all ā ∈ Nn and j, j′ ∈ N,

(ā, j, j′) ∈ sD̂i
α iff j ≤ j′, τi+j′ − τi < d, and ā ∈ β(D,τ,i+k), for all k ∈ [j, j′ + 1) .

(iii) The relation pD̂i
α is regular and pD̂i

α = α(D,τ,i).

Proof. Property (iii) follows immediately from (i), (ii), and the definition of pD̂i
α . Again

we use Lemma 4.3.3 without explicitly referring to it. Let v0 denote any valuation.

Let us first prove (i), which we do by induction over i.

Base case i = 0: We first show that rD̂i
α is regular. It suffices to show that the set Nr is

regular. The regularity of Nr can be seen as follows. For j ∈ N with ℓi−1 ≤ j ≤ ℓi,

we define N j
r := ∅ if τi+j − τi < c, and N j

r := γ̂D̂i+j × {j} otherwise. Obviously, N j
r is

regular. Since Nr =
⋃

ℓi−1≤j≤ℓi
N j

r , we conclude that Nr is regular.

Note that by definition of ℓi we have τℓi
− τj < d, for every j ≤ ℓi. The equivalence

follows directly from the definition of Nr.

Step case i > 0: We first show that rD̂i
α is regular. It suffices to show that the sets Nr and

Ur are regular. The regularity of Nr can be shown as in the base case. The regularity

of Ur can be seen as follows. The set H := {j ∈ N | ℓi−1 ≤ j ≤ ℓi and τi+j − τj ≥ c} is

regular, since it is finite. The set Ur can be defined by the formula h(z)∧∃z′. succ(z, z′)∧

r(x̄, z′), where h denotes the formula that defines H and r denotes the formula that

defines the set r
D̂i−1
α , which is regular by induction hypothesis.

If j ≥ ℓi−1, the equivalence follows, similar to the base case, directly from the defi-

nition of ℓi. In the following, assume j < ℓi−1.

(⇒) We have that (ā, j) ∈ Ur. By definition, (ā, j + 1) ∈ r
D̂i−1
α and τi+j − τi ≥ c. By the

induction hypothesis, ā ∈ γ̂D̂i−1+j+1 and τi−1+j+1 − τi−1 ∈ I . Since the difference of the

time stamps from i− 1 to i+ j and from i to i+ j decreases, we have that τi+j − τi < d.

We are done since τi+j − τi ≥ c by the definition of Ur.

(⇐) From the definition of ℓi it follows that τi−1+j+1−τi−1 < d. Hence, ā ∈ γ̂D̂i−1+j+1 and

τi−1+j+1 − τi−1 ∈ I . By the induction hypothesis, (ā, j + 1) ∈ r
D̂i−1
α . From the definition

of Ur, we conclude that (ā, j) ∈ rD̂i
α .

Let us now prove (ii), which we do again by induction over i.

Base case i = 0: We first show that sD̂i
α is regular. It suffices to show that the set Ns is

regular. To see that Ns is regular, let N j,j′

s :=
⋂

j≤k≤j′ β̂
D̂i+k , for j, j′ ∈ N with ℓi−1 ≤ j ≤

j′ ≤ ℓi. Obviously, N j,j′

s is regular and Ns =
⋃

ℓi−1≤j≤j′≤ℓi
(N j,j′

s ×{(j, j′)}). We conclude

that Ns is regular.

Note that by the definition of ℓi we have τℓi
− τj′ < d, for every j′ ≤ ℓi. The equiva-

lence follows directly from the definition of Ns.

Step case i > 0: We first show that rD̂i
α is regular. It suffices to show that the sets Ns and

Us are regular. The regularity of Ns can be shown as in the base case. The regularity of
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Us can be seen as follows. The formula

(
∃y′.∃z′. succ(y, y′) ∧ succ(z, z′) ∧ s(x̄, y′, z′)

)
∨

(
∃y′.∃z′. succ(y, y′) ∧ z′ ≈ ℓ′ ∧ s(x̄, y′, z′) ∧ n(x̄, z′, z)

)

defines Ur, where n is the formula that defines the set Ns and s is the formula that

defines sD̂i−1
α , which is regular by the induction hypothesis. Note that ℓi−1 is a constant.

If j′ ≥ ℓi−1, the equivalence follows, similar to the base case, directly from the

definition of ℓi. For j < ℓi−1, it suffices to prove that (ā, j, j′) ∈ Us iff j ≤ j′, τi+j′−τi ≤ d,

and ā ∈ γ̂D̂i+k , for all k ∈ [j, j′ + 1) The proof is similar as for (i). We omit it. ⊣

4.5 Example

For the sake of simplicity, instead of using our running example, we now illustrate the

described transformations and constructions by using the formula

�∀x.in(x)→ ♦[0,6) out(x)

for Example 4.1.1. We observe that the formula is defined over a signature S = (C,R, a) ,

where R contains the unary predicates in and out .

As a first step, we remove syntactic sugar. We obtain the formula

�¬∃x.in(x) ∧ ¬
(
∃y.y ≈ y U[0,6) out(x)

)
.

In order to detect violations of this formula, we negate it to obtain ♦ θ with

θ := ∃x.in(x) ∧ ¬
(
∃y.y ≈ y U[0,6) out(x)

)
.

We extend the signature S according to Definition 4.3.1. Note that θ contains one

temporal subformula, namely α := ∃y.y ≈ yU[0,6)out(x). Hence, the extended signature

Ŝ is obtained from S by adding the auxiliary predicates pα, rα, and sα to R. According

to Definition 4.3.2, we transform θ into the first-order formula

θ̂ := ∃x.in(x) ∧ ¬pα(x).

For each time point i, we incrementally build the auxiliary relations pD̂i
α , rD̂i

α , and sD̂i
α

such that the auxiliary predicate pα is satisfied by exactly those elements that satisfy α

at i.

To illustrate how the auxiliary relations are built, let us consider the timed temporal

structure given in Figure 4.1. Observe that to build the relations rD̂i
α , for i ≥ 0, we

require the relations outDj with i ≤ j ≤ ℓi. Recall that ℓi is the lookahead offset at

time point i. For example, at i = 0 we have that ℓ0 = 3 because τ3 − τ0 < 6 and

τ4 − τ0 = 6. Hence, to build rD̂0
α , we need to take into account the relations outD0 ,

outD1 , outD2 , and outD3 . Moreover, as the subformula ∃y.y ≈ y is always true we do
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-
i:

τi:

inDi :

outDi :

0

1

{1}

∅

1

1

{2}

∅

2

3

∅

{2}

3

6

{3}

{1}

4

7

∅

∅

5

9

{4}

∅

6

13

∅

{4}

· · ·

· · ·

· · ·

· · ·

Figure 4.1: Example timed temporal structure.

not depend on any relations to build the relations sD̂i
α , for all i ≥ 0. For i = 0, we

thus have rD̂0
α := {(1, 3), (2, 2)} and sD̂0

α =
(
N×{0}×{0}

)
∪

(
N×{0, 1}×{1}

)
∪

(
N×

{0, 1, 2}×{2}
)
∪

(
N×{0, 1, 2, 3}×{3}

)
. The first component of a pair in rD̂i

α denotes an

element occurring in a relation outDj , with i ≤ j ≤ ℓi. The second component stores the

difference j−i between the respective indices. For example, the pair (1, 3) in rD̂0
α means

that the element 1 occurs in outD3 . Similarly, while the first component of a triple in sD̂i
α

denotes the elements for which the subformula ∃y.y ≈ y is satisfied, the second and the

third components denote the bounds of the interval relative to i for which that element

satisfies the formula. Because the subformula ∃y.y ≈ y is satisfied by any a ∈ N, the

relation sD̂0
α contains all tuples (a, j, j′) with a ∈ N as their first as well as all j, j′ ∈ N

with 0 ≤ j ≤ j′ ≤ ℓ0 as their second and third components. We obtain pD̂0
α := {1, 2}

by projecting out the first component of the tuples (a, j) ∈ rD̂0
α and (a, 0, j′) ∈ sD̂0

α for

which the condition j ≤ j′ + 1 is satisfied.

We obtain rD̂1
α from rD̂0

α by updating the tuples already contained in rD̂0
α and by

possibly adding new tuples to rD̂1
α . Because ℓ1 = 2, we must not take any further

relations into account and simply update the index component of the tuples that are

already contained in rD̂0
α . We thus get rD̂1

α := {(1, 2), (2, 1)}. Similarly, we obtain sD̂1
α by

decreasing the relative indices of the tuples already contained in sD̂0
α by one. Hence, we

have that sD̂1
α :=

(
N×{0}×{0}

)
∪

(
N×{0, 1}×{1}

)
∪

(
N×{0, 1, 2}×{2}

)
and pD̂1

α := {1, 2}.

In addition to updating those tuples already contained in rD̂1
α , to obtain rD̂2

α we

must also take tuples from additional relations into account. In particular, because

ℓ2 = 2 also the tuples in outD4 must be considered. As outD4 = ∅, no new elements are

added though. As a result, we get rD̂2
α := {(1, 1), (2, 0)} by decrementing the indices of

the tuples stored in rD̂1
α . Moreover, we have sD̂2

α := sD̂1
α and thus obtain pD̂2

α := {1, 2}.

For i = 3, we decrease the second component of the tuples in rD̂2
α to obtain rD̂3

α :=

{(1, 0)}. Note that the tuple (2, 0) contained in rD̂2
α is not carried over to rD̂3

α because

from the viewpoint of i = 3 the element 2 occurs in the past. Moreover, we have

that sD̂3
α := sD̂2

α and thus pD̂3
α := {1}. Because 3 ∈ inD3 but 3 6∈ pD̂3

α , the formula

∀x.in(x)→ ♦[0,6) out(x) is violated at i = 3.
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1: i← 0 % current index in input sequence (D0, τ0), (D1, τ1), . . .

2: q ← 0 % index of next query evaluation in sequence (D0, τ0), (D1, τ1), . . .

3: Q←
{(

α, 0,waitfor(α)
) ∣
∣ α temporal subformula of φ

}

4: loop

5: Carry over constants and relations of Di to D̂i.

6: for all (α, j, ∅) ∈ Q do % respect ordering of subformulae

7: Build relations for α in D̂j (e.g., build r
D̂j
α and p

D̂j
α if α = β SI γ).

8: Discard auxiliary relations for α in D̂j−1 if j − 1 ≥ 0

(e.g., discard r
D̂j−1
α if α = β SI γ).

9: Discard relations p
D̂j

δ , where δ is a temporal subformula of α.

10: while all relations p
D̂q
α are built for α ∈ tsub(φ) do

11: Output valuations violating φ at time point q, i.e., output (¬φ̂)D̂q and q.

12: Discard structure D̂q−1 if q − 1 ≥ 0.

13: q ← q + 1

14: Q←
{(

α, i + 1,waitfor(α)
) ∣
∣ α temporal subformula of φ

}
∪

{(
α, j,

⋃

θ∈update(S,τi+1−τi)
waitfor(θ)

) ∣
∣ (α, j, S) ∈ Q and S 6= ∅

}

15: i← i + 1 % process next element in input sequence (Di+1, τi+1)

16: end loop

Figure 4.2: MonitorM(φ)

4.6 Monitoring Algorithm and Correctness

Figure 4.2 presents the monitorM(φ). Without loss of generality, it assumes that each

temporal subformula occurs only once in φ. In the following, we outline its operation.

The monitor uses two counters i and q. The counter i is the index of the current

element (Di, τi) in the input sequence (D0, τ0), (D1, τ1), . . . , which is processed sequen-

tially. Initially, i is 0 and it is incremented at the end of each loop iteration (lines 4–16).

The counter q ≤ i is the index of the next time point q (possibly in the past, from the

point of view of i) for which we evaluate ¬φ̂ over the structure D̂q. The evaluation is

delayed until the relations p
D̂q
α for α ∈ tsub(φ) are all instantiated (lines 10–13). Further-

more, the monitor uses the list1 Q to ensure that the auxiliary relations of D̂0, D̂1, . . . are

built at the right time: if (α, j, ∅) is an element of Q at the beginning of a loop iteration,

enough time has elapsed to build the relations for the temporal subformula α of the

structure D̂j . The monitor initializes Q in line 3. The function waitfor , defined below,

1We abuse notation by using set notation for lists. Moreover, we assume that Q is ordered in that

(α, j, S) occurs before (α′, j′, S′), whenever α is a proper subformula of α′, or α = α′ and j < j′.



4.6. MONITORING ALGORITHM AND CORRECTNESS 69

extracts the subformulae that cause a delay of the formula evaluation.

waitfor(θ) :=







waitfor(β) if θ = ¬β, θ = ∃x. β, or θ =  I β,

waitfor(β) ∪ waitfor(γ) if θ = β ∧ γ or θ = β SI γ,

{θ} if θ = #I β or θ = β UI γ,

∅ otherwise.

The list Q is updated in line 14 before we increment i and start a new loop iteration.

For the update, we use the function update that is defined as follows for a formula set

U and ∆ ∈ N:

update(U,∆) := {β | #I β ∈ U} ∪ {β U[max{0,c−∆},d−∆) γ | β U[c,d) γ ∈ U , with d−∆ > 0}

∪{β | β U[c,d) γ ∈ U or γ U[c,d) β ∈ U , with d−∆ ≤ 0}

The update adds a new tuple (α, i+1,waitfor(α)) toQ, for each temporal subformula α

of φ, and it removes the tuples of the form (α, j, ∅) fromQ. Moreover, for tuples (α, j, S)

with S 6= ∅, the set S is updated using the functions waitfor and update by taking into

account the elapsed time to the next time point, i.e. τi+1 − τi.

In lines 6–9, we build the relations for which enough time has elapsed, i.e., the

auxiliary relations for α in D̂j with (α, j, ∅) ∈ Q. Since a tuple (α′, j, ∅) does not occur

before a tuple (α, j, ∅) in Q, where α is a subformula of α′, the relations in D̂j for α are

built before those for α′. To build the relations, we use the incremental constructions

described earlier in this section. We thus discard certain relations after we have built

the relations for α in D̂j to reduce space consumption. For instance, if j > 0 and

α = βSIγ, we discard the relation r
D̂j−1
α , and we discard r

D̂j−1
α and s

D̂j−1
α when α = βUIγ.

In lines 10–13, the valuations violating φ at time point q are output together with

q, for all q where the relations p
D̂q
α of all immediate temporal subformulae α of φ have

been built. After an output, the remainder of the extended structure D̂q−1 is discarded

and q is incremented by 1.

Theorem 4.6.1. The monitorM(φ) from Figure 4.2 has the following properties:

(i) Whenever M(φ) outputs (¬φ̂)D̂q , then (¬φ̂)D̂q = (¬φ)(D,τ,q). Furthermore, the set

(¬φ̂)D̂q is effectively constructable and finitely representable.

(ii) For every n ∈ N,M(φ) eventually sets the counter q to n in some loop iteration.

Proof. For the proof of Theorem 4.6.1, we index the program variable Q of the monitor

M(φ) from Figure 4.2 by the counter i. That means, Qi denotes the list when we enter

(line 4) the (i+ 1)st loop iteration. Analogously, we index the program variable q with

i. Thus, qi is the value when the enter the (i+ 1)st loop iteration.

In the following, assume that (D0, τ0), (D1, τ1), . . . is the input sequence of the mon-

itorM(φ) and φ ∈ MFOTL is a bounded input formula. Moreover, let T be the set of

temporal subformulae of φ.

We start with some observations about the monitoring algorithmM(φ). Let α ∈ T

and i, j ∈ N.
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(1) If (α, j, S), (α, j, S ′) ∈ Qi, then we have that S = S ′. This follows immediately from

the initialization (line 3) and the update (line 14) of the list Q.

(2) We have that (α, i,waitfor(α)) ∈ Qi. This follows directly from the initialization of

Q (line 3) and the update of Q (line 14).

(3) If (α, j, S) ∈ Qi, then there is an integer i′ ≥ i such that (α, j, ∅) ∈ Qi′ . This follows

from the update of Q (line 14) (in particular, from the application of the functions

waitfor and update), and because the sequence of time stamps τ is monotonically

increasing and makes progress. Note that we only remove a tuple (α, j, S) from Qi

if S = ∅ and after the relations for α in D̂j have been built (lines 7 and 14).

From (2) and (3), it follows that for every α ∈ T and j ∈ N, we eventually execute

line 7, where we build the relations for α in the structure D̂j . From (1), it follows that

line 7 is executed at most once for α ∈ T and j ∈ N. It follows that for each q ∈ N, we

execute line 9 exactly once in a run ofM(φ).

Furthermore, observe that the relations p
D̂j
α , for α ∈ tsub(φ) are only discarded at

line 12 of the monitoring algorithm. We conclude that for every value of the counter

q, the condition of the while loop (line 10) will eventually become true in some loop

iteration. Hence, the counter q will always eventually be increased by 1. We conclude

that the second property (ii) of the theorem holds.

We now turn to the property (i) of the theorem. We need the following definition of

the temporal rank of a formula θ:

rank(θ) :=







rank(θ′) if θ = ¬θ′ or θ = ∃x. θ′,

max{rank(θ′), rank(θ′′)} if θ = θ′ ∧ θ′′,

1 + rank(θ′) if θ =  I θ
′ or θ = #I θ

′

1 + max{rank(θ′), rank(θ′′)} if θ = θ′ SI θ
′′ or θ = θ′ UI θ

′′,

0 otherwise.

For the remainder of the proof, let us assume that (α, j, ∅) ∈ Qi. The fact that qi ≤ j

holds at the beginning of the (i+1)st loop iteration is easily established by an induction

over i. In the following, we prove by induction over rank(α) that for the construction

of the relations of α in D̂j , the necessary relations (according to the incremental con-

structions given in section 4.4) have been built earlier and have not yet been discarded.

From the lemmas in section 4.4 about these constructions, it follows that p
D̂j
α = p

(D,τ,j)
α

and p
D̂j
α is regular. From this, we then conclude that the monitorM(φ) has the prop-

erty (i) of the theorem.

Base Case: rank(α) = 1. We make a case split on α’s main connective.

• α =  I β: We have that tsub(β) = ∅. Hence, the construction of the relation p
D̂j
α

requires no auxiliary relations. Moreover, if j > 0, the atomic relations rD̂j−1 with

r ∈ R have not been discarded. This follows from the fact that qi ≤ j and that a

relation rD̂j−1 is only discarded in line 12. Observe that in line 12, we discard D̂q−1
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and not D̂q.

• α = β SI γ: We have that tsub(β) ∪ tsub(γ) = ∅. Similarly to the above case, the

atomic relations rD̂j for r ∈ R have not been discarded. Moreover, for j > 0 the

auxiliary relation r
D̂j−1
α has been built earlier and has not been discarded. The fact

that it has been built earlier follows from the ordering of the tuples in the list Q

and the fact that there is an i′ ≤ i such that (α, j − 1, ∅) ∈ Qi′ . The latter fact easily

follows from an induction over i by using the initialization and the updates of the

list Q.

• α = #I β: Since tsub(β) = ∅, we only have to check that a relation rD̂j+1 with r ∈ R

is available. Because of the initialization and the update of the list Q, we have that

j + 1 = i and (α, j, ∅) ∈ Qj+1. Thus, the relation rD̂j+1 is available.

• α = β UI γ: Let I be the interval [c, d). Since tsub(β) ∪ tsub(γ) = ∅, it suffices to

check that for all r ∈ R and k < max{k′ ∈ N | τj+k′ − τj < d}, the relation rD̂j+k is

available. This follows from the initialization and the updates of the list Q. As in

the case for the since operator, we conclude that the relations r
D̂j−1
α and s

D̂j−1
α are

available.

Step Case: rank(α) > 1. We make again a case split on the main connective of α.

• α =  I β: For j = 0, there is nothing to prove since p
D̂j
α = ∅. Let j > 0. As in the

corresponding case of the base case, we have that the relations rD̂j−1 with r ∈ R

are available.

Let δ ∈ tsub(β). There is an i′ ≤ i such that (δ, j − 1, ∅) ∈ Qi′ . This fact easily

follows from an induction over i by using the initialization and the updates of the

list Q. Due to the ordering of the list Q and the induction hypothesis, we have

that p
D̂j−1

δ has been built earlier. It has not yet been discarded because this only

happens in line 9 or line 12, i.e., after the relation p
Dj
α has been built. Note that

qi ≤ j.

• α = β SI γ: This case uses a similar argumentation as the corresponding case

of the base case for the relations rD̂j with r ∈ R and r
D̂j−1
α . For the relations p

D̂j

δ

with δ ∈ tsub(β) ∪ tsub(γ), we use a similar argumentation as in the case for the

previous operator.

• α = #I β: As in the corresponding case of the base case, the relations rD̂j+1 with

r ∈ R are available. Let δ ∈ tsub(β). There is an i′ ≤ i such that (δ, j + 1, ∅) ∈ Qi′ .

This fact easily follows from an induction over i by using the induction hypothesis

on δ and by using the initialization and the updates of the list Q.

• α = β UI γ: Let I be the interval [c, d) and let ℓj := max{k′ ∈ N | τj+k′ − τj < d}.

Recall that ℓj is the lookahead offset at time point j. As in the corresponding case

of the base case, the relations rD̂j+k with r ∈ R and k ≤ ℓj are available. Moreover,

when j > 0 we conclude as in the base case that the relations r
D̂j−1
α and s

D̂j−1
α are

available.

Let δ ∈ tsub(β) ∪ tsub(γ). By the induction hypothesis, we have that the relations
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when building the relations for δ of D̂j+k with k ≤ ℓj are available. It suffices to

show that for all k ≤ ℓj , there is an i′ ≤ i such that (δ, j + k, ∅) ∈ Qi′ . This follows

easily from the initialization and the updates of the list Q. ⊣

4.7 Summary

In this chapter, we have presented an automata-based monitoring approach for an ex-

pressive safety fragment of metric first-order temporal logic. The use of automatic

structures substantially generalizes both the kinds of structures and the class of for-

mulae that can be monitored. Specifically, by representing possibly infinite relations

as finite state automata it allows for the arbitrary use of negation and quantification in

property specifications. This eliminates the limitations that arise in databases, where

relations must be finite and thus negation and quantification can only be used in a

restricted manner (see the next chapter for more details). Moreover, independent of

the use of automatic structures, our approach allows the arbitrary nesting of past and

bounded future operators. The availability of both past and bounded future opera-

tors results in compact and natural property specifications. Note that it is unknown

whether the past-only fragment of MFOTL is as expressive as the fragment with both

past and bounded future operators and whether formulae in the past-only fragment

can be expressed as succinctly as those in the future-bounded fragment.

In contrast to runtime monitoring approaches that provide only temporal past op-

erators (e.g., [Cho95]), bounded formulae cannot always be evaluated instantly when

new state or event information becomes available. To guarantee a correct semantics,

our approach ensures algorithmically that formulae are only evaluated when they are

well-defined.



“Our knowledge can only be finite,

while our ignorance must necessarily

be infinite”

Karl Popper

Chapter 5

Monitoring with Finite Relations

IN this chapter, we consider an important special case of our runtime monitoring

approach, namely the case, where all relations are finite. In this setting, we can

represent the relations directly as tables and build on work from the area of relational

databases [Cod70, AHV95] for implementing the monitorM(φ). Specifically, we can

leverage efficient database operations to implement the incremental constructions de-

scribed in Section 4.4. The direct representation of relations as tables also makes possi-

ble several types of optimizations. Furthermore, if all relations are finite, we can show

that the space consumed by our monitor is polynomially bounded by the cardinality

of the set of data constants appearing in the processed prefix.

When representing relations as finite tables, however, we inherit standard prob-

lems from database theory. Because negation and quantification can result in infinite

relations, their use in monitored formulae must be restricted. As a result, not all for-

mulae from our fragment can be handled by our runtime monitor for finite relations.

To ensure that only formulae which always result in finite relations are admitted for

monitoring, we thus provide solutions that build upon and extend similar work from

the area of temporal databases [CTB01, Cho95, CT95].

This chapter is structured as follows. In Section 5.1, we explain the difficulties as-

sociated with the requirement that relations be always finite and sketch our solution.

In Section 5.2, we formally define the notion of temporal subformula domain indepen-

dence as a semantic characterization of those bounded MFOTL formulae that can be

handled by our monitor for finite relations. In Section 5.3, we then describe our so-

lution to ensure that only bounded temporal subformula domain independent MFOTL

formulae are admitted for monitoring. Several types of space optimizations are de-

scribed in Section 5.4. Finally, we analyze the space requirements of our runtime mon-

itor in Section 5.5 and conclude the chapter with a discussion in Section 5.6.

73
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5.1 Working with Finite Relations

Observe that our constructions from Section 4.4 do not work when the auxiliary rela-

tions are required to be finite. In particular, Lemma 4.4.2, Lemma 4.4.4, Lemma 4.4.7,

and Lemma 4.4.11 become invalid when replacing “regular” by “finite.” The con-

structed relations are still regular but possibly infinite. The problem of infinite relations

manifests itself in two related cases where finite relations are complemented. In the

following, we illustrate these cases and sketch solutions for our monitoring method.

Technical details are presented in Sections 5.2 and 5.3.

5.1.1 Derived Temporal Operators

To illustrate the first problem case, consider the formula �I r(x), which abbreviates

¬(true SI ¬r(x)). Recall from Chapter 4 that at each time point we build a relation

containing the tuples that satisfy true SI ¬r(x). But when r corresponds to a finite

relation at each time point, its complement will be infinite. We can solve this problem

by using the dual temporal operators RI (release) and TI (trigger), which are defined

as β RI γ := ¬(¬β UI ¬γ) and β TI γ := ¬(¬β SI ¬γ). For these two operators, we

can define incremental update constructions similar to those for SI and UI given in

Section 4.4. Instead of SI , we can then use TI to handle �I r(x) without negation, since

�I r(x) and false TI r(x) are logically equivalent.

5.1.2 Negation

To illustrate the second problem case, consider the formula p(x) ∧ �I ¬q(x). The sub-

formula �I ¬q(x) is problematic because at each time point we store the elements that

satisfy �I ¬q(x) in an auxiliary relation. This relation is infinite when the relations for

q are finite. However, the formula in its entirety is unproblematic since at each time

point an element that satisfies �I ¬q(x) must also be in the relation for the predicate

p, which is finite. To handle negation here, we build on work from database theory

on domain independence (e.g., [Fag82]), where a similar problem arises with queries

containing negation and quantification (see, e.g., [Ull88] or [GT91]). A standard so-

lution tries to rewrite queries so that the quantified variables range only over finitely

many elements (see [AHV95]). We generalize this solution for first-order queries to

bounded MFOTL formulae in that we try to rewrite a given MFOTL formula φ such

that the subformulae of all temporal operators have only finitely many satisfying val-

uations. For instance, we rewrite p(x) ∧ �I ¬q(x) to the logically equivalent formula

p(x) ∧ �I

(
¬q(x) ∧ ♦I p(x)

)
. Note that each temporal subformula in this transformed

formula has only finitely many satisfying valuations. Hence, the transformed formula

can be handled by our monitoring algorithm if the interval I is finite. Recall the re-

quirement that temporal future operators be bounded.
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After rewriting the formula φ, we check, based on the syntax of the result ψ, if

each θ ∈ {α |α = ψ, α is a temporal subformula of ψ, or α is a direct subformula of a

temporal subformula of ψ} has only finitely many satisfying valuations. If ψ passes

this check, we know that ψ can be handled by our monitor for finite relations. Other-

wise, no conclusions can be drawn.

5.2 Characterization of Monitorable Formulae

In a setting where all relations are finite, system executions are represented as timed

temporal databases, i.e., timed temporal structures over some signature S = (C,R, a) ,

where all relations rDi are finite, for each r ∈ R and i ∈ N. Note that the infinite

relations for ≈ and ≺ do not change over time. As usual, they are considered built-in

and do not belong to the processed structures.

We now formally define the class of MFOTL formulae that can be handled by our

monitoring approach in this setting. Throughout this section, let S = (C,R, a) be a

signature and v0 a valuation.

5.2.1 Auxiliary Definitions

For technical reasons to become clear later, we first also provide strict versions of the

binary temporal operators SI and UI . Namely, we define the MFOTL+ formulae by

extending Definition 2.4.16 to also include the strict operators U̇ I and ṠI . Note that in

the metric case, the strict and the non-strict versions of the operators since and until

cannot be derived from each other.

The semantics of U̇ I and ṠI is defined as follows.

Definition 5.2.1. Let (D, τ) be a timed temporal structure over a signature S, with D =

(D0, D1, . . . ) and τ = (τ0, τ1, . . . ), β and γ MFOTL+ formulae over S, v a valuation, and

i ∈ N. In addition to Definition 2.4.17, we define

(D, τ, v, i) |= (β ṠI γ) iff for some j < i, τi − τj ∈ I, (D, τ, v, j) |= γ,

and (D, τ, v, k) |= β, for all k ∈ [j + 1, i+ 1)

and

(D, τ, v, i) |= (β U̇ I γ) iff for some j > i, τj − τi ∈ I, (D, τ, v, j) |= γ,

and (D, τ, v, k) |= β, for all k ∈ [i, j) .

We also define the strict versions of the derived operators �I , ♦I , �I , �I , RI , and

TI , which are derived from ṠI and U̇ I analogously to their non-strict counterparts.

We decorate the strict operators with a dot to distinguish them from the non-strict

versions. For example, we write �̇I for the strict version of �I . Moreover, we denote

as MFOTL+ the set of formulae obtained from Definition 2.4.17 and the operators ṠI
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and U̇ I , where the (strict) derived temporal operators ♦̇I , �̇I , �̇I , �̇I , ṘI , and Ṫ I , the

(non-strict) derived temporal operators ♦I ,�I ,�I ,�I ,RI and TI , the derived Boolean

connectives ∨,→, and↔, and the universal quantifier ∀ are all treated as primitives.

The following function determines the set of direct subformulae of a temporal for-

mula. For a formula α ∈ MFOTL+, we define

dstf (α) :=







{β} if α = ⊗β, where⊗ is an unary temporal operator,

{β, γ} if α = β ⊕ γ, where⊕ is a binary temporal operator,

∅ otherwise.

We say that i ∈ N is minimal for q ∈ N, the timed temporal database (D, τ) with

D = (D0, D1, . . . ), and the bounded MFOTL+ formula θ if for all valuations v, we have

that

(D, τ, v, q) |= θ iff (D′, τ, v, q) |= θ ,

for all D′ = (D′
0, D

′
1, . . . ) with D′

j = Dj , for all j ≤ i. Since, at any time point, θ can only

refer to time points finitely far into the future and τ makes progress, there is always a

minimal i, for every given q, (D, τ), and θ.

The active domain of a finite prefix D̄ = (D0, D1, . . . , Di) of D is

adom(D̄) := {cD0 | c ∈ C} ∪
⋃

0≤k≤i

⋃

r∈R
{dj | (d1, . . . , da(r)) ∈ r

Dk and 1 ≤ j ≤ a(r)} .

5.2.2 Temporal Domain Independence

The following definition characterizes those MFOTL+ formulae that can be monitored

by our monitor for finite relations. We write |=U to denote the relation |=, as defined in

Definition 2.4.17, but quantification is relativized to the set U ⊆ |D|. In the following,

let v0 be an arbitrary valuation.

Definition 5.2.2. Let θ be a bounded MFOTL+ formula with the free variables given by the

vector x̄ = (x1, . . . , xn). Moreover, let T be the set of temporal subformulae of θ.

(i) The formula θ is temporal domain independent if for all timed temporal databases

(D, τ), all i, q ∈ N with q ≤ i, and all U,U′ ⊆ |D|, we have that

{
d̄ ∈ Un

∣
∣ (D, τ, v0[x̄/d̄], q) |=U θ

}
=

{
d̄ ∈ U′n

∣
∣ (D, τ, v0[x̄/d̄], q) |=U′ θ

}
,

whenever adom(D̄) ⊆ U,U′ with D̄ = (D1, . . . , Dq, . . . , Di) and i is minimal for q,

(D, τ), and θ.

(ii) The formula θ is temporal subformula domain independent (TSF domain indepen-

dent, for short) if (1) is θ temporal domain independent, (2) each α ∈ T is temporal

domain independent, and (3) each δ ∈ dstf (α) is temporal subformula independent, for

all α ∈ T \ {¬β(x̄) SI γ(x̄),¬β(x̄)ṠIγ(x̄)}.
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The notion of temporal domain independence is a natural generalization of the

standard notion of domain independence (see [AHV95]). Bounded temporal domain

independent formulae have properties similar to first-order domain independent for-

mulae. For instance, the set θ(D,τ,i) is finite, for a bounded temporal domain indepen-

dent formula θ, a temporal database (D, τ), and i ∈ N. Moreover, the set θ(D,τ,i) con-

tains only data tuples whose elements are constants or which appear in a finite prefix

of (D, τ). The length of the prefix depends on i, τ , and θ.

Lemma 5.2.3. Let θ be a bounded MFOTL+ formula, (D, τ) a timed temporal database, and

q ∈ N. If θ is temporal domain independent, then θ(D,τ,q) is finite.

Proof. Let i ∈ N be minimal for q, (D, τ), and θ. Let D̄ = (D0, . . . , Dq, . . . , Di). We have

that

{
d̄ ∈ |D|n

∣
∣ (D, τ, v0[x̄/d̄], q) |= θ

}
=

{
d̄ ∈ adom(D̄)n

∣
∣ (D, τ, v0[x̄/d̄], q) |=adom(D̄) θ

}
.

Since adom(D̄) is finite, we are done. ⊣

5.2.3 Discussion

Recall from Chapter 4 that our monitor construction is based on the incremental up-

dating of auxiliary relations. For a bounded MFOTL+ formula φ to be monitorable by

our runtime monitor in the setting with only finite relations, φ must be TSF domain

independent. By Lemma 5.2.3, this ensures that at each time point the sets of satisfying

valuations of φ and all the auxiliary relations introduced for its temporal subformulae

are finite. Observe that it is not enough for φ to be temporal domain independent be-

cause the auxiliary relation(s) for each temporal subformula are updated individually.

Example 5.2.4 (Running example). Consider again our running example. As shown in

Example 2.4.20, our example property can be defined by the MFOTL formula

�∀t.∀c.trans(t, c) ∧
(
�[0,31) ∃t

′.trans(t′, c) ∧ ♦[0,3) report(t
′, c)

)
→ ♦[0,3) report(t, c).

Removing syntactic sugar yields the MFOTL formula

�¬
(
∃t.∃c.trans(t, c) ∧

(
�[0,31) ∃t

′.trans(t′, c) ∧ ♦[0,3) report(t
′, c)

)
∧ ¬(♦[0,3) report(t, c))

)

from which it is not difficult to see that our example property is TSF domain independent.

Hence, it can be handled by our monitor for finite relations.

5.3 Syntactical Approximation based on Rewriting

For an arbitrary MFOTL formula φ, it undecidable whether is it is temporal domain

independent [Pao69, Cho95]. In the following, we thus present a procedure based on
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rewriting that identifies a subset of the class of TSF domain independent formulae,

which we call the class of TSF safe-range formulae. Our procedure extends a similar

procedure for non-metric first-order temporal logic [CTB01] in two respects. First, we

extend the procedure to also handle metric temporal operators. Second, we improve

the procedure to recognize a larger set of formulae by defining additional rewrite rules

for the strict dual temporal operators ṘI and Ṫ I , with I ∈ I.

For the remainder of this chapter, let S = (C,R, a) be a signature and V denote a

countably infinite set of variables, where we assume V∩R = ∅ and V∩C = ∅. Moreover,

let (D, τ) be a temporal database over S, where we assume that |D| = N and < is the

standard ordering on N.

5.3.1 Overview

In the following, we outline the individual steps to check whether a formula φ ∈

MFOTL+ can be monitored with our approach.

1. Normalization. In the first step, we transform φ into a logically equivalent for-

mula φ′ ∈ MFOTL+, where all quantified variables have unique names, syntactic

sugar is unfolded, double negations are removed, and negations are pushed to-

wards the leaves of the subformulae by applying rewrite rules.

2. Safe-range check. We then check if the sets of free and range-restricted variables

in φ′ coincide and if for all subformulae of the form ∃x. ψ, where the variable x

occurs free in ψ, it holds that x is range-restricted in ψ. If this is the case, φ′ is

safe-range and we proceed to step 3. Otherwise, φ′ is rejected.

3. Propagation of range restrictions. Next, we transform φ′ into a logically equivalent

formula φ′′ ∈ MFOTL+ by applying rewrite rules such that all range restrictions

are propagated towards the subformulae of φ′.

4. TSF safe-range check. In the final step, we check if all temporal subformulae of

φ′′, and all their direct subformulae are safe-range. If this is the case, φ′′ is TSF

safe-range. Otherwise, φ′′ is not TSF safe-range and is rejected. Finally, we check

that all temporal future operators in φ′′ are bounded. If this is also the case, the

formula φ′′ can be monitored.

The subsequent sections describe these steps in detail.

5.3.2 Normalization

In the first step, the input formula φ ∈ MFOTL+ is transformed into the logically equiv-

alent formula sr(φ) as defined in Definition 5.3.1. In the following, let FV(θ) denote the

set of free variables of a formula θ ∈ MFOTL+.

Definition 5.3.1. We denote as sr(φ) the formula obtained from φ ∈ MFOTL+

(1) by renaming the quantified variables using unique names;
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(2) by replacing the occurrences of subformulae of the form ∀x. β, β → γ, and β ↔ γ by

¬∃x.¬α, ¬α ∨ β, and (¬α ∨ β) ∧ (¬β ∨ α), respectively;

(3) by pushing down negations and removing double negations by applying the following rules

as long as possible:

(a) ¬¬α 7→ α

(b) ∃x.α 7→ α, if x 6∈ FV(α)

(c) ¬(α ∨ β) 7→ ¬α ∧ ¬β and ¬(α ∧ β) 7→ ¬α ∨ ¬β

(d) ¬(#I α) 7→ #I ¬α

(e) ¬(♦̇Iα) 7→ �̇I¬α, ¬(�̇Iα) 7→ ♦̇I¬α, ¬(�̇Iα) 7→ �̇I¬α, and ¬(�̇Iα) 7→ �̇I¬α

(f) ¬(♦Iα) 7→ �I¬α, ¬(�Iα) 7→ ♦I¬α, ¬(�Iα) 7→ �I¬α, and ¬(�Iα) 7→ �I ¬α

(g) ¬(βṠIγ) 7→ ¬βṪ I¬γ and ¬(βU̇ Iγ) 7→ ¬βṘI¬γ

(h) ¬(βṪ Iγ) 7→ ¬βṠI¬γ and ¬(βṘIγ) 7→ ¬βU̇ I¬γ

(i) ¬(β SI γ) 7→ ¬β TI ¬γ and ¬(β UI γ) 7→ ¬β RI ¬γ

(j) ¬(β TI γ) 7→ ¬β SI ¬γ and ¬(β RI γ) 7→ ¬β UI ¬γ

Because at most one rule can be applied after each rewrite step, the rewrite rules

are confluent. Moreover, It is easy to see that sr(φ) is logically equivalent to φ, since

every step preserves logical equivalence. Observe that the rewrite rules are terminating

because the rules (c)–(j) push negation inwards, (a) eliminates double negation, and (b)

eliminates unnecessary quantifiers. Finally, note that the Boolean connective ¬ cannot

be moved over an existential quantifier ∃.

Lemma 5.3.2. Let φ ∈ MFOTL+ be a formula, v a valuation, and i ∈ N. It holds that

(D, τ, v, i) |= φ iff (D, τ, v, i) |= sr(φ).

5.3.3 Safe-range Check

Definition 5.3.3. For α ∈ MFOTL+, we define RR(α) as follows, where x, x′ range over V and

c over C.

RR(α) :=







{x} if α = x ≈ c, α = c ≈ x, or α = x ≺ c,

{ti | ti ∈ V ∧ 1 ≤ i ≤ a(r)} if α = r(t1, . . . , ta(r)),

∅ if α = ¬β, α = c ≺ x, α = x ≈ x′,

α = x ≺ x′, or α = x ≺ c,

RR(β) \ {x} if α = ∃x. β and x ∈ RR(β),

RR(β) if α = ⊗β with ⊗ ∈ { I , �̇I ,�I , �̇I ,�I}

∪ {#I , ♦̇I ,♦I , �̇I ,�I},

RR(β) ∪ RR(γ) if α = β ∧ γ, α = βṠIγ, or α = βU̇ Iγ,

RR(β) ∩ RR(γ) if α = β ∨ γ, α = βṪ Iγ, or α = βṘIγ,

RR(γ) if α = β SI γ, α = β UI γ, α = β TI γ,

or α = β RI γ.
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Note that RR is only applied to formulae sr(φ), where φ ∈ MFOTL+. In particu-

lar, this means that universal quantifiers and Boolean connectives like → have been

replaced according to Definition 5.3.1.

Definition 5.3.4. The formula α is called safe-range if RR(α) = FV(α) and for every subfor-

mula of α of the form ∃x.β, it holds that x ∈ FV(β) implies x ∈ RR(β).

Because of Lemma 5.3.5 below, we do not check whether φ is safe-range but we

check whether the normalized formula sr(φ) is safe-range.

Lemma 5.3.5. Let φ ∈ MFOTL+. If φ is safe-range, then sr(φ) is also safe-range.

Proof. Follows directly from Definition 2.4.17 and Definition 5.3.1. Note that RR(¬β) =

∅ for any β ∈ MFOTL+. Hence, pulling the negation inwards increases the chances that

a formula becomes safe-range. ⊣

Because the non-strict operators SI , UI , TI , andRI have less favorable properties in

terms of restricting the ranges of free variables, in the following we only present rewrite

rules for the strict operators. An extension to the non-strict versions is straightforward.

5.3.4 Propagation of Range Restrictions

We now describe how range restrictions can be propagated towards the subformulae

of a safe-range formula. The following logical equivalences allow us to move range-

restricting subformulae between the left- and right-hand sides of the ṠI and U̇ I opera-

tors and to move a range-restricting formula into the scope of a temporal connective.

Lemma 5.3.6. Let α, β, γ ∈ MFOTL+. The following logical equivalences hold:

1. αU̇ Iβ ≡ αU̇ I(�̇Iα ∧ β)

2. αU̇ Iβ ≡ (α ∧ ♦̇Iβ)U̇ Iβ

3. αṠIβ ≡ αṠI(♦̇Iα ∧ β)

4. αṠIβ ≡ (α ∧ �̇Iβ)ṠIβ

5. α ∧ (βU̇ Iγ) ≡ α ∧ (βU̇ I(�̇Iα ∧ γ))

6. α ∧ (βU̇ Iγ) ≡ α ∧ ((β ∧ �I α)U̇ Iγ)

7. α ∧ (βṠIγ) ≡ α ∧ (βṠI(♦̇Iα ∧ γ))

8. α ∧ (βṠIγ) ≡ α ∧ ((β ∧ ♦I α)ṠIγ)

Proof. Follows directly from Definitions 2.4.17 and 5.2.1. ⊣

Definition 5.3.7. Let φ be a safe-range formula. We denote as ra(φ) the result of applying the

rules stated in Figure 5.1 together with standard rules of commutativity and associativity for

conjunction, starting from the outermost main connective.
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1. α ∧ (β ∨ γ) 7→ (α ∧ β) ∨ (α ∧ γ) (push range restriction into ∨)

2. α ∧ (βṘIγ) 7→ α ∧ ((β ∧ �I α)ṘI(γ ∧ �I α) (push range restriction into ṘI)

3. α ∧ (βṪ Iγ) 7→ α ∧ ((β ∧ ♦I α)Ṫ I(γ ∧ ♦I α) (push range restriction into Ṫ I)

4. α ∧ ∃x.β 7→ α ∧ ∃x.(α ∧ β) (push range restriction into ∃)

5. α ∧ ¬β 7→ α ∧ ¬(α ∧ β) (push range restriction into ¬)

6. (α ∧ γ)ṠIβ 7→ (α ∧ γ)ṠI(♦̇Iα ∧ β) (distribute from left to right in ṠI)

7. (α ∧ γ)U̇ Iβ 7→ (α ∧ γ)U̇ I(�̇Iα ∧ β) (distribute from left to right in U̇ I)

8. βṠI(α ∧ γ) 7→ (�̇Iα ∧ β)ṠI(α ∧ γ) (distribute from right to left in ṠI)

9. βU̇ I(α ∧ γ) 7→ (♦̇Iα ∧ β)U̇ I(α ∧ γ) (distribute from right to left in U̇ I)

10. α ∧ (βṠIγ) 7→ α ∧ ((♦I α ∧ β)ṠIγ) (push into ṠI , left side)

11. α ∧ (βU̇ Iγ) 7→ α ∧ ((�I α ∧ β)U̇ Iγ) (push into U̇ I , left side)

12. α ∧ (γṠIβ) 7→ α ∧ (γṠI(♦̇Iα ∧ β) (push into ṠI , right side)

13. α ∧ (γU̇ Iβ) 7→ α ∧ (γU̇ I(�̇Iα ∧ β) (push into U̇ I , right side)

14. α ∧ �̇Iβ 7→ α ∧ �̇I(♦̇Iα ∧ β) (push into �̇I)

15. α ∧ ♦̇Iβ 7→ α ∧ ♦̇I(�̇Iα ∧ β) (push into ♦̇I)

16. α ∧ �̇Iβ 7→ α ∧ �̇I(♦̇Iα ∧ β) (push into �̇I)

17. α ∧ �̇Iβ 7→ α ∧ �̇I(�̇Iα ∧ β) (push into �̇I)

18. α ∧ �I β 7→ α ∧ �I(♦I α ∧ β) (push into �I)

19. α ∧ ♦I β 7→ α ∧ ♦I(�I α ∧ β) (push into ♦I)

20. α ∧�I β 7→ α ∧�I(♦I α ∧ β) (push into �I)

21. α ∧�I β 7→ α ∧�I(�I α ∧ β) (push into �I)

22. α ∧ I β 7→ α ∧ I(#I α ∧ β) (push into  I)

23. α ∧#I β 7→ α ∧#I( I α ∧ β) (push into #I)

Figure 5.1: Rewrite rules for ra. The above rules are used when x is a variable that is

range-restricted in the subformula α (i.e., x ∈ RR(α)) and free but not range-restricted

in the subformula β (i.e., x ∈ FV(β) \ RR(β)).

Note that some of the rewrite rules given in Figure 5.1 may lead to formulae that

cannot be monitored. For example, consider rule 6, which describes how to rewrite a

formula of the form (α∧γ)ṠIβ into the logically equivalent formula (α∧γ)ṠI(♦̇Iα∧β).

If we have I = [c, d), where d ∈ N, there is no problem and the rewritten formula can

be handled using our monitor. If, however, we have I = [c,∞), the rewritten formula,

while preserving logical equivalence, is not bounded any more and thus cannot be

monitored by our approach. Generally speaking, whenever a formula containing an

unbounded past operator (i.e., I = [0,∞)) is rewritten, the rewrite rules in Figure 5.1

may generate a logically equivalent formula that is no longer bounded. Because of

this, the rules 6, 10, 12, 14, 16, 18, and 20 require that I = [c, d), where d ∈ N.

Lemma 5.3.8. Let φ ∈ MFOTL+ be a safe-range formula, v a valuation, and i ∈ N. We have
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that

(D, τ, v, i) |= φ iff (D, τ, v, i) |= ra(sr(φ)) .

Proof. The equivalence follows from Definitions 2.4.17 and 5.2.1, Lemma 5.3.6, and

standard equivalences for first-order logic. ⊣

5.3.5 TSF Safe-range Check

A safe-range formula θ ∈ MFOTL+ is called TSF safe-range if each temporal subformula

α of θ and each direct subformula δ ∈ dstf (α) is safe-range.

For a safe-range formula φ ∈ MFOTL+, we check if ra(φ) is TSF safe-range. This

can be done by examining if each temporal subformula α of ra(φ) and each direct

subformula δ ∈ dstf (α) is safe-range and bounded.

Lemma 5.3.9. Let φ be a bounded formula in MFOTL+. If φ is TSF safe-range then it is TSF

domain independent.

Proof. Assume that δ ∈ MFOTL+ is bounded. It is straightforward to see by induction

over the formula structure that if δ is safe-range, then only finitely many valuations

satisfy δ. Hence, δ is temporal domain independent. ⊣

5.4 Space Optimizations

By restricting our setting to finite relations several types of space optimizations can

be applied to our incremental constructions. If finite relations are represented using

tables, removing unnecessary tuples from a relation directly translates into a lower

space requirement to physically store the resulting relation. Note that this is in contrast

to the use of automatic structures and automatic representations, where removing a

tuple from a relation may translate into a larger space requirement to store the finite

state automaton that represents the resulting relation.

We now discuss four types of optimization techniques to reduce the space con-

sumption of our monitoring algorithm. The optimizations described in Sections 5.4.1

and 5.4.2 are specific to our approach and were implemented in our prototypical run-

time monitoring framework presented in Chapter 6. In contrast, the optimizations

summarized in Sections 5.4.3 and 5.4.4 are straightforward extensions of previous work

and are only mentioned for reasons of completeness.

5.4.1 Reducing Redundancy

To minimize the size of the relations, we can optimize our incremental structure con-

struction by removing redundant data tuples from auxiliary relations. For example,
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consider the formula α = β S[0,∞) γ and assume that ā satisfies γ and β at all time

points. In this case, the relation for rα in D̂i stores the tuples (ā, y), with y = τi − τj for

all j ≤ i. However, it suffices to store only one of these tuples.

More generally, for α = β SI γ, we can optimize the construction as follows. If

(ā, y), (ā, y′) ∈ rD̂i
α with y, y′ ∈ I and y > y′, then we can remove (ā, y) from rD̂i

α . This

follows by an easy inductive argument. Since y, y′ ∈ I , both tuples satisfy the condition

of our construction so that ā is put into the relation pD̂i
α . Moreover, if the updated

version of (ā, y) is in r
D̂i+1
α , then also the updated version of (ā, y′) is in r

D̂i+1
α , and we

have that y+ τi+1− τi > y′ + τi+1− τi. Again, both updated tuples satisfy the condition

such that ā is put into the relation p
D̂i+1
α .

Similar optimizations apply to the case where α = β UI γ with I = [c, d). The

relation sD̂i
α may contain redundant elements. Namely, if (ā, j1, j

′
1), (ā, j2, j

′
2) ∈ s

D̂i
α with

[j1, j
′
1) ( [j2, j

′
2) then we can remove (ā, j1, j

′
1) from sD̂i

α . After removing such elements,

sD̂i
α only contains tuples where the intervals given by the last coordinates of an element

in sD̂i
α is maximal. When filtering out these elements, we need to adjust the update of

sD̂i
α slightly because elements of the form (ā, 0, j′) ∈ s

D̂i−1
α must no longer be ignored.

Note that the optimization has removed the element (ā, 1, j′) from s
D̂i−1
α .

Another optimization is to remove a tuple (ā, j, j′) in sD̂i
α if τi+j′+1 − τi < c and

j′ < ℓi. Recall that ℓi is the lookahead offset at the time point i, i.e., ℓi := max{j ∈

N | τi+j − τi < d}. Note that the semantics of the UI operator requires that ā has to

satisfy γ at the time point i + j′. Since this time point is too close to time instant i, the

timing constraint given by the interval I is violated. We remark that we cannot remove

the element (ā, j, j′) if j′ = ℓi since we might need the information that ā satisfies β in

the time instants i+ j, . . . , i+ ℓi when updating the relation for sα.

Finally, we can use the relation rD̂i
α to eliminate elements in sD̂i

α . Namely, we can

eliminate (ā, j, j′) in sD̂i
α if j′ < ℓi and when there is no (ā, k) ∈ rD̂i

α with j ≤ k and

k − 1 ≤ j′.

5.4.2 Dedicated Constructions for Derived Operators

Another kind of optimization is to tune the above definitions for the auxiliary predi-

cates for certain kinds of formulae. For instance, if α = ♦I γ (i.e., α = true UI γ) then we

do not need the auxiliary relations for sα at all. Furthermore, some of the tuples can be

removed from rD̂i
α . Namely, if (ā, j) and (ā, j′) are in rD̂i

α , with j < j′, then (ā, j) can be

removed from rD̂i
α . This can be seen by an argument similar to the one we gave when

optimizing relations that handle the operator SI .

5.4.3 Algebraic Transformations

The rewriting techniques given for past-only FOTL in [CT95] can be extended to the

bounded MFOTL fragment. Thereby, we can reduce the number of auxiliary relations
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created from an input formula and also minimize their arity. For example, by rewriting

the formula ∃x.#I β to #I ∃x.β we reduce the arity of the auxiliary relation pDi

#I ∃x.β by

one. Similarly, by rewriting the formula #I  I β to β we can minimize the number

of auxiliary relations created. Under certain conditions, formulae containing nested

metric operators with different intervals can also be rewritten. For example, if c ≥ d′,

the formula ♦[c,d) �[c′,d′) p(x) can be rewritten to ♦[c−d′,d−c′) p(x). Similar optimizations

apply for formulae of the kind #I β ∨#I γ, #I β ∧#I γ, and ♦I �I p(x).

5.4.4 Context-based Optimizations

We can also reduce the number of tuples stored in the auxiliary relations by analyzing

the contexts in which the relations are used and by then restricting the definitions of

the auxiliary relations with appropriate magic conditions as described in [CT95]. For

example, for a formula x ≺ 10 ∧ (q(x) ∨ β(x) UI γ(x)), we can adapt the definitions of

the auxiliary relations rD̂i

β(x)UIγ(x) and sD̂i

β(x)UIγ(x) such that only those elements that satisfy

the condition x ≺ 10 are stored. Note that the availability of both future and metric

operators in MFOTL requires that the definitions of [CT95] be adapted accordingly.

5.5 Analysis of Space Consumption

In the following, we analyze the space requirements of our runtime monitor for the

setting, where all relations are finite. For the remainder of this chapter, we assume that

the given formula φ is bounded and TSF domain independent.

5.5.1 Modifications

Before we proceed with our analysis, we slightly modify our monitor from Chapter 4.

First, observe that the counters q and i of M(φ) grow arbitrarily large when pro-

cessing the sequence (D0, τ0), (D1, τ1), . . . . This problem can be partly overcome by

replacing these two counters with a single counter that stores i − q, i.e., the distance

between the current time and the time when the last evaluation of ¬φ̂ took place. Still,

i−q can become arbitrarily large if φ contains a temporal subformula of the form βUI γ

and the number of time points with the same time stamp in (D, τ) is unbounded, i.e.,

{j′ − j | τj = τj+1 = · · · = τj′ with j ≤ j′} is infinite. Note that tuples stored in Q also

contain indices of the sequence (D, τ). These indices must also be made relative to q.

A problem related to the above one is that the difference between time stamps can

be arbitrarily large. If φ contains a subformula of the form α = β S[c,∞) γ, the auxiliary

relations rD̂0
α , rD̂1

α , . . . may need to store tuples whose last component grows with each

i. To overcome this problem, we slightly modify the incremental construction of rD̂i
α

for i > 0. Namely, the “age” of a tuple (ā, y) ∈ r
D̂i−1
α is only increased when it is less
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than c. For this special case, we define

rD̂i
α :=

(
γ̂D̂i ×{0}

)
∪

{
(ā,min{c, z+ τi− τi−1}) ∈ Nn+1

∣
∣ ā ∈ β̂D̂i and (ā, z) ∈ rD̂i−1

α

}
.

This new construction ensures that the size of the last component of the tuples in rD̂i
α is

bounded. Similar to Lemma 4.4.7, we can prove that this construction has the desired

properties.

In the following, we assume that the monitorM(φ) uses this modified construction

and the relative indexing as explained above.

5.5.2 Analysis

We now analyze the sizes of the auxiliary relations stored by our monitor in each loop

iteration. We first introduce the following abstract notion for analyzing the resources

consumed by runtime monitors in general.

Analysis Method

Let C be a class of temporal structures over the signature S = (C,R, a) and let pre(C)

denote the set of nonempty finite prefixes of the temporal structures in C.

Definition 5.5.1. Let f, g : pre(C) → N and s : N → N be functions. We write f ⊳s g if

f(D̄, τ̄) < s(g(D̄, τ̄)), for all (D̄, τ̄) ∈ pre(C).

In our context, the function f : pre(C) → N measures the consumption of a partic-

ular resource (e.g., storage) of a monitor after it has processed the finite prefix (D̄, τ̄).

The function g : pre(C) → N measures the size of the prefix (D̄, τ̄). Intuitively, f ⊳s g

means that, at any time point, the resource consumption (measured by f ) of the mon-

itor is bounded by the function s : N → N with respect to the size of the processed

prefix (measured by g) of an input from C.

In our analysis of the monitor M(φ), we use the following concrete functions f

and g. Let (D̄, τ̄) ∈ pre(C) with D̄ = (D0, . . . , Di) and τ̄ = (τ0, . . . , τi).

• We define g(D̄, τ̄) := |adom(D̄)|, where adom(D̄) is the active domain of (D̄, τ̄).

Note that g only counts the number of elements of D̄ that are constants or that

occur in some of D̄’s relations. It ignores the sizes of these elements, the number

of times an element appears in D̄, and where an element occurs. Moreover, it

ignores the time stamps in τ̄ .

• We define f(D̄, τ̄) to be the sum of the cardinalities of the relations for r ∈ R̂

stored by M(φ) after the (i + 1)st loop iteration, having processed the input

(D0, τ0), (D1, τ1), . . . , (Di, τi).

Observe that f ⊳s g is a desirable property of a monitor. Intuitively, it says that the

amount of data stored by the monitor does not depend on how long the monitor has
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been running but only on the number of domain elements that appeared so far. Fur-

thermore, the stored data is bounded by the function s. We remark that the property of

a (polynomially) bounded history encoding [Cho95] can be formalized as f ⊳s g, for

some (polynomial) s : N→ N.

Main Result

Before we prove our main result on the space consumption of our runtime monitors

in the setting with finite relations, we first establish Lemma 5.5.2. Recall that φ is a

bounded and TSF domain independent formula (see Definition 5.2.2) and (D, τ) a timed

temporal database over the signature S = (C,R, a), i.e., all relations for r ∈ R are finite.

Lemma 5.5.2. Let α be a temporal subformula of φ or a direct subformula of a temporal sub-

formula of φ. Assume thatM(φ) constructs the relation p
D̂j
α in the (i + 1)st loop iteration on

the input (D, τ). Then, α(D̂,τ,j) ⊆ adom(D̄)n, where D̄ = (D0, . . . , Di) and n is the number

of free variables of α.

Proof. Since φ is TSF domain independent, we have that α is temporal domain inde-

pendent. From the correctness of the monitorM(φ), it follows that i is minimal for j,

(D, τ), and α. Similar as in Lemma 5.2.3, we show that α(D,τ,j) ⊆ adom(D̄)n. ⊣

With Lemma 5.5.2, we can now prove Theorem 5.5.3, which states that—under a

technical restriction—the space consumption of our modified monitor is polynomially

bounded by the cardinality of the data constants appearing in the processed prefix.

Theorem 5.5.3. Let C be a class of temporal databases. Assume that there is some ℓ ∈ N such

that max{j | τi = τi+1 = . . .= τi+j} < ℓ, for all (D, τ) ∈ C and all i ∈ N. Then, we have that

f ⊳s g, where s : N→ N is a polynomial of degree max{a(r) | r ∈ R̂}.

Proof. Throughout the proof, we assume that the monitorM(φ) processes the temporal

structure (D, τ) from the class C. Let us first make the following observation. If q = 0,

the monitor stores in the (i + 1)st iteration at most the relations rD̂q , rD̂q+1 , . . . , rD̂i , for

r ∈ R̂. If q > 0, the monitor might additionally store the relations rD̂q−1 , for r ∈ R̂.

Without loss of generality, we assume that q > 0. We now proceed as follows. (1) We

establish an upper bound on i−q. (2) We establish an upper bound on the cardinalities

of the relations rD̂j with q − 1 ≤ j ≤ i.

Let us start with (1). Recall that ℓ is the bound on the number of equal time stamps

in the sequence τ . Namely, we have that max{j | τk = τk+1 = · · · = τk+j} < ℓ, for all

k ∈ N. The bound of i − q depends on ℓ and the temporal future operators that occur

in φ. First, observe that since there are at most ℓ equal time stamps in τ , the monitor

postpones the evaluation of a formula p(x) U[c,d) q(x) at the time point i by at most ℓ · d

time steps. Furthermore, note that a formula of the form #I p(x) is postponed by one
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time step. Taking the nesting of subformulae with temporal operators into account, we

define

maxwaitfor(θ) :=







maxwaitfor(β) if θ = ¬β, θ = ∃x. β,

or θ =  I β,

max{maxwaitfor(β),maxwaitfor(γ)} if θ = β ∧ γ or θ = β SI γ,

1 + maxwaitfor(β) if θ = #I β,

ℓd+ max{maxwaitfor(β),maxwaitfor(γ)} if θ = β U[c,d) γ,

0 otherwise.

From the initialization of the list Q and the updates of Q in each loop iteration, it fol-

lows by induction that i− q ≤ maxwaitfor(φ).

Let us now turn to (2). We define m as max{a(r) | r ∈ R} and k as the maximum of

1+maxwaitfor(φ) and the maximal upper bound of an interval of a since operator in φ,

where we set the maximum of the upper bound of an interval [c,∞) in a since operator

to c.

Assume that the monitor constructs a relation rD̂j for r ∈ R̂ at time point i, i.e., in

the (i+1)st loop iteration. In the following, we give an upper bound on the cardinality

of rD̂j . First note that the data elements d ∈ |D| that occur in rD̂j also occur in adom(D̄),

where D̄ = (D0, . . . , Di) and τ̄ = (τ0, . . . , τi). This follows from Lemma 5.5.2.

• r ∈ R or r = pα, where α is a temporal formula: We have that |rD̂j | ≤ |adom(D̄)|m.

• r = rα, where α has the form β SI γ: Recall that in this case rD̂j consists of tuples

of the form (ā, y) with y ≤ k. Note that y ≤ k holds because our optimized

construction for the temporal operator S[c,∞). We have that |rD̂j | ≤ |adom(D̄)|m ·k.

• r = rα, where α has the form β UI γ: Recall that in this case rD̂j consists of tuples

of the form (ā, j) with j ≤ k. We have that |rD̂j | ≤ |adom(D̄)|m · k.

• r = sα, where α has the form β UI γ: Recall that in this case rD̂j consists of tuples

of the form (ā, j, j′) with j, j′ ≤ k. We have that |rD̂j | ≤ |adom(D̄)|m · k2.

We conclude that |rD̂j | ≤ |adom(D̄)|m · k2, for all r ∈ R̂.

Form this and the upper bound on i−q, we obtain that f(D̄, τ̄) ≤ |adom(D̄)|m·|R̂|·k3.

Since k only depends on ℓ and φ, we have that f ⊳s g, for s(x) := c·xm with the constant

c := |R̂| · k3. ⊣

Note that if such a bound ℓ on the sequence τ of time stamps does not exist, we can-

not guarantee any upper bound on f . To see this, consider the formula φ = (p(x) U[0,1)

q(x))∧ (p′(x)U[0,2) q
′(x)) and a temporal database (D, τ), where the relations for p, p′, q,

and q′ are all singletons and equal. We have that g(D̄, τ̄) = 1, for all finite prefixes (D̄, τ̄)

of (D, τ). However, if τ contains a sequence τi, . . . , τi+j with τi = τi+1 = · · · = τi+j−1 =
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τi+j − 1, we have that f(D̄, τ̄) ≥ j, for the prefix (D̄, τ̄) with D̄ = (D0, . . . , Di+j) and

τ̄ = (τ0, . . . , τi+j). The reason for this is that our monitor stores at least the nonempty

relations pD̂i

p(x)U[0,1)q(x), . . . , p
D̂i+j−1

p(x)U[0,1)q(x) at the end of the (i+ j + 1)st loop iteration. If we

can choose j arbitrarily large, we can exceed s(g(D̄, τ̄)), for any s : N→ N.

5.5.3 Discussion

Our result contrasts with a similar result described in [Cho95], where a related moni-

tor construction for past-only, non-metric, and TSF domain independent FOTL formulae

was shown to be polynomially bounded by the cardinality of the data appearing in the

processed prefix. In particular, our result demonstrates that this polynomial bound on

the monitor’s space consumption can be maintained by our monitor construction even

for the richer fragment consisting of bounded TSF domain independent MFOTL formu-

lae. Recall that it is unknown whether the past-only fragment of MFOTL is as expressive

as the fragment with both past and bounded future operators and whether formulae in

the past-only fragment can be expressed as succinctly as those in the future-bounded

fragment.

In [Tom03], Toman describes the use of two-sorted first-order logic (2-FOL) to query

database histories. More specifically, he presents a data expiration technique to remove

irrelevant data from a database history with respect to a given property expressed by a

range-restricted 2-FOL formula. Note that our incremental constructions in Section 4.4

can be seen as a query-based data expiration technique as the constructions discard

irrelevant data from the monitored timed temporal structure. A monitoring approach

using Toman’s data expiration technique for 2-FOL is bounded by a function with a

stack of exponentials [Tom03]. The height of the stack is given by the quantifier depth

of the given 2-FOL formula. The polynomial upper bound of the presented MFOTL

monitor thus suggests that MFOTL is better suited for monitoring than 2-FOL whenever

the property under consideration is expressible as a TSF domain independent MFOTL

formula that can be handled by the monitorM(φ).

Our monitoring approach is based on executions represented as timed temporal

structures with natural-numbered time stamps, yielding a fictitious clock time seman-

tics. It is important to note that our choice of a fictitious clock time semantics is decisive

in order to establish a bounded history encoding. In the setting with finite relations,

one might also be tempted to chose the real numbers R as an alternative time domain.

While our constructions continue to work without changes also in the presence of real-

numbered time stamps, the choice of a dense time domain such as the real numbers

cannot achieve a bounded history encoding. The reason is that in a dense time domain,

the number of distinct time stamps that may occur within the time window induced

by a bounded MFOTL formula cannot be bounded. This makes it impossible to bound

the size of the auxiliary relations and thus prevents a bounded history encoding.
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Finally, we remark that it is open whether Theorem 5.5.3 can be carried over to

temporal structures with possibly infinite relations and automatic representations. To

begin with, it is not clear how to define the function g that measures the size of the

automatic representations. In particular, g should be independent of the length of the

prefix. Moreover, establishing tight upper bounds on the size of automata for auto-

matic structures is difficult and only a few results for specific automatic structures exist

(see [Kla04]).

5.6 Summary and Outlook

In this chapter, we focussed on a special case of our runtime monitoring approach,

namely the case where relations are always finite. We first explained the difficulties in-

volved with finite relations and introduced the notion of TSF domain independence as

a characterization of those MFOTL formulae that can be monitored using our approach

for finite relations. We then presented an extension of an existing rewrite procedure

to ensure that only those formulae are admitted for monitoring that can be handled

by our approach. We then presented a number of space optimizations and went on to

prove that—under a technical restriction—the space consumed by our runtime mon-

itor for finite relations is polynomially bounded by the cardinality of the set of data

elements appearing in the processed prefix.

Before concluding this chapter, let us briefly address the question whether, by re-

quiring relations to be finite, our monitoring approach is still practically useful. As a

first indication of its usefulness, we noted in Example 5.2.4 that the example property

from Section 1.3 is expressible as a bounded TSF domain independent MFOTL formula.

As a result, it can be handled by our monitoring approach also in the context where

relations are all finite. Moreover, also the properties presented in Example 4.1.1 or

the one in Section 4.5 can be expressed as bounded TSF domain independent MFOTL

formulae and thus handled by our monitor for finite relations. More evidence of the

practical feasibility of our approach will be presented in the forthcoming chapters.

We believe that the use of (timed) sequences of first-order structures with finite re-

lations to represent system executions is natural. This not only corresponds to (timed)

temporal databases or data streams, it also matches the intuition that only a finite

amount of new information about a monitored system can become available at each

time point. While runtime monitoring approaches similar to our own have been used

for the checking of dynamic integrity constraints in databases, our runtime monitoring

approach also offers a top-down alternative to bottom-up data stream management ap-

proaches. By automatically constructing a correct runtime monitor from a declarative

property specification, our approach delegates all implementation and optimization

aspects to the automated monitor construction. It remains to be seen whether our own

or similar declarative monitoring approaches can be sufficiently optimized in order to
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compete with domain-specific and algorithm-based monitoring techniques also from

a performance perspective.

Regarding future work, we point out that our rewriting-based procedure to identify

a subset of the TSF domain independent MFOTL formulae represents only one of several

possible approaches. An alterative approach to ensure finite relations was adopted in

an implementation of Chomicki’s approach for monitoring TSF domain independent

past-only FOTL formulae [CT95]. The idea is to syntactically check whether a past-

only FOTL formula can be handled by their monitoring approach based on a temporal

extension of the class of evaluable formulae [GT91, Dem92]. The class of evaluable

formulae represents a larger subset of the class of domain independent formulae than

the class of safe-range formulae. It remains to be seen whether the class of evaluable

formulae can also be extended to MFOTL formulae.
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“In theory, theory and practice are the

same. In practice, they are not.”

Lawrence Peter “Yogi” Berra

Chapter 6

A Prototypical Monitoring Framework

TO practically validate some of our theoretical results, we implemented our moni-

toring approach for finite relations in a prototypical runtime monitoring frame-

work. The framework allows for generating runtime monitors for properties express-

ible as bounded and TSF domain independent MFOTL formulae. Its main purpose is

to provide an environment and tool for conducting experiments. Specifically, we used

the framework to validate our approach by experimentally analyzing the space con-

sumption of runtime monitors generated for selected formula classes.

The structure of this chapter is as follows. In Section 6.1, we give a brief overview

of our prototype. In Section 6.2, we first describe our methodology for experimentally

validating the practical feasibility of our monitoring approach. We then present and

discuss the results of a general analysis of our runtime monitors’ space consumption

for various formula classes, including the example property of our running example.

6.1 Implementation

This section presents our implementation. We first give a brief overview and explain

the typical usage of the framework. We then describe the individual components of the

architecture in more detail. Finally, we also explain how the framework can be used

for the offline analysis of log files.

6.1.1 Overview

The framework was implemented using the Java programming language and provides

general purpose monitoring capabilities for properties expressible as bounded and TSF

domain independent MFOTL formulae. Moreover, it allows for online monitoring and

offline analysis alike. Generated runtime monitors can be embedded into an event-

based distributed system as dedicated monitoring components and process events in

an online fashion. Alternatively, generated monitors can also be used for the offline

analysis of arbitrary log files.

93
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Usage. To instantiate a runtime monitor, a first-order signature S must be defined

using a simple declarative language. Alternatively, an existing signature may be se-

lected from a dedicated signature store. In a next step, a desired property is specified

by an appropriate bounded and TSF domain independent MFOTL formula φ over the

selected signature. The MFOTL formula is also specified using a concrete syntax ver-

sion of MFOTL, which provides commonly used derived temporal operators such as ♦I

and Boolean connectives such as ∨ as primitive operators. The reason to provide direct

syntax and implementations for derived operators is twofold. First, this often allows

for specifying properties more succinctly. Second, they can be implemented more effi-

ciently and with less overhead. The concrete textual syntax is very close to the abstract

syntax defined in Definition 2.4.16. It is given in Appendix B.2. In another step, one or

several so-called event sinks are newly defined or selected from a set of available event

sinks. The specified MFOTL formula is then lexically analyzed, parsed, and checked for

well-formedness and consistency with the selected signature.

If the formula passes all required checks, a new monitor M(φ) for φ is automati-

cally instantiated and associated with the selected event sinks. Event sinks are abstract

end points where monitored applications or other components send new state or event

information to. As an event sink receives a new event (i.e., a time-stamped first-order

structure with finite relations), it relays the event to all associated monitors. Upon ac-

tivation of the monitorM(φ), the monitor is notified of received events and processes

them in their order of arrival. As soon as the monitored property can be evaluated

with respect to a time point q ∈ N, the monitor M(φ) outputs the tuples that satisfy

(or violate) φ at q. Depending on the monitor’s configuration, the results of each time

point are output to the console or written to a text file.

Limitations. Note that the current version of our framework is not a production-

quality monitoring framework yet. While we implemented space optimization tech-

niques such as those described in Sections 5.4.1 and 5.4.2, the current version does

not implement the techniques described in Sections 5.4.3 and 5.4.4. Moreover, our

monitors do not employ any particular formula rewriting strategy as typically used

in database query processing to improve the processing speed of our monitors. Con-

sequently, the main purpose of the current monitoring framework is to provide an

environment and tool for conducting experiments. In this chapter, we report on the

analysis of the space consumption of our monitors in the context of our running exam-

ple and for related formula classes.

6.1.2 Architecture

Figure 6.1 presents the high-level view of the architecture of our runtime monitoring

framework. We now briefly describe its main components.
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Signature Manager

The signature manager component provides the ability to lexically analyze, parse, and

store arbitrarily defined first-order signatures. Accordingly, the signature manager

component consists of three sub-components, namely a lexical analyzer (lexer for short),

a parser, and a signature store. As usual, the lexer reads a signature definition as a

stream of input characters from the command line or a text file and groups them into

tokens. The tokens are then passed to the parser. The parser then reads a stream of

such tokens and tries to recognize the grammatical structure of the signature defini-

tion. The result of a successful parsing step is an abstract syntax tree providing an

in-memory representation of the input signature. The abstract syntax tree forms the

basis for further processing and can be stored in the signature store. Previously stored

signatures can also be loaded from the signature store.

We implemented both the lexer and the parser using the ANTLR v3 parser genera-

tor [Par07]. In Appendix B.1, we show the lexer and the parser grammars from which

ANTLR v3 generates the Java code that analyzes and parses new signature definitions.

The grammars also define the concrete syntax to specify new signatures.

Example 6.1.1. (Running example) The signature STPS of our running example can be ex-

pressed by the following concrete signature definition:

TPS-Signature:

predicates: trans(tID,cID), report(tID,cID);

Property Manager

Similar to the signature manager, the property manager component consists of dedi-

cated sub-components to tokenize and parse property specifications expressed using

a concrete MFOTL syntax. Moreover, two additional sub-components are responsible

for the analysis and the transformation of the temporal property specifications into

first-order formulae over extended signatures. For a each bounded TSF domain inde-

pendent MFOTL formula φ that is successfully parsed, analyzed, and transformed, a

new monitor componentM(φ) is automatically instantiated.

For the implementation of all sub-components of the property manager, we also

made use of ANTLR v3. As above, we used individual ANTLR v3 grammars to define

the concrete syntax of MFOTL and to generate the Java code for a respective lexer and

a parser. In addition, we used several tree grammars to analyze and transform the

input formulae. In Appendix B.2, we present the respective grammar specification

from which ANTLR v3 generated the basic Java code of our lexer and the parser. The

grammar also defines the concrete MFOTL syntax used to define properties that shall

be monitored.

Example 6.1.2. (Running example) Using our concrete syntax and assuming the above signa-

ture, we can determine violations of our example property by the following formula:
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((trans(?t,?c) and (once[0,30](

exists ?t1. (trans(?t1,?c)

and (eventually[0,2] report(?t1,?c))))))

and (not (eventually[0,2] report(?t,?c))))

Monitor Controller

The monitor controller is the core component of our runtime monitoring framework.

Its main capabilities are the instantiation of new runtime monitors from bounded and

TSF domain independent MFOTL formulae and the management (e.g., activation, paus-

ing, and de-activation) of any runtime monitor that is available in the monitor store

of the monitoring controller component. Each monitor is a separate sub-component

with an own data store maintaining the relations and auxiliary relations required to

incrementally process a timed temporal structure with finite relations. The monitors

are implementations of the online algorithm given in Figure 4.2.

At each time point when a monitor receives a new event (i.e., a first-order struc-

ture with an associated time stamp) from an event sink, the monitor updates its data

store, specifically the maintained auxiliary relations and the list of unevaluated sub-

formulae, according to the definitions given in Sections 4.4 and 4.6. As soon as all

the auxiliary relations required to evaluate the monitored property with respect to the

evaluation index are built, the monitor evaluates the transformed first-order formula

over the extended signature and outputs all satisfying assignments at that time point.

Technically, the updating of auxiliary relations and the evaluation of the transformed

first-order formula and its subformulae is implemented by a canonical mapping of

first-order formulae to relational algebra operations [Ull88].

For example, let D denote a relational database over a signature S = (C,R, a) with

p, q ∈ R and a(p) = a(q) = 3. Moreover, let x, y, z, v, w ∈ V, where V is a set of variables

disjoint from C and R. The first-order formula p(x, y, z) ∧ q(v, y, w) is evaluated over

D by computing a natural join operation of the relations pD and qD. Observe that the

resulting relation (p ∧ q)D is 5-ary and that (p ∧ q)D ⊆ adom(D)5.

Event Sink Controller

The event sink controller component provides the ability to define and instantiate event

sinks. Moreover, it allows for the registration of runtime monitors with one or several

such event sinks. Following the publish/subscribe paradigm, event sinks provide an

abstract interface for arbitrary internal or external components to send relevant state or

event information. As new information is made available to an event sink (e.g., from

a component processing log files or a monitored system component), the event sink

controller leverages an observer pattern [GHJV95] to ensure that all registered runtime

monitors receive this information for further processing. The use of event sinks as
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Figure 6.1: Architecture of the prototypical monitoring framework (simplified).

abstract end points thus allows for the integration of monitoring in a loosely coupled

way and supports both offline and online monitoring alike.

6.1.3 Offline Analysis of Log Files

For the offline analysis of log files, our monitoring framework provides a simple con-

sole interface. To perform an offline analysis of a log file, we start the console appli-

cation with three inputs: a signature definition file, a bounded and TSF domain inde-

pendent MFOTL formula, and a log file. Both the input signature and the formula are

specified using the concrete syntax given in Appendix B. Of course, the formula and

the log file must correspond to the signature. If this is the case, a runtime monitor is

automatically created for the input MFOTL formula. A dedicated log reader compo-

nent then reads the log file line-by-line and sends each row to the generated monitor

for incremental processing.

The log file is expected to be a comma-separated text file, where—except for the title

row—each row represents a time point with an associated time stamp and a first-order

structure over the associated signature. In Figure 6.2, we provide a tabular representa-

tion of such a log file for the signature STPS of our running example. The entries in the

first column are interpreted as time stamps and the other columns represent the tuple

values of singleton relations associated with predicates defined in the input signature.

A log file thus represents a timed database history over the input signature, where

all relations are singletons. The entries in the log file are assumed to be linearly or-

dered by the time stamps provided in the first column. In our current implementation

of the log reader component, time stamps are expected to be specified in UNIX time,

i.e., in elapsed seconds since 01.01.1970 00:00 Coordinated Universal Time (UTC). Note
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though that our framework also handles smaller time units for the time stamps such

as milliseconds.

We used the console version of our monitoring framework for our experimental

validation, which we describe in the next section.

6.2 Experimental Validation

In this section, we describe the experiments made to validate our monitoring approach

for the setting with finite relations and bounded TSF domain independent MFOTL for-

mulae. Our goal was to complement Lemma 5.5.3 with a more practical understanding

of the space consumed by the monitors generated for several formula classes and how

this changes under different parameter settings. In particular, we thus wanted to vali-

date whether monitoring practically relevant formulae was indeed feasible.

In the next section, we first describe our validation methodology. Finally, we present

our results and discuss their significance.

For the remainder of this section, let S = (C,R, a) be a signature, (D, τ) with D =

(D0, D1, . . . ) and τ = (τ0, τ1, . . . ) be a timed temporal database over S, and let φ be a

bounded and TSF domain independent MFOTL formula over S. Moreover, we write

φTPS to denote the MFOTL formula defining our example property from Example 2.4.20.

6.2.1 Methodology

We now present our validation methodology. To understand the rationale behind it,

recall that our runtime monitors are online algorithms that process possibly infinite

timed temporal structures. Moreover, note that the space consumption of a runtime

monitor at each time point depends both on the property being monitored and on the

prefix of the timed temporal structure observed up to that time point. To properly

assess the space consumption of our online runtime monitors, we thus conducted a

steady-state analysis for each of them as described in Appendix A.

We conducted the analysis for several concrete MFOTL formulae, each representing

a specific formula class. Moreover, each monitor was investigated under a variety of

parameter combinations. As parameters we considered the size of the sample domain

from which input data (i.e., timed temporal structures) were generated and the relative

event frequency, i.e., the average number of past or future time points that must be

considered to evaluate bounded MFOTL formulae at a given time point.

In the following, we present the individual steps of our experimental validation.

We first present and motivate the investigated formula classes. We then explain our

procedure to generate the timed temporal structures required to experimentally ana-

lyze each monitor. Finally, we explain how we measured the space consumption and

how we estimated the steady-state performance of our monitors.
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Analyzed Formula Classes

We investigated the space consumption of our runtime monitors for several formula

classes.

Formula classification. We classified bounded TSF domain independent MFOTL for-

mulae over S as follows:

Past-only formulae Πk: For k ∈ N, we denote as Πk the class of TSF domain indepen-

dent past-only MFOTL formulae with k nested past operators. For example, the

formula φ := α ∨ ( [0,5) β ∧ (�[4,9) γ)) with α, β, γ ∈ FOL is an element of Π2.

Future-only formulae Φk: For k ∈ N, we denote as Φk the class of TSF domain inde-

pendent future-only bounded MFOTL formulae with k nested future operators.

For example, the formula ψ := #(α ∨ (β U[2,8) (# γ))) with α, β, γ ∈ FOL is an

element of Φ3.

Alternating formulae Λk: For k ∈ N, denote as Λk the class of TSF domain indepen-

dent bounded MFOTL formulae with k nested and alternating past and future

operators. For example, the formula ψ := #(α ∨ (β S[2,8) γ)) with α, β, γ ∈ FOL is

an element of Λ2.

Note that the outermost temporal operator � is not counted in the classification. More-

over, observe that Π0 = Φ0 = Λ0 = FOL and that Λ1 = Π1 ∪ Φ1.

Investigated formulae. Table 6.1 shows the set of formulae over STPS that we in-

vestigated in our experiments. For the sake of comparison, we used the signature

STPS = (C,R, a) from our running example for all investigated formulae (see Exam-

ple 2.3.2). For each of these formulae, we analyzed the space consumption of the re-

spective monitor under different parameter settings. In addition, we also analyzed the

space consumption of the monitorM(φTPS) for our running example. Observe that all

formulae are elements of either Πk, Φk, or Λk, where k ∈ {1, 2}.

For the sake of comparison, the selected formulae all use metric temporal opera-

tors and are bounded both towards the past and towards the future. Moreover, we

deliberately chose all formulae to induce a sliding window of the same size in terms

of the maximal difference between relevant time stamps. As for our running exam-

ple, this time window consisted of 32 days (i.e., 2,764,800 seconds) for all the inves-

tigated formulae. Furthermore, observe that none of the formulae includes negation,

existential quantification, or any further restrictions on possible variable assignments.

The reason is that in the fragment of TSF domain independent formulae the allow-

able use of negation can only further restrict the cardinality of the result. Similarly,

existential quantification projects out individual columns from relations and thus re-

duces the size of all tuples included in the resulting relations. Also by using conditions
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ID Class Formula

φΠ1 Π1 trans(t, c) ∨ (�[0,33) report(t, c))

φΦ1a
Φ1 trans(t, c) ∨ (♦[0,33) report(t, c))

φΦ1b
Φ1 trans(t, c) U[0,33) report(t, c)

φΠ2a
Π2 trans(t, c) ∧ (�[0,17) report(t, c) ∧ (�[0,17) report(t, c)))

φΠ2b
Π2 trans(t, c) ∧ (�[0,17) report(t, c) ∨ (�[0,17) report(t, c)))

φΦ2a
Φ2 trans(t, c) ∧ (♦[0,17) report(t, c) ∧ (♦[0,17) report(t, c)))

φΦ2b
Φ2 trans(t, c) ∧ (♦[0,17) report(t, c) ∨ (♦[0,17) report(t, c)))

φΛ2a
Λ2 trans(t, c) ∧ (�[0,17) report(t, c) ∧ (♦[0,17) report(t, c)))

φΛ2b
Λ2 trans(t, c) ∧ (♦[0,17) report(t, c) ∧ (�[0,17) report(t, c)))

Table 6.1: Analyzed formulae and their classes.

that restrict allowable variable assignments, the cardinality of the associated relations

can only be restricted. For example, consider the formulae φ1 = �[0,16) report(t, c) and

φ2 = �[0,16) report(t, c)∧ t ≺ 10. It is not difficult to see that the set of satisfying variable

assignments is larger for formula φ1 than for formula φ2. By using only disjunction or

conjunction in the investigated formulae, we can thus more easily separate the effects

caused by our constructions from those caused by specific (non-temporal) characteris-

tics of the formula.

Also observe that the selected formulae do not use the temporal operators  I , #I ,

or SI . The reason for not considering I and#I follows directly from the constructions

of the respective auxiliary relations. Because both operators only require taking into

account the time point either immediately preceding or succeeding the evaluation time

point, the space required to store the respective auxiliary relations mostly depends on

the subformula that occurs in the scope of the operator and not on the incremental

construction. The reason for omitting SI from our analysis is that storing the respective

auxiliary relations usually requires less space than in the case of the operator �I . Note

that for a tuple ā ∈ Nn to represent a satisfying assignment to the free variables in some

formula β(x̄) SI γ(x̄) at a time point i ∈ N, either ā ∈ γDi or ā ∈ γDj at some time point

j < i with τi − τj ∈ I and ā ∈ βDk for all k ∈ N with j < k ≤ i. In contrast, for ā to be

a satisfying assignment to the free variables in a formula �I γ(x̄) at i, we only require

ā ∈ γDj at any j ∈ N with j ≤ i and τi − τj ∈ N.

Input Generation

We now describe the procedure used to generate the input data for our experiments.

First of all, we fixed the signature STPS to be used for all experiments. For the generation

of a timed temporal structure over STPS, we then proceeded as follows. To generate a

single first-order structure over STPS, for each predicate r ∈ R, we generated a singleton

relation by sampling a pair of values, each value from a predefined sample space us-

ing a discrete uniform distribution. As sample spaces, we used Ω5×200, Ω5×100, Ω50×200,
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Ω50×1000, or Ω1000×2000, where Ωc×t denotes the (composite) sample space consisting of a

set of c unique customer names (cID) and t unique transaction identification numbers

(tIDs), for c ∈ {5, 50, 1000} and t ∈ {200, 1000, 2000}. For example, using the sam-

ple space Ω50×1000, we may have generated the singleton relations {(819,Megan)} and

{(449,Barry)} for the predicates trans and report , respectively. In a subsequent step,

each generated first-order structure over STPS was associated with a time stamp repre-

sented in UNIX time. The time stamp was drawn from the domain of time stamps Ωτ

ranging from 01.01.2005 00:00:00 UTC through 01.01.2009 23:59:59 UTC, again using a

discrete uniform distribution. We then repeated this sampling process for the genera-

tion first-order structures with associated time stamps 5,000, 10,000, 15,000, 20,000, or

25,000 times. Finally, we ordered the generated timed first-order structures in ascend-

ing order according to the time stamps. As a result of this process, we obtained a set of

(finite) timed temporal structures over STPS, where all relations in the same timed tem-

poral structure were singletons containing data tuples from the same sample spaces

(i.e., Ω5×200, Ω5×1000, Ω50×200, Ω50×1000, or Ω1000×2000) and where each first-order structure

was associated with a time stamp ranging from from 01.01.2005 00:00:00 UTC through

01.01.2009 23:59:59 UTC.

Figure 6.2 depicts a part of an input sequence as generated according to the ex-

plained procedure using the sample space Ω50×1000. Intuitively, the generated input

sequences can be understood as recorded data streams or log files produced by the

TPS. A smaller sample space such as Ω5×200 represents a setting where a small number

of customers repeatedly engages in transactions and where the same transaction iden-

tification numbers re-occur several times. In other words, by using the sample space

Ω5×200 to generate an input sequence, the likelihood that two equal tuples appear at

two time points with similar time stamps is larger than in the case where a larger sam-

ple space is used. A large sample space such as Ω1000×2000 represents a situation where a

large number of distinct customers engages in a large number of distinct transactions.

Here, the likelihood of generated violations of our example property is significantly

smaller.

Because the formula φTPS and the formulae depicted in Table 6.1 all induce sliding

windows with a size of 32 days, the different lengths of the generated timed temporal

structures simulate scenarios with different event frequencies. For example, a gener-

ated timed temporal structure consisting of 5,000 first-order structures and associated

time stamps, which are approximately uniformly distributed over the 4 years induced

by Ωτ , simulates a scenario where, on average, a runtime monitor must take into ac-

count approximately 110 past or future time points to evaluate a formula at each time

point. In general, a formula with an induced sliding window size of w time units and

a timed temporal structure consisting of k first-order structures with time stamps uni-

formly distributed over a time period of δ time units yield an average relative event

frequency of kw
δ

. For the generated input sequences with lengths between 5,000 and
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Time stamp trans.tID trans.cID report.tID report.cID

01.01.2005 08:36:22 680 Hilel 995 Dorian

01.01.2005 09:19:50 70 Dana 19 Kasper

01.01.2005 10:45:35 118 Kimberly 940 Fleur

. . . . . . . . . . . . . . .

15.10.2006 10:17:53 753 Ann 23 Zelenia

15.10.2006 13:57:16 133 Farrah 996 Kylan

15.10.2006 14:56:42 819 Megan 449 Barry

. . . . . . . . . . . . . . .

01.01.2009 02:46:38 482 Ivan 213 Arthur

01.01.2009 04:32:23 90 Kyla 146 Adele

01.01.2009 06:35:24 106 Kylie 108 Kyra

Figure 6.2: Example of a finite timed temporal structure with singleton relations over

STPS. Each row in the table represents a first-order structure over STPS with an asso-

ciated time stamp. The time stamps were sampled from a time period ranging from

01.01.2005 00:00:00 UTC through 01.01.2009 23:59:59 UTC. The transaction identifica-

tion numbers (tID) were sampled from a domain of natural numbers ranging from 1

to 1,000 and the customer IDs (cIDs) were sampled from a domain consisting of 50

unique names.

25,000 events and our formulae, we thus obtained 5 scenarios with the (approximate)

event frequencies 110, 220, 330, 440, and 550.

Remark 6.2.1. Because our runtime monitoring approach can be applied in various application

contexts, each requiring its own domain-specific signature, we cannot generally know the true

probability distributions from which the processed timed temporal structures are sampled. Even

for specific application contexts, it may be difficult to realistically estimate the distribution of

the data appearing in the timed temporal structures of monitored systems. For our experiments,

we thus selected a relatively simple method to generate the input data for our experiments. If, in

a real-world application of our monitoring approach, the input data appearing in the processed

timed temporal structures are approximately distributed as those generated by the approach

described in this section, the results reported in this section are representative of the prospective

space consumption of a monitor in such a setting. If, however, the input data appearing in the

processed timed temporal structures follows a different distribution, then the results reported in

this chapter are not necessarily indicative of the prospective space consumption of our monitor

constructions in such a context.

Measurements

We now describe how we measured the space consumption of our monitors and the

size of the relevant active domain.
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Measuring space consumption. Similar to Section 5.5, we measured the space con-

sumption of a runtime monitorM(φ) by computing the sum of the cardinalities of all

auxiliary relations maintained byM(φ) at the end of each loop iteration. More specif-

ically, if i ∈ N denotes the current time point and q ∈ N denotes the next evaluation

index with 0 < q ≤ i (see Figure 4.2), we measured the space consumption of M(φ)

at the time point i by summing up the cardinalities of all auxiliary relations p
D̂j
α , r

D̂j
α ,

or s
D̂j
α associated with predicates pα, rα, or sα, for all temporal subformulae α of φ at

all time points j ∈ N with q − 1 ≤ j ≤ i. In the special case where q = 0, we only

summed up the cardinalities of the relations and auxiliary relations at the time points

j′ ∈ N with q ≤ j′ ≤ i. In both cases, we also added the cardinality of those relations

associated with predicates r ∈ R that are maintained to incrementally update the aux-

iliary relations at the time point i. Recall that the cardinality of a finite relation is the

number of unique tuples that it contains. Moreover, observe that the cardinality of a

relation only gives a crude estimate regarding the physical space required to store the

same information.

We mention that in certain cases we did not take into consideration the cardinality

of all auxiliary relations. This was the case whenever the auxiliary relation p
D̂j
α is con-

structed by projection from the auxiliary relation r
D̂j
α , for some temporal subformula

α of φ. Consequently, for temporal subformulae α of the form α = β UI γ, α = ♦I β,

α = �I β, and α = β SI γ, the cardinality of the auxiliary relations p
D̂j
α was not counted

separately.

Relevant active domain. For each time point i ∈ N, we also determined the cardinal-

ity of relevant active domain (rADOM) with respect to φ and (D, τ) at that time point.

Intuitively, the relevant active domain is the set of all data constants that appeared in

the relevant time window as seen from i. For the given formula φ, we can determine

the size of this time window by summing up the upper bounds of all metric intervals

appearing in φ and by taking into account possible operators #I and  I . Observe that

whenever the formula φ includes a temporal past operator SI (or a temporal operator

derived from SI) with I = [0,∞), then the relevant active domain comprises all data

constants from the entire observed prefix. In this case, the relevant active domain and

the active domain adom(D0, . . . , Di) as defined in Section 5.2.1 collide. Note that the

relevant active domain only provides an idealized benchmark. Specifically, observe

that storing the relevant active domain alone does not, in general, provide enough in-

formation to correctly evaluate φ. The reason is that data constants in the relevant pre-

fix are only counted once and the information about the actual time point(s) at which

they were contained in which relation is not maintained.

Example 6.2.2 (Running example). Consider once more the formula φTPS defining our exam-

ple property as given in Example 4.3.4. Recall that the original formula is first rewritten into
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the formula

trans(t, c) ∧
(
�[0,31) ∃t

′.trans(t′, c) ∧ ♦[0,3) report(t
′, c)

)
∧ ¬(♦[0,3) report(t, c)),

where the temporal operator � and the outermost quantifiers have been removed and the re-

mainder of the formula is negated. This formula is then transformed into the formula

trans(t, c) ∧ p�[0,31) ∃t′.trans(t′,c)∧♦[0,3) report(t′,c)(c) ∧ ¬p♦[0,3) report(t,c)(t, c),

where the temporal subformulae are replaced by auxiliary predicates.

For each time point i ∈ N, some associated evaluation index q ∈ N with 0 < q ≤ i, and

the lookahead index ℓq−1, we may determine the space consumption of the monitorM(φTPS) by

computing

Σi
j=q−1|r

D̂k

�[0,31) ∃t′.trans(t′,c)∧♦[0,3) report(t′,c)|+ |r
D̂j

♦[0,3) report(t′,c)|+ Σi
j=q+ℓq−1−1|report

D̂j |.

Note that for each temporal subformula α in our running example, the auxiliary relation for

pα is obtained by projection from the auxiliary relation for rα. Moreover, observe that we only

count the auxiliary relation for rα once for each time point.

Experimental Analysis of Space Consumption

For each of the formulae presented in Table 6.1 as well as for the formula φTPS, we con-

ducted a steady-state analysis as described in Appendix A. For each set of timed tem-

poral structures corresponding to some event frequency scenario, we first determined

the length of the warm-up phase by analyzing the evolution of the monitor’s space con-

sumption using the approach of Welch [Wel83]. For each formula φ and each parameter

combination, we then used the method of batch means to determine a point estimate

of the steady-state mean space consumption of the runtime monitorM(φ). Recall that

as parameters we considered the sample spaces Ω5×200,Ω5×1000,Ω50×200,Ω50×1000, and

Ω1000×2000 as well as the event frequencies 110, 220, 330, 440, and 550. In addition,

we estimated the steady-state mean cardinality of the relevant active domain for each

parameter combination. For each parameter combination, we finally determined the

steady-state mean encoding ratio as the fraction of the steady-state mean space con-

sumption ofM(φ) and the steady-state mean cardinality of the relevant active domain.

6.2.2 Results

We now present our results. To give an intuitive illustration of the nature of our

steady-state results, we first present an example of how a monitor’s space consump-

tion evolves over time. We then present the results of a steady-state analysis of the

space consumption of the runtime monitor generated for our running example under

different parameter settings. Finally, we present the results of a steady-state analysis
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of the formulae given in Table 6.1 for those parameter settings with an impact on the

space consumption. While the main focus of the analysis was on space consumption,

we also present results on the steady-state mean processing time of our monitors.

Example Evolution into Steady State

Figure 6.3 depicts a representative example of how the space consumption of a run-

time monitor evolves into steady state. In particular, Figure 6.3(a) shows how the

cardinality of the relevant relations and auxiliary relations maintained by the monitor

M(φTPS) evolves over time asM(φTPS) incrementally processes a (finite) timed temporal

database with singleton relations over STPS. The processed timed temporal database in-

cludes 5,000 linearly ordered first-order structures and was randomly generated from

the sample space Ω50×1000 as described in Section 6.2.1. For each time point, the chart

shows the (average) sum of the cardinalities of all relevant relations and auxiliary re-

lations at that time point (denoted by avg(|M|) and |M|, respectively). In addition,

Figure 6.3(a) also shows the (average) cardinality of the relevant active domain for

φTPS at each time point (denoted by avg(|rADOM|) and |rADOM|, respectively). While

the time window induced by φTPS is constant in terms of the maximal difference be-

tween relevant time stamps, observe that the cardinality of the relevant active domain

fluctuates over time. This is because both the number of structures occurring within

the relevant time window as well as the set of unique data values contained in those

structures are subject to the randomness induced by the input generation process de-

scribed in Section 6.2.1. From the average cardinalities of the relations maintained by

the monitor and also from the average cardinality of the relevant active domain up

to the current time point, in Figure 6.3(a) we can also identify the approximate length

of the warm-up phase and thus the time point whereM(φTPS) enters the steady state.

After about 500 time points, the monitor M(φTPS) seemingly starts to show steady-

state behavior. Indeed, using the approach of Welch, we determined the length of the

warm-up period to include the first 600 time points for this setting.

Complementing our illustration of the evolution of |M| and |rADOM| from Fig-

ure 6.3(a), the histograms in Figures 6.3(b) and 6.3(c) make explicit the frequency of

the absolute space required to either store |M| or |rADOM| at each time point after

M(φTPS) enters steady-state behavior. While the lower average space consumption of

the monitorM(φTPS) in the depicted setting is evident already from Figure 6.3(a), the

histograms also make clear how often the relations maintained by M(φTPS) become

large. For the analyzed setting, the number of times where the relations maintained

byM(φTPS) become large are negligibly rare. Note, however, that this must not hold in

other settings.
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Event frequency

φTPS 110 220 330 440 550

S
am

p
le

sp
ac

e Ω5×200 24.7± 0.8 45.4± 1.1 65.8± 1.3 86.2± 1.4 106.7± 1.5

Ω5×1000 24.6± 0.9 45.3± 1 65.7± 1.2 86.3± 1.3 106.8± 1.4

Ω50×200 24.6± 0.9 45± 0.8 65.7± 1 86.2± 1.3 106.8± 1.4

Ω50×1000 24.8± 0.9 45.2± 0.8 65.7± 1.3 86.2± 1.4 106.6± 1.5

Ω1000×2000 24.6± 0.8 44.9± 0.7 65.5± 0.8 86± 1 106.4± 1.2

Table 6.2: Point estimates and confidence intervals (α = 0.05) of the steady-state mean

space consumption ofM(φTPS) for different parameter settings.

Event frequency

rADOM 110 220 330 440 550

S
am

p
le

sp
ac

e Ω5×200 147.2± 3.8 184.5± 0.8 214.1± 4.3 224.2± 7.3 235.5± 10.5

Ω5×1000 230.8± 4.7 393.3± 6.8 514.1± 6.3 610.4± 6.1 685.6± 5.9

Ω50×200 198± 4.2 249.8± 2.4 268.6± 7.5 269.4± 11 292.1± 12.3

Ω50×1000 288.5± 6.6 441.2± 5.8 563.6± 6.9 655.7± 5.9 733.1± 5.7

Ω1000×2000 460.5± 10.7 812.1± 11.1 1, 115± 8.6 1, 358± 14.1 1, 565.2± 11.8

Table 6.3: Point estimates and confidence intervals (α = 0.05) of the steady-state mean

cardinality of the relevant active domain for different parameter settings.

Steady-state Analysis of Running Example

While Figure 6.3 presents a single example of how the space consumed by M(φTPS)

may evolve over time, Tables 6.2 and 6.3 as well as Figure 6.4 document the results of

our steady-state analysis ofM(φTPS)’s space consumption for several parameter combi-

nations. Specifically, Figure 6.4(a) presents the point estimates of the steady-state mean

space consumption of the monitorM(φTPS) and the point estimates of the steady-state

mean relevant active domain for 25 possible parameter combinations. The abscissa

represents the event frequency and, in particular, marks the 5 investigated event fre-

quencies as induced by the sets of processed timed temporal structures of varying

length. The ordinate represents the total cardinality of all relations maintained by

M(φTPS) or the cardinality of the relevant active domain. The chart includes the follow-

ing graphs. The graph S-s avg(|M|) represents the point estimates of the steady-state

mean space consumption of the monitorM(φTPS) for the 5 investigated event frequen-

cies and all the investigated sample spaces Ω5×200 through Ω1000×2000. Because for any

investigated event frequency the point estimates for the steady-state mean space con-

sumption of M(φTPS) was not significantly different for any of the analyzed sample

spaces, S-s avg(|M|) only shows 5 instead of 25 data points. See Table 6.2 for the actual

estimates.

In contrast, the 5 graphs denoted S-s avg(|rADOMc×t|) for c×t ∈ {5×200, 5×1000, 50×

200, 50×1000, 1000×2000} each present the 5 point estimates of the steady-state mean
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Event frequency

φ Ωc×t 110 220 330 440 550

φΠ1

Ω5×200 113.7 222.8 331 439.3 547.6

Ω1000×2000 113.3 222.3 330.6 439.5 547.5

φΦ1a

Ω5×200 337.1 664.6 986.2 1,310 1,633.3

Ω1000×2000 335.7 662.2 984.7 1,310 1,632.6

φΦ1b

Ω5×200 448.8 885.5 1,312.1 1,742.7 2,172.6

Ω1000×2000 446.9 881.9 1,310.2 1,743.1 2,172.1

φΠ2a

Ω5×200 114.3 223.6 332.9 442 551

Ω1000×2000 114.3 223.2 332.6 442.1 550.8

φΠ2b

Ω5×200 3,121.4 11,723.8 25,328.3 43,460.7 65,991.7

Ω1000×2000 3,216.1 12,326.8 27,420.7 48,534.7 75,369.4

φΦ2a

Ω5×200 3,405.9 12,751.9 27,896.4 48,952.4 75,883.8

Ω1000×2000 3,382.7 12,671.9 27,803.4 48,966.6 75,837.3

φΦ2b

Ω5×200 6,389 24,273 52,689 91,568.3 140,642.2

Ω1000×2000 6,482 24,739.2 54,602.7 96,556.7 149,792.5

φΛ2a

Ω5×200 170.5 334.6 497.3 659.5 821.8

Ω1000×2000 170.5 333.5 496.6 659.9 821.4

φΛ2b

Ω5×200 3,328.9 12,620 27,825.1 48,930.1 75,949

Ω1000×2000 3,328.4 12,550.2 27,755.9 48,980.6 75,928.2

Table 6.4: Point estimates of the steady-state mean space consumption of M(φ) for

different parameter combinations for all formulae φ of Table 6.1.

cardinality of the relevant active domain for the respective sample space. For a better

comparison of the relative space consumption of the monitorM(φTPS), in Figure 6.4(b)

we present the point estimates of the steady-state mean encoding ratios for all the

investigated parameter settings.

General Steady-state Analysis

Table 6.4 summarizes the results of our general analysis for the formulae of Table 6.1.

Because for a given event frequency, again, the steady-state mean space consumption

of the monitors was not significantly different for any of investigated sample spaces,

we only provide the results for the sample spaces Ω5×200 and Ω1000×2000, where the

respective differences were largest. In addition, in Figure 6.5, we depict the results of

our analysis for each analyzed formula of Table 6.1 for the setting where Ω1000×2000 was

used as the sample space. As for our running example, we also show the steady-state

encoding ratios for all formulae. For ease of readability, Table 6.4 only shows the point

estimates. We remark that for all investigated formulae and parameter combinations,

the positive and negative increments demarcating the confidence intervals for α = 0.05

are all within 4 % of the respective point estimate.
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Event frequency

Formula 110 220 330 440 550

φTPS 1.2 1.8 2.2 2.6 3.3

φΠ1 2.0 3.2 4.6 6.2 7.7

φΦ1a
4.0 8.5 11.2 15.6 20.7

φΦ1b
9.9 50.2 112.6 206.2 324.2

φΠ2a
1.8 2.8 4.2 5.5 6.8

φΠ2b
12.1 48.9 121.7 214.4 343.4

φΦ2a
6.1 13.3 16.7 23.2 32.2

φΦ2b
17.0 76.2 125.1 274.7 402.3

φΛ2a
3.8 7.8 10.4 14.3 19.2

φΛ2b
17.3 63.4 128.0 231.6 346.2

Table 6.5: Point estimates of the steady-state mean processing time (in milliseconds)

of the monitorM(φ) for the formula φTPS and the formulae of Table 6.1 for the sample

space Ω1000×2000 and different event frequencies.

Steady-state Processing Times

While the main focus of our experimental validation was on space consumption, Ta-

ble 6.5 presents results on the processing performance of our monitors in steady state.

In particular, it shows point estimates of the steady-state mean processing time of the

analyzed monitors to process a single increment (i.e., to process a newly arrived tem-

poral structure and to update all auxiliary relations accordingly). All numbers are

given with milliseconds as the time unit. The table reports the point estimates for dif-

ferent event frequencies and the sample space Ω1000×2000. The processing times for the

generated timed temporal structures with the other sample spaces did not differ sig-

nificantly. All experimental results were obtained on an IBM Thinkpad T60p with an

Intel Core Duo T2600/2.16 GHz CPU, 2 GB of RAM, and running Windows XP.

6.2.3 Discussion

We now discuss the reported results and comment on their significance.

Running Example

First of all, let us consider the results of the steady-state analysis for our running ex-

ample. To begin with, it is interesting to note that the choice of the sample space had

a negligible impact on the steady-state mean space consumption of M(φTPS). In con-

trast, an increase in the event frequency resulted in a linear increase of the mean space

consumed by M(φTPS) in steady state. Contrasting the steady-state space consump-

tion ofM(φTPS) with the steady-state mean cardinality of the relevant active domain,
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we found that under the investigated parameter settings, our monitoring approach re-

sulted in rather low encoding ratios (see Figure 6.4(b)). Because a larger sample space

resulted in a larger steady-state mean cardinality of the relevant active domain, the

steady-state encoding ratios of runtime monitors for larger sample spaces were smaller

than those for small sample spaces. Note that our procedure to generate the input data

for our experiments yields a low number of violations. Moreover, keep in mind that

our analysis focussed on the steady-state mean space consumption and does not assert

much about extremes (see Figure 6.3).

General Analysis

The insights gained from the steady-state analysis of the monitor M(φTPS) for our

running example also hold for the monitorsM(φΠ1),M(φΦ1a
),M(φΦ1b

),M(φΠ2a
), and

M(φΛ2a
), respectively. Under all the investigated parameter settings, the incremen-

tal updates of these runtime monitors resulted in a low steady-state mean space con-

sumption and yielded equally low steady-state mean encoding ratios. Furthermore, an

increased event frequency yielded a linearly increasing steady-state mean space con-

sumption.

The situation looked differently for the monitors M(φΠ2b
),M(φΦ2a

),M(φΦ2b
), and

M(φΛ2b
) though. While the use of disjunctions in the temporal subformulae of φΠ2b

and φΦ2b
naturally resulted in large relations and thus a large steady-state mean space

consumption of the monitors M(φΠ2b
) and M(φΦ2b

), also the monitors M(φΦ2a
) and

M(φΛ2b
) yielded comparably large auxiliary relations. Given the fact that the formu-

lae φΦ2a
and φΛ2b

only include conjunctions, which restrict the cardinality of the final

result, this may come as a surprise. The reason for the large cardinality of the respec-

tive relations lies in the incremental updating of the auxiliary relations for the nested

temporal future subformula. Because this temporal subformula is in the scope of a

temporal future subformula itself, the runtime monitor maintains a dynamically de-

termined number of partially built extended structures for each time point between

the latest evaluation index and the current event index. The number of such structures

is bounded by the maximal number of possible time points that may occur within the

interval induced by all the temporal future operators of the respective formula. Re-

call from Section 5.5 the need for a bound ℓ ∈ N on the number of equal and adjacent

time stamps in the sequence τ in order to obtain a bound on the maximal number of

possible time points.

The use of temporal future operators does not necessarily lead to a large space

consumption. In spite of the nested future operator in formula φΦ2a
, the steady-state

mean space consumption of the monitorM(φΦ2a
) was almost as low as for the monitor

M(φΠ1). Comparing the space consumption of the monitors M(φΦ2a
) and M(φΦ2b

),

we see that the order in which past and future operators are nested had a significant

impact on the steady-state mean space consumption of the respective runtime moni-
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tor. While the nested use of a future operator in the scope of a temporal past operator

had a negligible impact on the steady-state mean space consumption, the inverse case,

namely the nesting of a temporal past operator in the scope of a temporal future op-

erator such as ♦I or UI resulted in a considerably increased steady-state mean space

consumption.

The differences regarding the steady-state mean space consumption of the runtime

monitors for the investigated formulae is only partially reflected in the point estimates

on the steady-state mean processing times of the respective monitors. Not surprisingly,

the worst performance occurred in the setting with the highest event frequency. In par-

ticular, in the setting with an event frequency of 550, we estimated the expected steady-

state mean processing time (i.e., the time required to incrementally process a newly

arrived temporal structure and to update all affected auxiliary relations accordingly)

of the monitorM(φΦ2b
) to take 0.402 seconds. In other words, in steady state the mon-

itorM(φΦ2b
) is expected to take on average 0.402 seconds to perform each incremental

updating step. Other runtime monitors with a high steady-state mean space consump-

tion also exhibited an increased steady-state mean processing time. Specifically, this

was true for the monitorsM(φΦ1b
),M(φΠ2b

), andM(φΛ2b
), for which we obtained esti-

mates around 0.3 seconds in the setting with the highest event frequency. The monitors

M(φΠ2a
) andM(φΦ2a

), however, demonstrated that despite a high steady-state mean

space consumption, the steady-state mean processing time can still be low. Similarly,

we estimated the steady-state mean processing times of the runtime monitorsM(φTPS),

M(φΠ1),M(φΦ1a
),M(φΦ2a

), andM(φΛ2a
) to be between 1.2 and 20.7 milliseconds for

all investigated event frequencies.

Considering that our implementation is still prototypical and no effort has been

spent on the implementation of optimized data structures and other performance opti-

mization techniques, our results suggest that the online monitoring of all investigated

formulae can indeed be feasible in many practical settings. Of course, future research

will have to further substantiate this conjecture.

While the use of future operators tended to result in a larger steady-state mean

space consumption, note that their use might substantially shorten property specifica-

tions. As a result, there might be a trade-off between a more succinct specification that

uses future operators and a longer specification that relies on only past operators. The

former would result in a smaller number of more space consuming auxiliary relations,

whereas the latter would result in a larger number of less space consuming auxiliary

relations. We emphasize that it remains an open problem to prove whether or how

such a succinctness result for MFOTL, similar to the results for propositional temporal

logics mentioned in Section 2.4.6, can be established. Also note that some properties

expressible within bounded MFOTL may not be expressible using only past operators

at all.
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Further Remarks

Because the space consumption of our monitoring approach does not only depend on

the property under consideration but also on the timed temporal structure that is pro-

cessed by the respective monitor, the interpretation of our results requires care. In par-

ticular, our results only carry over to practical settings where an observed system be-

havior approximately follows the input distributions that we used in our experiments.

In this context, it is also important to note that the characteristics of real systems may

change over time and thus might not have stable steady-state distributions. In spite of

this, an experimental analysis of the steady-state mean space consumption of an on-

line monitoring algorithm as described in this chapter still constitutes a valuable tool

to better understand the performance of the investigated algorithm under well-defined

conditions. Specifically, the ability to control individual parameters makes possible a

refined sensitivity analysis of the algorithm under scrutiny.

Independent of the above concerns, it would be interesting to compare our results

with competing approaches. However, two runtime monitoring approaches are only

comparable if their specification languages are equally expressive. If this is not the

case, the approach that offers more expressiveness trivially prevails in terms of the

properties that can be specified. On the other hand, the approach that provides less

expressiveness typically succeeds in terms of the space and time required to decide

whether some observed prefix satisfies or violates a given property.

We are not aware of any competing runtime monitoring approach for properties

expressed using bounded and TSF domain independent MFOTL formulae. While most

other monitoring approaches provide less expressiveness, it might be possible to ex-

tend Toman’s logical data expiration approach for 2-FOL to also handle 3-FOL formu-

lae [Tom03]. This would provide a benchmark for properties expressed in MFOTL.

However, neither an extension of Toman’s technique to 3-FOL nor a respective mon-

itoring approach that implements it are currently available. Moreover, as 2-FOL is

known to be more expressive than FOTL, a comparison of the relative performance of

the two approaches would not necessarily be meaningful either.

For different reasons, the linear road benchmark [ACG+04], which was proposed

to compare different stream processing systems, cannot be used either. One reason is

that it focusses on processing performance and scalability. Another reason is that the

queries used to run the benchmark require aggregate operators to compute sums or

averages of the data elements in the monitored streams. Aggregate operators, however,

are not first-order definable and thus not provided by MFOTL.
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6.3 Summary and Outlook

In the first section of this chapter, we briefly described our prototypical runtime mon-

itoring framework. The framework allows for generating runtime monitors for prop-

erties specified by bounded and TSF domain independent MFOTL formulae. It permits

both the online and offline monitoring of arbitrary system behavior that can be repre-

sented in terms of timed temporal structures with finite relations.

In the second section of this chapter, we described how we validated the practi-

cal feasibility of our monitoring approach by analyzing the space consumption of the

runtime monitors generated by our framework. We first focussed on our running ex-

ample and investigated the steady-state mean space consumption the monitorM(φTPS)

under a variety of parameter settings. Under all the investigated parameter settings,

the monitorM(φTPS) showed both a low steady-state mean space consumption and an

equally low steady-state mean encoding ratio. This suggests that our monitoring ap-

proach could be feasibly applied in a respective monitoring setting. In a second step,

we also investigated the space consumption of runtime monitors for representative

formulae of several simple but seemingly practical formula classes. All investigated

formulae could be handled by our monitor without problems. While most formulae

resulted in a low steady-state mean space consumption of the respective monitors, the

nesting of temporal future operators yielded a comparably large steady-state mean

space consumption. We complemented our analysis with results on the steady-state

mean processing times of the investigated runtime monitors. Taken together, our re-

sults strongly suggest that the presented runtime monitoring approach is feasible for

many practical problems.

Our results suggest several areas for further study. First of all, it would be inter-

esting to investigate alternative constructions and additional optimization techniques,

particularly geared towards a more space-efficient handling of the future operator UI

and the derived operator ♦I . Moreover, it is important to settle the question whether

the bounded MFOTL fragment is more expressive than the past-only MFOTL fragment.

If the two fragments were equally expressive, it would be natural to investigate to what

extent the bounded MFOTL fragment could result in more succinct property specifica-

tions. Finally, it will be important to further expand our analysis of the steady-state

space consumption of our approach, including a comprehensive investigation of ad-

ditional formula classes and other input distributions. Once our algorithms and data

structures have been further optimized, the analysis should also more strongly focus

on other parameters such as the steady-state mean processing time.
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Figure 6.3: Example evolution of the space consumption of the monitorM(φTPS). The

processed timed temporal database consisted of 5,000 first-order structures with sin-

gleton relations. Each structure was sampled from the sample space Ω50×1000 using

discrete uniform distributions and was associated with a time stamp from the sample

space Ωτ ranging over the time period from 01.01.2005 00:00:00 UTC through 01.01.2009

23:59:59 UTC.
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spective steady-state mean encoding ratios for the formulae of Table 6.1 for the setting

with the sample space Ω1000×2000 and the event frequencies 110, 220, 330, 440, and 550.
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“Liberty is obedience to the law

which one has laid down for oneself.”

Jean-Jacques Rousseau

Chapter 7

Case Study I: Compliance

Recent years have witnessed a growing amount of regulatory requirements directed

towards businesses, particularly publicly traded companies. Prominent examples of

such regulations include the Sarbanes-Oxley Act [Sox02], the USA Patriot Act [Pat01],

the Bank Secrecy Act [BSA70], and de facto standards such as the International Finan-

cial Reporting Standards [Sta08]. To achieve and maintain compliance with an increas-

ing amount of new and constantly changing regulations, organizations must address

relevant requirements on different levels [AvKM+06]. On the level of information tech-

nology, for example, sensitive information must be adequately protected by means of

access control or encryption. Another approach is to continuously monitor regulatory

requirements by means of runtime monitoring [GLM+05, GMP06]. To this end, rele-

vant requirements must be formally captured using a sufficiently expressive property

specification language. Moreover, a suitable monitoring method for the selected prop-

erty specification language is required.

In this chapter, we illustrate the use of MFOTL to formally express regulatory re-

quirements. Moreover, we show to what extent the formalized requirements can be

monitored using our runtime monitoring approach for finite relations as presented in

Chapters 4 and 5.

This chapter is structured as follows. In Section 7.1, we state our objectives and

present a set of regulatory requirements that we used in our case study. Section 7.2 then

explains how the presented requirements can be formally expressed as bounded and

TSF domain independent MFOTL formulae. In Section 7.3, we investigate to what extent

the monitoring of the formalized requirements is practically feasible. We conclude the

chapter with a summary in Section 7.4.

7.1 Overview

We first clarify the objectives of the case study described in this chapter. We then

present a set of example requirements, which we used to conduct our case study.

117
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7.1.1 Objectives

The objectives of this case study were twofold:

1. Determine to what extent regulatory requirements can be expressed as bounded

and TSF domain independent MFOTL formulae.

2. Investigate whether monitoring the resulting formulae is practically feasible.

To address the first objective, we investigated whether a set of example requirements

could be formally captured using bounded and TSF domain independent MFOTL for-

mulae. Naturally, we only considered regulatory requirements that restrict the organi-

zational behavior as reflected on the level of information technology (IT).

To address the second objective, we first investigated the relationship of the for-

malized requirements to the formula classes that we analyzed in the previous chapter.

Moreover, we performed additional experiments similar to those described in the pre-

vious chapter.

7.1.2 Example Requirements

Figure 7.1 depicts a set of regulatory requirements. The requirements closely resemble

but are a significantly shorted version of those made on financial institutions under

the USA Patriot Act [Pat01], Section 326, in particular the Code of Federal Regula-

tions (CFR) that implements it, 31 CFR paragraph 103.121.

(1) A bank must obtain the following information prior to opening an account:

name; date of birth; residential address; identification number.

(2) The bank must verify the identity of each customer, using the information obtained in accor-

dance with the above requirements, within a reasonable time after the account is opened.

(3) The bank must close an account, after attempts to verify the customer’s identity have failed.

(4) The bank must retain a record of all information obtained according to the above requirements.

(5) The bank must retain the recorded information for two years after an account is closed.

Figure 7.1: Regulatory requirements inspired by 31 CFR 103.121.

Note that the requirements depicted in Figure 7.1 leave room for interpretation.

For example, the second requirement uses the term “reasonable time” to qualify the

amount of time that may elapse between the opening of a new account and the ver-

ification of the identify of the associated customer. The use of such vague terms is

typical of most regulations. Their meanings normally depend on the type and size of

the affected organization, the industry and country of operation, or the technological

possibilities and must usually be determined by a legal domain expert. Because the

formalization of the requirements requires concrete instantiations for all these terms,

we made arbitrary assumptions with respect to their meaning. We emphasize that the

selected interpretations do not influence the results of our case study.
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Because the regulatory requirements in Figure 7.1 concern different banks, each of

a different size, structure, etc., the regulatory text only assumes a small set of gen-

eral concepts that each bank is requirement to implement. For example, each bank

is expected to have a specific representation for accounts and each bank is required

to collect certain customer information attributes. Moreover, a bank is expected to be

able to execute certain actions on their accounts or customer information records. For

example, banks are expected to be able to open and close accounts as well as to ob-

tain, retain, verify, and discard customer information associated with these accounts.

The regulation does not assume specific implementations for these objects or actions.

Instead, it merely states general constraints that any implementation must satisfy.

In our formalization, we only focus on those aspects of the regulatory requirements

that are necessary for monitoring. In particular, we treat the specific implementations

of accounts, customer records, etc. as black boxes. We assume that the IT components

that implement the respective functionality are instrumented in such a way that all

necessary events can be observed and are reliably communicated to the runtime mon-

itor.

7.2 Formalization of Regulatory Requirements

We now explain how the requirements from Figure 7.1 can be formalized as bounded

and TSF domain independent MFOTL formulae. To this end, we first define an appro-

priate signature. We then formalize the requirements as formulae over this signature.

Because regulatory requirements are typically managed by each bank alone, our

formalization is from the perspective of a single bank. An extension of our formaliza-

tion to the case where a third party (e.g., an auditing company) continuously monitors

a set of banks is straightforward.

7.2.1 Signature Definition

For our formalization, we use the signature SCFR = (R,C, a), where R = {open, close,

obtainInfo, retainInfo, discardInfo, verifyID}, C = {failed}, and

a(r) =







1 if r ∈ {open, close, obtainInfo, retainInfo, discardInfo}, and

2 if r ∈ {verifyID}.

The predicates in R are used to refer to all the events that are relevant in the moni-

tored setting. As usual, we interpret formulae over SCFR with respect to timed tempo-

ral structures over SCFR and an infinite domain |D|, consisting of the natural numbers

N (representing unique account identifiers) and a dedicated value failed |D|. Every ob-

served SCFR-structure represents the occurrence of a set of events (i.e., relations). The

events associated with open and close occur whenever an account is opened or closed,
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respectively. The event associated with obtainInfo signals the fact that a valid record of

customer information has been obtained. By valid we mean that the obtained values

for the attributes name, date of birth, residential address, and identification number are

all meaningful. The event associated with retainInfo occurs whenever the bank starts

to retain a record of customer information associated with an account. In contrast, the

event discardInfo indicates that an existing customer record has been deleted. Finally,

the event verifyID occurs whenever the bank has verified the identity of a customer

associated with an account using the previously obtained customer information. Its

second attribute indicates whether the verification of a customer’s identify has failed

(denoted by failed |D|). Because for a given bank all requirements concern individual

accounts, we can use a single unique identifer in predicates to correlate associated

events.

7.2.2 Formalized Requirements

We now present how we formalized the requirements from Figure 7.1 as MFOTL for-

mulae over SCFR. In all subsequent formulae, metric constraints are interpreted using

days as the time unit.

Requirement (1)

Formula (7.1) expresses the requirement that before a new account is opened, at least

the name, the date of birth, the address, and an identification number of the customer

must be obtained.

�∀a.open(a)→
(
� obtainInfo(a)

)
(7.1)

Recall that we assume that the predicate obtainInfo only evaluates to true in case a

valid and complete set of customer attributes has been obtained.

Requirement (2)

Formula (7.2) states that whenever the bank has opened a new account, it must verify

the identity of the associated customer using the previously collected customer infor-

mation within a reasonable time.

� ∀a.open(a)→
(
♦[0,3) ∃result .verifyID(a, result)

)
(7.2)

In our formalization, we interpreted the term “reasonable time” to mean at most 2

days. Note that for Formula (7.2) to be satisfied by a timed temporal structure, the

outcome of the customer verification does not matter.
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Requirement (3)

Formula (7.3) models the requirement that the bank must close a tentatively opened

account whenever it cannot successfully verify a customer’s identity.

� ∀a.verifyID(a, failed)→
(
♦[0,4) close(a)

)
(7.3)

In our formalization, we required that the account must be closed within three days.

Requirement (4)

Formula (7.4) expresses that a bank has to retain the record of obtained customer infor-

mation.

� ∀a.obtainInfo(a)→
(
�[0,2) retainInfo(a)

)
(7.4)

Because it would be too strict to require that the event that signals the successful gath-

ering of customer information and the event that denotes the start of the retention

process occur at exactly the same time, we allow for the retention process to be started

within a day before the complete customer record was obtained.

Requirement (5)

Formula (7.5) expresses the constraint that a customer record may only be deleted if

the corresponding account has been closed for at least two years (i.e., 730 days).

�∀a.discardInfo(a)→
(
�[730,∞) close(a)

)
(7.5)

7.2.3 Discussion

Formulae (7.1)–(7.5) demonstrate that compliance requirements can be expressed as

MFOTL formulae of the form �φ, where φ is bounded and TSF domain independent.

Hence, we can use our runtime monitoring algorithm for finite relations to check

whether an observed timed temporal structure violates the any of these formulae.

Our formalization relies on several assumptions. In particular, we assume that all

relevant events can be observed and that no events are duplicated, lost, or delayed.

To this end, we require trustworthy signalling mechanisms on the part of the systems

that implement and manage the respective business functionality (e.g., to open or close

accounts and store or delete associated customer information). Moreover, we require a

reliable communication infrastructure. To what extent these assumptions can be real-

ized in practice does not concern us here.
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7.3 Monitoring Compliance Requirements

In this section, we investigate the practical feasibility of our method for monitoring the

formalized compliance requirements presented in the previous section.

We start with some observations. Subsequently, we describe additional experi-

ments and discuss their results.

7.3.1 Observations

Observe that Formulae (7.1)–(7.5) are instances of two formula classes that we ana-

lyzed in Section 6.2. In particular, Formulae (7.1), (7.4), and (7.5) are instances of the

class Π1 and Formulae (7.2) and (7.3) are instances of the class Φ1. Moreover, Formu-

lae (7.2), (7.3), and (7.4) only finitely reach into the past or the future.

Recall that for monitoring, the outermost temporal operator as well as the universal

quantifier are removed and the remaining formula is negated. See Section C.1 for the

resulting formulae in concrete syntax. Except for the different predicates, the respective

arities, the metric constraints, and the use of conjunctions instead of disjunctions, the

formulae as used for monitoring are almost identical to the formulae φΠ1 and φΦ1a
from

Table 6.1. As we measure space consumption by the cardinality of relevant relations

and because we focus on (relative) event frequencies, neither the arity of the predicates

nor the absolute size of the metric constraints play a role in our analysis. Moreover,

whether we use a conjunction or a disjunction in formulae of the classes Π1 and Φ1 has

no impact on the size of the maintained auxiliary relations and does not significantly

affect the processing times in the analyzed setting either.

As a result of the above considerations, we can use the results from the analysis of

the formulae φΠ1 and φΦ1a
from Table 6.1 as an indication of the feasibility of moni-

toring these formulae. In particular, we can carry over the result that the steady-state

mean space consumption of the respective runtime monitors increases linearly with the

frequency of events in the relevant time window (under the assumptions used in the

experiments of Section 6.2). Similarly, we can carry over that the respective runtime

monitors have a low steady-state mean processing time, which means that relevant

events can be processed efficiently. From these observations, we expect the (online)

runtime monitoring of Requirements (2)–(4) to be feasible in practical settings where

events occur with event frequencies and distributions similar to the analyzed setting.

While we have not performed experiments for event frequencies higher than 550,

from our constructions in Section 4.4 and the experimental results from Section 6.2, we

expect that both the steady-state mean space consumption and the steady-state mean

processing time increases linearly also for higher event frequencies. This strongly sug-

gests that the Requirements (2)–(4) can be efficiently monitored also in settings where

more than 550 new accounts are opened or verified within the 3 days assumed above.

Because their temporal operators may refer infinitely far into the past, the situation



7.3. MONITORING COMPLIANCE REQUIREMENTS 123

is different for the Formulae (7.1) and (7.5). Specifically, the space consumption of the

runtime monitors generated for these two formulae may increase infinitely with the

number of processed structures. This can be seen as follows. Recall that each structure

over the signature SCFR represents a set of compliance-relevant events occurring at a

given time point and with an associated time stamp. As time progresses, we expect

the monitored bank to open new accounts for new customers, which are associated

with new unique identifiers. Consequently, as the number of already processed identi-

fication numbers increases, the cardinality of the auxiliary relations maintained for the

temporal subformulae � obtainInfo(a) and �[730,∞) close(a) in Formulae (7.1) and (7.5),

respectively, increases inevitably.

We emphasize that this increase is due to the specific formalization of the require-

ment and the semantics of the formula. Specifically, it is not caused by our monitoring

approach. Indeed, as shown in Section 5.5 the space consumption of our runtime mon-

itors is polynomially bounded by the cardinality of the data that appeared in the pro-

cessed prefix. In other words, the space consumption of our runtime monitors depends

on the data elements in the processed prefix and not on the length of the prefix.

7.3.2 Experimental Analysis

To assess to what extent the Formulae (7.1) and (7.5) can nonetheless be monitored, we

performed further experiments. In the following, we write φR(1) for Formula (7.1) and

φR(5) for Formula (7.5).

Setup of the Experiments

The setup of our experiments was analogous to those described in Section 6.2.1.

Generation of input data. Because of the lack of realistic input data, we generated

(finite) timed temporal structures over SCFR using a procedure analogous to the one de-

scribed in Section 6.2.1. Each structure was sampled from the sample space Ω25,0006×2.

Specifically, for each of the 6 predicates in R, a singleton relation was randomly created

by instantiating one of 25,000 unique account identifiers with equal probability. For the

predicate verifyID , the generated relation also contained the dedicated value failed |D|

in 10% of the cases. As described in Section 6.2.1, we also used the sample domain Ωτ

for generating time stamps from 01.01.2005 UTC through 01.01.2009 UTC.

Measurements. As described in Section 6.2.1, we measured the space consumption

of the generated monitors by the cardinality of the relevant auxiliary relations. In addi-

tion, we calculated the active domain (ADOM) from all relations with associated pred-

icates appearing in the formula. Moreover, for selected time points, we also measured
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Number of processed events

Formula 500 1,000 2,500 5,000 10,000 15,000 20,000 25,000

φR(1) 492 986 2,381 4,535 8,351 12,442 15,721 18,842

φR(5) 499 992 2,456 4,911 9,862 13,858 17,721 20,828

Table 7.1: Average space consumption of M(φR(1)) and M(φR(5)) for monitoring a

timed temporal SCFR-structure as computed from 10 independent replications of the

experiment.

Number of processed events

Formula 500 1,000 2,500 5,000 10,000 15,000 20,000 25,000

φR(1) 1.5 4 14 56 146 533 1,620 2,242

φR(5) 1.2 2.9 10 33 132 410 1,515 1,840

Table 7.2: Average time (in seconds) required byM(φR(1)) andM(φR(5)) for monitoring

a timed temporal SCFR-structure as computed from 10 independent replications of the

experiment.

the time required to process a timed temporal structure up to that time point. Specifi-

cally, we measured after 500, 1000, 2,500, 5,000, 10,000, 15,0000, 20,000, and 25,000 time

points.

Analysis and Results

We used our runtime monitoring framework to generate the monitors M(φR(1)) and

M(φR(5)) and to process 10 independently generated timed temporal SCFR-structures

as explained above. Table 7.1 gives the average cardinalities of the relevant auxiliary

relations maintained byM(φR(1)) andM(φR(5)) after having processed prefixes of the

generated timed temporal structures of different lengths up to at most 25,000 time

points. Similarly, Table 7.2 presents the average times required to process a prefix of

the generated timed temporal structures up to at most 25,000 time points.

The results show that the space consumption of the monitorsM(φR(1)) andM(φR(5))

increases linearly as they incrementally process finite prefixes of timed temporal SCFR-

structures. Because the procedure used to generate the input data, in particular, be-

cause of the sample space used to generate the data elements contained therein, the

space consumption does not increase with time but with the cardinality of the data

elements in the processed prefix. An example of this phenomenon is illustrated in Fig-

ure 7.2. Specifically, Figures 7.2(a) and Figures 7.2(b) depict example evolutions of the

cardinality of the active domain and the cardinality of the auxiliary relations main-

tained by the monitorsM(φR(1)) andM(φR(5)), respectively, as each monitor processes

a continuously growing prefix of a timed temporal SCFR-structure.

While the space consumption of the analyzed monitors increases linearly with the
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Figure 7.2: Example evolution of the space consumption of the monitors M(φR(1))

andM(φR(5)). The processed timed temporal structures consisted of 25,000 first-order

structures over SCFR. Each structure was sampled from the sample space Ω25,0006×2 us-

ing discrete uniform distributions. Moreover, each structure was associated with a

time stamp from from the sample space Ωτ .

number of relevant data elements in the processed prefix, the required time to incre-

mentally update the maintained auxiliary relations and to check for violations of the

monitored formula increases more rapidly (with a power of about 1.25). This is due

to the increasing size of the maintained auxiliary relation, which means that an ever

larger amount of data has to be checked for a matching variable assignment. While

the current implementation of the function that performs this check is rather naive, a

more sophisticated incremental updating strategy should improve the performance of

our monitors. In particular, by incrementally indexing new tuples that are added to

the currently maintained auxiliary relation, we expect to obtain significantly improved

average processing times.

7.3.3 Discussion

By relating our formalizations to the formulae analyzed in the previous chapter, we

found three of the five formalized requirements to be directly suitable for online run-

time monitoring using the approach presented in the previous chapters. For the set-

tings analyzed in Section 6.2, the estimated performance of the respective runtime

monitors is identical to the results obtained for the formulae φΠ1 and φΦ1a
, respectively,

from Table 6.1.

From our constructions and the results of our analysis, the space and time required

for monitoring the Formulae (7.1) and (7.5) can become infeasible. The reason for this

lies in the nature of the formalization and the data elements contained in the processed

timed temporal structure and not in our monitoring method. As result, online moni-

toring arbitrary timed temporal structures with respect to these formulae is not feasible

in general. We point out that the monitoring of these requirements may still be feasibly
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applied in an offline scenario, where the length of the processed log file is bounded and

the analysis is performed in batch mode.

Alternatively, other formalizations of the respective requirements can be used. For

example, by associating also the temporal past operators with bounded intervals, on-

line runtime monitoring of the resulting formulae will be feasible under the same as-

sumptions as made in the Section 6.2.

7.4 Summary and Outlook

In this chapter, we demonstrated how regulatory requirements can be formally ex-

pressed by means of bounded and TSF domain independent MFOTL formulae. Three of

the five formalized requirements were found to be directly suitable for online runtime

monitoring using the approach presented in the previous chapters. The formalizations

of the two remaining requirements made use of non-metric temporal past operators,

which means they can refer to time points infinitely far in the past. While our runtime

monitoring approach can also be used to check observed prefixes of timed temporal

structures for violations of these two requirements, the space and time requirements

to do so may grow arbitrarily large. Even though the respective space consumption is

linearly bounded by the data elements occurring in the processed prefix, the absolute

space required may continue to grow indefinitely. This prevents these requirements

from being feasible for online runtime monitoring.

Regarding future work, given that many real-life regulatory requirements that are

suitable for runtime monitoring can be formally expressed as formulae of the classes

Π1 and Φ1, it would be interesting to investigate to what extent our runtime monitoring

approach can be further optimized for monitoring formulae of these classes.

While we have only focussed on the actual monitoring, many practical aspects re-

main open before we can apply our runtime monitoring approach to the monitoring

of regulatory requirements in a real setting. Because the manual instrumentation of IT

components to signal relevant events to the runtime monitor, it would be interesting to

investigate to what extent existing instrumentation approaches can be extended to our

setting. Furthermore, there is the question of pre-defining an appropriate (re-)action

to be executed whenever a violation of a monitored formula occurs. For example, the

runtime monitor could notify another component and write the elements that caused

the violation to a write-one-read-many and tamper-proof audit log file. Here, existing

work on trigger languages in the area of active databases may provide a promising

starting point.
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Chapter 8

Case Study II: Separation of Duty

Separation of duty (SoD) is an organizational security principle to prevent fraud and

errors by distributing privileges among users in security-critical workflows. Over the

years, different variants of separation of duty have been identified and various for-

malisms for specifying the respective SoD constraints have been proposed (e.g., [San88,

Kuh97, GGF98, LW08]). The problem of dynamically monitoring or enforcing formal-

ized SoD constraints, however, has received less attention (e.g., [SZ97, BBK09]).

In this chapter, we show how dynamic object-based separation of duty constraints

can be expressed as past-only and TSF domain independent MFOTL formulae. More-

over, we further validate our runtime monitoring approach for finite relations by show-

ing how it can be used to monitor the resulting constraints.

The chapter is structured as follows. In Section 8.1, we clarify our objectives, intro-

duce the concept of role-based access control, and describe commonly-distinguished

variants of SoD constraints. In Section 8.2, we demonstrate how different variants

of SoD, in particular, dynamic object-based separation of duty, can be formalized by

means of past-only and TSF domain independent MFOTL formulae. In Section 8.3, we

present how we evaluated whether monitoring the formalized constraints is practically

feasible. We conclude the chapter with a summary in Section 8.4.

8.1 Overview

We first state the objectives of the presented case study and briefly explain our ap-

proach. We then introduce role-based access control as the foundation on which we

express separation of duty constraints. Subsequently, we summarize common variants

of separation of duty.

8.1.1 Objectives

The objectives of this case study were as follows:

127
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1. Determine to what extent different variants of separation of duty, in particular,

dynamic object-based separation of duty, can be expressed as past-only and TSF

domain independent MFOTL formulae.

2. Investigate the practical feasibility of monitoring the resulting formulae using

our runtime monitoring approach for finite relations.

To address the first objective, we provide a formalization of different types of sepa-

ration of duty constraints in the context of role-based access control. To address the

second objective, we performed experiments similar to those described in Chapters 6

and 7.

8.1.2 Role-based Access Control

Separation of duty is usually studied and formalized in the context of role-based access

control (RBAC) [San88, NP90, SZ97, Kuh97, GGF98, AS99, SM04, SSW05, LW08]. In

(flat) RBAC, access to resources is controlled by assigning users to sets of roles, where

each role is associated with a set of permissions. A user acquires a set of permissions

by being assigned to one or many roles.

Formally, RBAC consists of the following components [SCFY96, SFK00, FSG+01]:

U : A set of users.

R : A set of roles, i.e., a job function with specific authority and responsibility.

A : A set of actions, i.e., a mode of access.

O : A set of objects, i.e., the resources involved in access control decisions.

UA ⊆ U× R : A user assignment relation that assigns users to roles.

PA ⊆ R× A× O : A permission assignment relation that assigns roles to sets of action-

object pairs (also called permissions).

S : A set of sessions, i.e., abstract entities through which users interact with the system.

user : S→ U : The function user maps each session s ∈ S to the single user user(s)

(constant for the lifetime of a session).

roles : S→ 2R : The function roles maps each session s ∈ S to a set of roles roles(s) ⊆

{r | (user(s), r) ∈ UA} (can change over time). The session s has the permissions
⋃

r∈roles(s){p | (p, r) ∈ PA}.

The tuple (UA,PA) is called an RBAC configuration. An RBAC configuration defines

which user is assigned to which roles and which roles are assigned to which action-

object pairs. This statically restricts which users can possibly activate which roles and

thereby acquire the associated permissions.

RBAC Administration

RBAC configurations can be modified by means of administrative actions. In particu-

lar, new users can be added to or removed from the set U, new roles can be added to or

removed from the set R, and new actions or objects can be added to or removed from



8.1. OVERVIEW 129

the sets A or O, respectively. Furthermore, user assignments or permission assignments

can be added to or removed from the relations UA or PA, respectively.

Sessions and Role Activation

A session represents the abstract entity through which a user interacts with an access-

controlled system. At execution time, a user may create new or terminate running

sessions. For each running session, a user can activate any subset of roles that are

assigned to him in the current RBAC configuration. Hence, a session is a mapping

of a single user to a set of roles. While active roles may be deactivated explicitly, it is

often assumed that, once activated, roles remain active until the end of the associated

session.

Use of Roles and Permissions

As a user engages in a session, he may use all the permissions that are associated with

the activated roles in that session. In real systems, role activation is often done implic-

itly, i.e., it is activated automatically whenever a user desires to use a permission that

is associated with a role which is statically assigned to him in the current RBAC config-

uration. For example, in a process management context, whenever a new permission

is required to execute the next task in a running process instance and the associated

user has the necessary permission through a static role assignment, the required role

can be automatically activated and the use of the respective permission to execute the

task will be allowed.

8.1.3 Separation of Duty

In the context of RBAC, separation of duty constraints are usually specified and en-

forced by means of mutually exclusive roles. Violations of separation of duty occur in

the presence of incompatible roles. A pair of roles can be considered incompatible in

the following three situations:

1. A user is statically assigned to a pair of mutually exclusive roles.

2. A user activates a pair of mutually exclusive roles under specific conditions (e.g.,

simultaneously, in the same session, or in relation to the same object).

3. A user executes permissions associated with two mutually exclusive roles under

specific conditions (e.g., simultaneously, in the same session, or in relation to the

same object).

These situations give rise to different variants of separation of duty. Constraints on

static role membership are used to define static separation of duty, whereas constraints

on role activation or the use of associated permissions define dynamic separation of duty.
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Static Separation of Duty

Static separation of duty (SSoD) represents the simplest notion of SoD [SZ97, SSW05].

To ensure static separation of duty no user may be a member of any two exclusive roles.

Violations of SSoD constraints can be statically prevented by ensuring that in a given

RBAC configuration no user is assigned to a pair of mutually exclusive roles.

We point out that SSoD is a very strict and rather impractical notion. In particular,

preventing users from being assigned to two conflicting roles may not be practically

feasible in small organizations.

Dynamic Separation of Duty

Dynamic separation of duty is a more practical notion that provides more flexibility.

The following types of dynamic SoD are commonly distinguished [SZ97, SSW05].

Simple dynamic separation of duty. Simple dynamic separation of duty (SDSoD) is

the simplest form of dynamic separation of duty. It states that a user may be a member

of any two exclusive roles but must not activate them both at the same time. While the term

‘at the same time’ leaves room for some interpretation, it is often taken to mean in the

same session.

Object-based separation of duty. In object-based separation of duty (ObSoD), a user

may be a member of any two exclusive roles and may also activate them both at the same time,

but he must not act upon the same object through both. Again, the term ‘at the same time’

admits several interpretations. It often means in the same session, too.

Operational separation of duty. In operational separation of duty (OpSoD), a user

may be a member of some exclusive roles as long as the set of permissions acquired by activating

these roles does not permit him to execute every step of a workflow. Note that a user may

activate conflicting roles in different (e.g., parallel or consecutive) sessions.

History-based separation of duty. Finally, history-based separation of duty (HbSoD)

combines ObSoD and OpSoD to yield: A user may be a member of some exclusive roles and

the complete set of permissions acquired over these roles may cover an entire workflow, but the

user must not use these permissions to perform all workflow steps on the same object.

We point out that several variations of HbSoD have been proposed. An example are

the history-based separation (and binding) of duty constraints presented by Sandhu

and formalized using his transaction control expressions [San88].
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8.2 Formalization of Separation of Duty Constraints

We now demonstrate how different types of SoD constraints can be formally expressed

using MFOTL. We first present an appropriate MFOTL signature with dedicated pred-

icates to capture the previously presented RBAC components. We also provide a set

of syntactically derived state predicates that closely mimic the intuitive semantics of

RBAC. We then present our formalization of different types of separation of duty.

8.2.1 Signature Definition

To formalize SoD constraints as MFOTL formulae over point-based (timed) temporal

structures, we define the signature SSOD = (R,C, a) with R = {US ,UF ,RS ,RF ,AS ,AF ,

OS ,OF ,UAS ,UAF ,PAS ,PAF , SS , SF , userS , userF , rolesS , rolesF ,XS ,XF ,PDS ,PDF , exec},

C = ∅, and

a(r) =







1 if r ∈ {U⋆,R⋆,A⋆,O⋆, S⋆,PD⋆},

2 if r ∈ {UA⋆, user ⋆, roles⋆,X⋆}, and

3 if r ∈ {PA⋆, exec},

where ⋆ ∈ {S, F}.

The predicates in R represent all events that are relevant to monitor different vari-

ants of separation of duty in an RBAC context. Formulae over SSOD are interpreted with

respect to (timed) temporal structures over SSOD and an infinite domain |D|, consisting

of the natural numbers N.

The set R includes a pair of predicate symbols for each set or function in RBAC.

For example, for the set of users U, it provides the predicate symbols US and UF . These

predicates represent the set of users that are added to or removed from the set of RBAC

users U at a given time point. Likewise, the predicates R⋆, A⋆, O⋆, UA⋆, PA⋆, and

S⋆ for ⋆ ∈ {S, F} represent events providing the sets of tuples that are added to or

removed from the respective RBAC sets at a given time point. The predicates userS

and userF indicate which user has started a new session or whether a user session has

just terminated, respectively, at a given time point. Similarly, the predicates rolesS and

rolesF represent the activation or deactivation of a role in a session.

Furthermore, the predicates X⋆, PD⋆, for ⋆ ∈ {S, F}, and exec allow for captur-

ing SoD requirements. The predicates XS and XF represent pairs of roles that start or

stopped to be considered mutually exclusive and the predicate pair PDS and PDF de-

fine the sets of actions required to execute a particular workflow. Finally, the predicate

exec specifies which actions are executed on which object in which session.

To simplify our formalization, we derive a (state) predicate for each pair of regular

(event) predicates in R. Let V be a countably infinite set of variables disjoint from R∪C.

For u, r, r′, a, o, o′, s ∈ V, we define U(u) := ¬UF (u) S US(u), R(r) := ¬RF (r) S RS(r),
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A(a) := ¬AF (a) S AS(a), O(o) := ¬OF (o) S OS(o), S(s) := ¬SF (s) S SS(s), UA(u, r) :=

¬UAF (u, r) S UAS(u, r), PA(r, a, o) := ¬PAF (r, a, o) S PAS(r, a, o). Moreover, we de-

fine user(s, u) := ¬userF (s, u) S userS(s, u), roles(s, r) := ¬rolesF (s, r) S rolesS(s, r),

X (r, r′) := ¬XF (r, r′) S XS(r, r′), and PD(a) := ¬PDF (a) S PDS(a). Recall that our

semantics is point-based and note that all the derived state predicates defined above

are TSF domain independent.

8.2.2 Formalization

We now formalize the different variants of separation of duty as introduced above.

General RBAC properties

The following constraints are required to provide a proper RBAC semantics.

Formula (8.1) defines that each running session is associated with exactly one user.

� ∀s :S .∀u, u ′ :U .user(s , u) ∧ user(s , u ′)→ u ≈ u′ (8.1)

Formula (8.2), expresses the constraint that in a session only those roles may be

activated which are presently assigned to the user associated with the session.

� ∀s :S .∀r :R.rolesS(s, r)→ ∃u :U .user(s, u) ∧ UA(u, r) (8.2)

Formula (8.3) expresses that only permissions of activated roles can be executed.

� ∀s :S .∀a :A.∀o :O .exec(s, a, o)→ ∃r :R.roles(s, r) ∧ PA(r, a, o) (8.3)

In the following, we assume the constraints expressed by Formulae 8.1–8.3 are al-

ways satisfied.

Static separation of duty

Formula (8.4) expresses that no user must be assigned to a pair of roles that are consid-

ered mutually exclusive.

� ∀r, r′ :R.X (r, r′)→ ¬∃u :U .UA(u, r) ∧ UA(u, r′) (8.4)

Recall that a session is always associated with the same user and that the user re-

mains constant for the lifetime of the session.

Dynamic separation of duty

In the following, we present formalizations of the different types of dynamic separa-

tion of duty constraints introduced above.
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Simple dynamic separation of duty. Formula (8.5) formalizes that a user may be a

member of any two exclusive roles as long as he does not activate them both in the

same session.

� ∀r, r′ :R.X (r, r′)→ ¬∃s :S .roles(s, r) ∧ roles(s, r′) (8.5)

Object-based separation of duty. Formula (8.6) expresses that a user may be a mem-

ber of any two exclusive roles and may also activate them both at the same time (i.e.,

in the same session), but he must not act upon the same object through both.

� ∀s :S .∀a, a′ :A.∀o :O .∀r, r′ :R.

exec(s, a, o) ∧ roles(s , r) ∧ X (r, r′) ∧ PA(r, a, o) ∧ PA(r′, a′, o)

→
(
¬exec(s, a′, o) S rolesS(s, r′) ∧ PA(r′, a′, o)

)
(8.6)

In other words, Formula (8.6) prevents the execution of an action on an object when-

ever the same user has executed another action on the same object associated with a

conflicting role in a single session.

Operational separation of duty. Formula (8.7) expresses that a user may be a mem-

ber of some exclusive roles as long as the set of actions acquired by activating these

roles does not permit him to execute every step of a workflow.

�
(
∃a′, a′′ :A.PD(a′) ∧ PD(a′′) ∧ ¬(a′ ≈ a′′)

)

→ ∀u :U .∃a :A.PD(a)

∧ ¬
(
�∃s :S .∃r :R.∃o :O .user(s, u) ∧ roles(s, r) ∧ PA(r, a, o)

)
(8.7)

In other words, Formula (8.7) states that whenever a critical workflow consists of

at least two workflow steps, then for all users there is always at least one workflow

action that has never been activated in any session up to the current time point. We

point out that we might as well remove the antecedent from the above implication and

turn it into a separate constraint.

History-based separation of duty. Formula (8.8) formalizes the HbSoD constraint

that a user may be a member of some mutually exclusive roles and the complete set

of authorizations acquired over these roles may cover an entire workflow, but a user

must not perform all the workflow steps involving the same object.

� ∀u :U .∀a :A.∀o :O .PD(a)

∧
(
∀a′ :A.PD(a′) ∧ ¬(a ≈ a′)→

(
�∃s :S .exec(s, a′, o) ∧ user(s, u)

))

→ ¬
(
∃s′ :S .exec(s′, a, o) ∧ user(s′, u)

)
(8.8)

More specifically, Formula (8.8) prevents any user from activating any role associ-

ated with an action and an object if the same user previously executed all other actions

(except that one) required to complete the workflow on the same object.
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8.2.3 Discussion

Formulae (8.4)–(8.8) demonstrate that different variants of SoD can be formally ex-

pressed by means of past-only and TSF domain independent MFOTL formulae. Con-

sequently, we can use our runtime monitoring approach for finite relations to detect

violations of the respective SoD constraints. Whereas the presented formulae often

look like first-order formulae, this is due to the use of syntactically derived state pred-

icates, which hide the involved temporal subformulae. For example, Formula (8.2)

involves no less than 5 temporal subformulae.

We point out that our formalization of the above SoD constraints is similar to the

one of Mossakowski et al. [MDS03]. Specifically, our formalizations of SSoD, SDSoD,

OpSoD, and HbSoD are essentially equivalent to the state-based FOTL formulae given

in [MDS03]. Our formalization of dynamic ObSoD, however, differs from the one of

Mossakowski et al. Specifically, Formula (8.6) prevents the execution of any action

on an object whenever the same user has executed another action on the same object

in a single session if both actions are associated with a pair of conflicting roles. In

contrast, the ObSoD constraint proposed by Mossakowski et al. prevents a user from

activating a role associated with an object in any session whenever the same user has

executed an action associated with a conflicting role on the same object in the same

or a different session. Moreover, while the approach of [MDS03] exclusively focusses

on the formalization of SoD, we also provide a runtime monitoring approach for the

formalized SoD constraints.

8.3 Monitoring Separation of Duty Constraints

We investigate the feasibility of runtime monitoring the SoD constraints presented in

the previous section. We specifically focus on monitoring the SDSoD and ObSoD con-

straints expressed by Formulae (8.5) and (8.6), respectively.

8.3.1 Observations

Before we present our experiments, let us briefly discuss the feasibility of monitoring

the OpSoD and HbSoD constraints expressed by Formulae (8.7) and (8.8). Because

both formulae are unbounded in the past, they can be feasibly monitored only for

finite temporal structures of a certain length. Here, the results reported in Chapter 7 on

the space and time requirements for monitoring Formulae (7.1) and (7.5) still provide

an indication of the extent to which the monitoring with unbounded past operators

is feasible. Because the Formulae (8.7) and (8.8) are considerably more complex than

Formulae (7.1) and (7.5) and make use of additional temporal subformulae, however,

the respective monitors for Formulae (8.7) and (8.8) perform less well in practice than

the respective monitors for offline monitoring Formulae (7.1) and (7.5).
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8.3.2 Experimental Analysis

To assess to what extent Formulae (8.5) and (8.6) can be monitored, we performed

experiments similar to those described in Section 7.3.2. In the following, we often

write φSDSoD for Formula (8.5) and φObSoD for Formula (8.6).

Setup of the Experiments

We first summarize the setup of our experiments.

Generation of input data. We generated (finite) temporal structures over SSOD using

a procedure similar the one described in Section 6.2.1. To generate individual SSOD-

structures, we used the sample domain Ω200×50×10×1000×1000, consisting of 200 users, 50

roles, 10 actions, 1,000 objects, and 1,000 sessions. All generated temporal structures

over SSOD consisted of 5,000 SSOD-structures.

In contrast to the input generation procedure described in Section 6.2.1, we as-

sumed that some events occur with a higher probability than others. In particular,

after an initial start-up phase used to initialize the RBAC configuration, we assumed

that only 5% of the events were RBAC administration events (i.e., modifications of the

sets U, R, A, O, and the RBAC configuration (UA,PA)) or modifications of the set of

mutually exclusive roles. We further assumed that 25% of the observed events were

session creation/termination or role activation/deactivation events. The remaining

70% events represented executions of activated permissions.

Measurements. We measured the space consumption of the monitorsM(φSDSoD) and

M(φObSoD) by the cardinality of the relevant auxiliary relations as explained in Sec-

tion 6.2.1. As a reference point, we also calculated the active domain (ADOM) from all

relations occurring in the processed prefix. Moreover, we measured the time required

to process a temporal structure up to selected time points, i.e., after 1,000, 2,000, 3,000,

4,000, and 5,000 processed SSOD-structures.

Analysis and Results

We used the runtime monitoring framework described in Chapter 6 to generate the

monitorsM(φSDSoD) andM(φObSoD). Each of the monitors then processed 10 indepen-

dently generated temporal SSOD-structures as explained above.

Table 8.1 summarizes the average space consumption of the monitors M(φSDSoD)

andM(φObSoD) at specific time points, as obtained from running the conducted exper-

iments. As reference points, we also determined the average space consumption of a

(hypothetical) monitorM(φObSoD-RBAC) and the active domain. The average space con-

sumption ofM(φObSoD-RBAC) was derived from the one ofM(φObSoD) by counting only

those auxiliary relations that keep track of past executions in all active sessions. All
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Number of processed events

1,000 2,000 3,000 4,000 5,000

M(φSDSoD) 464 743 769 862 912

M(φObSoD) 832 1,681 1,943 1,928 2,188

M(φObSoD-RBAC) 319 724 867 843 921

ADOM 954 1,878 2,013 2,176 2,229

Table 8.1: Average space consumption ofM(φObSoD), M(φSDSoD), andM(φObSoD-RBAC)

for monitoring a finite temporal SSOD-structure as computed from 10 independent

replications of the experiment.

Number of processed events

1,000 2,000 3,000 4,000 5,000

M(φSDSoD) 32 179 462 731 997

M(φObSoD) 84 447 1,319 2,345 3,433

Table 8.2: Average time (in seconds) required byM(φObSoD) for monitoring a finite tem-

poral SSOD-structure as computed from 10 independent replications of the experiment.

the RBAC-specific auxiliary relations were ignored. This reflects a setting wherein the

current RBAC configuration and all users’ activated roles can be directly obtained by

means of querying the RBAC system.

Table 8.2 summarizes the average times required by the monitors M(φSDSoD) and

M(φObSoD) to process a prefix of the generated temporal SSOD-structures of length up

to at most 5,000 time points.

For the investigated input data, the average space consumed by M(φSDSoD) fluc-

tuated around a constant level, depending on the number of currently running ses-

sions and the number of activated roles. Furthermore, the average time for process-

ing another 1,000 SSOD-structures stayed relatively constant after the initial start-up

phase. After the start-up phase, the processing of a single SSOD-structure required

about 0.2 seconds. A representative example of the evolution of the space consumption

ofM(φSDSoD) is shown in Figure 8.18.1(a).

Similarly, the average space consumption of the monitorM(φObSoD) increases with

the number of elements in the current RBAC sets as well as with the number of exe-

cuted permissions in sessions. The average space consumed byM(φObSoD) increased

at a similar speed like the cardinality of the active domain. As indicated by the av-

erage space consumption ofM(φObSoD-RBAC), the tracking of previously started execu-

tions in the same session accounted for approximately half of the space consumption

ofM(φObSoD). The other half of the space consumed byM(φObSoD) is due to the main-

tenance of the RBAC-specific information such as the current RBAC configuration and

currently active roles and sessions. A representative example of the evolution of the

space consumption ofM(φObSoD) is depicted in Figure 8.18.1(b).
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Figure 8.1: Example evolution of the space consumption of the monitors M(φSDSoD),

M(φObSoD), andM(φObSoD-RBAC) as they process a temporal structure consisting of 5,000

first-order SSOD-structures.

8.3.3 Discussion

The results obtained from our initial experiments indicate that runtime monitoring

dynamic separation of duty constraints such as SDSoD or ObSoD may be feasible in

many practical settings. To further substantiate our findings, however, additional ex-

periments, ideally based on real RBAC events, and a more comprehensive analysis

would be required.

Monitoring the presented constraints can be more generally feasible if the average

processing performance of our prototypical monitors is further improved. For exam-

ple, it will be interesting to see to what extent the processing performance of our mon-

itors can be improved by the implementation of more sophisticated and incremental

indexing techniques for the maintained auxiliary relations.

Moreover, as indicated by the average space consumption of M(φObSoD-RBAC), in

many practical application scenarios it may be possible to substitute some of the de-

rived state predicates by direct queries. For example, in an existing RBAC system, the

relations UA and PA constituting the current RBAC configurations as well as the sets

U, R, A, and O are often maintained in a database. Instead of incrementally construct-

ing these sets from the observed events, a dedicated SoD monitor could directly query

the respective sets in order to obtain interpretations of the respective predicates for the

current time point.

In certain situations, it might be useful to extend the presented SDSoD and ObSoD

constraints with metric constraints. For example, this would enable the online mon-

itoring of an alternative version of the ObSoD constraint presented in Formula (8.6),

where consecutive actions that are associated with mutually exclusive roles must not

be executed on the same object in any session that is associated with the same user. We

point out that thus the online monitoring of many variants of history-based separation

and binding of duty constraints presented by Sandhu becomes directly feasible sub-

ject to the results presented in Section 6.2. Similarly, metric versions of Formulae (8.7)
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and (8.8) would also allow for online monitoring OpSoD and HbSoD, respectively.

8.4 Summary and Outlook

In this chapter, we have demonstrated how various SoD constraints can be expressed

by means of past-only and TSF domain independent MFOTL formulae of the form �φ,

where φ is a past-only formula. We then investigated to what extent the presented

formulae expressing simple dynamic separation of duty or object-based dynamic sep-

aration of duty can be monitored with our prototypical runtime monitoring framework

for finite relations. While both constraints could be monitored without problems, the

measured processing times indicated that our prototype should be improved. This is

particularly true for the monitor M(φObSoD), which, on average, required about one

second to compute an incremental updating step.



“Those who cannot remember the

past are condemned to repeat it.”

George Santayana

Chapter 9

Related Work

Whereas Section 2.4 reviewed alternative means of property specification and Sec-

tion 3.2 classified existing work on runtime monitoring with respect to a simple ty-

pology, in this chapter we review closely related work in more detail and explicitly

distinguish our own from other monitoring approaches.

The chapter is organized as follows. Section 9.1 starts with an overview and some

general comments. Related work from the area of dynamic integrity checking and

temporal databases is summarized in Section 9.3. We consider relevant work from

the field of software program monitoring in Section 9.2. Finally, we also discuss some

related work in the context of data stream management and complex event processing.

9.1 Overview

The majority of work related to our monitoring method appeared in one of three

application domains: software program monitoring, dynamic integrity checking for

databases, or data stream management. While most work in the area of software

program monitoring focussed on properties defined in propositional specification lan-

guages [Run08], work on dynamic integrity checking or data stream management nat-

urally concentrated on more expressive specification languages such as FOTL or 2-FOL.

Despite the large amount of work on (specification-based) runtime monitoring,

competing monitoring methods are restricted in the properties they can handle. They

either support only properties expressed in propositional temporal logics and thus can-

not cope with variables ranging over infinite domains [KPA03, HR04a, TR05, BLS06,

MNP06], do not provide both universal and existential quantification [RGL01, HJL03,

BGHS04b, DSS+05, MNP06, NM07] or merely in restricted ways [Tom03, BGHS04b,

SSLK06, Sto07, HV08], do not allow arbitrary quantifier alternation [LS87, BGHS04b],

cannot handle unrestricted negation [Cho95, LS87, SW95, Tom03, BGHS04b, SSLK06,

Sto07], do not provide quantitative temporal operators [LS87, RGL01, Sto07, HV08], or

cannot simultaneously handle both past and future temporal operators [LS87, Cho95,

139
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SW95, RH05, MNP06, Sto07, NM07, HV08].

In our presentation of related work, we focus on runtime monitoring methods for

execution models and properties defined in specification languages with an expres-

siveness similar to MFOTL. That being said, we do not discuss in detail the large

amount of work on runtime monitoring with propositional specification languages.

Because of the large amount of work on the topic of monitoring, a comprehensive sur-

vey of each and every approach is out of scope of this dissertation. Instead, we mention

some domain-specific entry points into the subject. For an early and comprehensive

overview on runtime monitoring concepts in the context of program execution mon-

itoring and debugging, see [PN81]. For a taxonomy and discussion of software fault

monitoring, we refer to [DGa04]. For an overview of dynamic integrity checking meth-

ods for databases, see [Pac97] or the related work sections of [Cho95] and [SW95]. For

an overview of issues and related work in the context of data stream management,

see [BBD+02] or [ABW03].

9.2 Software Program Monitoring

A large proportion of recent work on runtime monitoring was done in the context of

software program monitoring [Run08]. The goal of software program monitoring is

to complement verification techniques such as model checking or testing with tech-

niques to monitor or analyze the execution of software programs. While the majority

of the proposed approaches rely on a propositional state/event model (e.g., [KPA03,

HR04a, TR05, BLS06, MNP06]), several recently proposed approaches extended propo-

sitional runtime monitoring methods with support for variables or possibly some form

of quantification [BGHS04b, SSLK06, Sto07, BRH07, HV08].

9.2.1 Propositional Runtime Monitoring

The majority of runtime monitoring approaches uses (future-only or past-only) LTL as

their specification language [LKK+99, Dru00, KKL+01, Gei01, GH01, HR01a, HR01b,

HR02, Dru03, FS04, KVK+04, HR04a, SB06, BLS06]. Other runtime monitoring ap-

proaches have been proposed for properties defined using quantitative propositional

temporal logics such as MTL, TPTL, or variants thereof [ML97, GD00, Dru00, Dru03,

Gei03, KPA03, HJL03, TR05, Dru06, BLS06, MNP07, BLS07b, AK07]. Some monitoring

approaches are based on properties specified using regular expressions [SR03, vL06]

or directly as automata [Sch00, dR05, LBW05].

Most propositional runtime monitoring methods are based on the construction of

a finite state automaton that recognizes the language induced by a given property

specification. In particular, for properties defined using LTL or regular expressions,

the generation of a respective runtime monitor may be based on modified Büchi au-
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tomata [GH01, Gei01, SR03, ABLS05, vL06, BLS06, BLS07b], alternating automata [FS04,

Dru06, SB06], or dependency graphs [LKK+99, KKL+01, KVK+04]. Analogously, for

properties specified using MTL, TPTL, or other quantitative propositional temporal

logics, runtime monitoring techniques may leverage timed automata [GD00, Gei03,

MNP07], event clock automata [ABLS05, BLS06, BLS07b], or (constraint or dataflow)

graphs [ML97, Dru00, Dru03]. In other cases, rewriting-based monitoring techniques

were used [HR01a, HR01b, HJL03, KPA03, HR04a, TR05, RH05]. A trace-storing ap-

proach for past-only LTL based on dynamic programming was described in [HR02,

HR04a]. Moreover, a transformation-based technique based on difference decision di-

agrams was recently described in [AK07].

An approach for the monitoring of propositional safety properties in distributed

systems is investigated in [SVAR04]. Global properties of the distributed system are

specified using PD-LTL, a distributed variant of past-only LTL. The proposed algorithm

monitors the global property by monitoring a local property de-centrally, that is, at

each node in the distributed system individually.

Notable examples of propositional runtime verification tools are JPaX [HR01a] and

Java-MaC [LKK+99, KKL+01, KVK+04], two frameworks for instrumenting and mon-

itoring Java programs at execution time with respect to property specifications ex-

pressed using (variants of) LTL. Similarly, the commercial tools Temporal Rover and

DBRover [Dru00, Dru03] generate executable code from property specifications writ-

ten in LTL or MTL, which is directly embedded at specific positions in the program

code.

9.2.2 Runtime Monitoring with Data

Several authors recently started to investigate runtime monitoring techniques that sup-

port variables and possibly some form of quantification [BGHS04b, SSLK06, Sto07,

BRH07, HV08].

The runtime monitoring approach of [BGHS04b] is based on EAGLE, a simple yet

expressive specification language. EAGLE is based on recursive rule definitions over

three basic temporal connectives (next-time, previous-time, and concatenation), sup-

ports variables and a restricted form of quantification, and allows for embedding logics

such as LTL, a variant of MTL, and extended regular expressions. Being implemented

as a Java library, EAGLE’s semantics is defined with respect to sequences of (Java) pro-

gram states. In contrast to our own approach, EAGLE provides only restricted forms

of existential quantification and negation. The non-trace-storing monitoring algorithm

is based on formula rewriting. For a given EAGLE formula φ, at each state s the for-

mula φ is evaluated and rewritten into a new formula φ′ such that φ holds in s if and

only if φ′ also holds in the next state s′. Because of EAGLE’s expressiveness, checking

satisfiability is undecidable in general. For the EAGLE fragment capable of expressing
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future-only LTL, the space (and time) required to evaluate a future-only LTL formula

is exponential in the length of the formula and independent of the length of the pro-

cessed trace [BGHS04a]. More recently, Barringer et al. also described RULER [BRH07],

a rule-based property specification language similar to EAGLE. Compared to EAGLE,

the authors expect the specification of properties to be simpler with RULER. Several

temporal logics can be embedded in RULER, too. Moreover, RULER specifications are

expected to lend themselves to the generation of more efficient runtime monitors.

An extension of the Java-MaC toolset [LKK+99, KKL+01, KVK+04] for the specifica-

tion of properties using variables and a restricted form of quantification was described

in [SSLK06]. Properties are specified using the specification language LCv, a variant

of first-order temporal logic with restricted negation and quantification. Similar to

the freeze quantifier of [AH94], LCv provides an additional attribute quantifier, which

binds a variable in a formula to an attribute value of the most recent occurrence of

a specified event. Essentially, an event is a time-stamped singleton relation. The se-

mantics of the logic is defined with respect to timed temporal databases with singleton

relations. The monitoring technique is non-trace-storing and based on the construction

of an acyclic graph. For a given formula φ, the monitor maintains an acyclic graph that

represents the dependencies between all subformulae of φ. Each node corresponds to a

subformula and is associated with variables that keep track of relevant information as

new states are processed in a bottom-up and incremental fashion. The space required

for monitoring a given formula depends on the data in the observed prefix of the trace

and is exponential in the quantifier nesting depth.

A further runtime monitoring approach for property specifications with restricted

support of variables, negation, and quantification was described in [Sto07]. As prop-

erty specification language, the authors use next-free, parameterized LTL (pLTL), a syn-

tactically restricted variant of future-only FOTL, which provides a special implication

connective. The implication connective ensures that each variable occurring in a pa-

rameterized formula is bound by a value occurring in the current state. For the con-

struction of a runtime monitor from a given pLTL formula, an existing construction of

an alternating finite automaton from a given LTL formula [Var96] is extended to yield

a parameterized alternating automaton, which is augmented with a map to maintain

the current bindings for each subformula. For online monitoring the automaton is tra-

versed in a breadth-first fashion. This requires that each state is only processed once

and guarantees that violations are detected as soon as they occur.

A runtime monitoring approach for properties specified in LTL-FO+, a variant of

future-only FOTL with unary predicates only, was proposed in the context of business

process monitoring [HV08]. Quantifiers are evaluated using a restricted form of active

domain semantics [Ull88]. System executions are represented as sequences of flat XML

messages, that is, a special case of temporal databases. A flat XML message is essen-

tially a database over a signature with unary relations only. The XML tags occurring in
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a given message correspond to predicate symbols in the signature and the set of values

contained in each tag correspond to the relation that is associated with the respective

predicate. The ordering between tags can be preserved by using binary instead of

unary predicates and associating each value together with its position in the message.

The non-trace-storing monitoring algorithm, inspired by [GPVW96], is based on an on-

the-fly construction of a finite state automaton that incrementally processes new mes-

sages as they arrive. More specifically, upon reception of a new message the runtime

monitor is updated by calling its update function, which takes it into the next state.

Intuitively, each state of the runtime monitor represents one possible continuation of

the observed trace to satisfy the given property. The update function decomposes and

evaluates all formulae that must be satisfied in the current state and produces all the

properties that must hold in the subsequent state. At each time point during monitor-

ing, the runtime monitor can decide if the monitored property is violated, satisfied, or

whether nothing can be said yet.

In the approach of [KMSF01], events gathered during program execution are stored

in a database. After the monitored program terminates, the program execution is

analyzed by means of SQL queries. A similar approach is described in [GOA05],

where properties are expressed using a language called Program Trace Query Lan-

guage (PTQL). PTQL is based on relational queries that are interpreted over a timed

database history that stores the entire execution trace. A compiler instruments a given

Java program and executes a set of given PTQL queries in an online fashion, i.e., when-

ever a relevant event is added to the database. No history encoding is provided and,

as a result, the size of the database history for storing the events grows linearly over

time. In this sense, the approach is strongly reminiscent of any ‘naive’ monitoring ap-

proach based on databases. The approach might benefit from Toman’s data expiration

strategy [Tom03]. However, the size of the history would still be non-elementary in the

cardinality of the set of data constants occurring in the processed prefix.

Summing up, none of the presented monitoring approaches provides an expres-

siveness that matches the one of our online runtime monitoring approach for MFOTL.

In particular, none of them provides support for unrestricted negation and quantifica-

tion. Moreover, also for the setting with finite relations, the ability to arbitrarily nest

both metric past and bounded future operators is unmatched by previous approaches.

9.3 Dynamic Integrity Checking

Several authors investigated the use of closed FOTL formulae for the specification of

dynamic integrity constraints or temporal triggers in databases [Kun84, Kun85, LS87,

LF89, HS91, Cho95, GL96].

In Chomicki’s dynamic integrity checking method [Cho95], integrity constraints are

expressed as closed past-only (M)FOTL formulae, which are interpreted over (timed)
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database histories. In a nutshell, the monitoring method works as follows: For each

temporal subformula of a given integrity constraint φ, the current database state is aug-

mented with one or several auxiliary relations to form an extended database state. A

set of first-order formulae defines how each auxiliary relation is incrementally updated

from the previous extended database state as a new database state becomes available.

Instead of evaluating φ over the entire database history, at each time point, a trans-

formed first-order formula φ̂ is evaluated over the current extended database state.

To enable the incremental updating of the auxiliary relations in a bottom-up fashion,

however, the first-order formulae induced by each temporal subformula must be do-

main independent [Fag82]. To analyze the space consumption of his integrity check-

ing method, Chomicki introduced the notion of a history encoding and showed that

the history encoding provided by his method is polynomially bounded. An imple-

mentation based on an active database management system for integrity constraints

expressed as past-only FOTL formulae was described in [CT95].

Our own approach extends the work of Chomicki along several lines. First, we gen-

eralized Chomicki’s approach to handle timed temporal automatic structures. The use

of automatic structures allows for the unrestricted use of negation and quantification

in property specifications. Second, we extended the approach to properties specified

by bounded MFOTL formulae. This enables the arbitrary use of both past and bounded

future operators to specify properties. In spite of this richer syntactic fragment, our

method provides a polynomially bounded history encoding for the setting with finite

relations. Third, we also extended the rewrite procedure of [CTB01] to support metric

temporal operators and introduced dual operators to handle a larger set of formulae.

Finally, we generalized Chomicki’s notion of history encoding into a general method

for the analysis of the space consumption of online runtime monitors.

Lipeck et al. proposed several similar methods for checking integrity constraints

defined within a restricted fragment of future-only FOTL, called the biquantified frag-

ment [LS87, LF89, HS91, GL96]. Outside temporal operators, biquantified formulae

only allow (implicit) universal quantification and thus do not support quantifier al-

ternation [LS87, CN95]. Under this restriction, the standard construction of a finite

automaton, referred to as transition graph in [LS87], which recognizes exactly the lan-

guage induced by a given property specification can be leveraged as the monitoring

method [Wol83]. The resulting monitoring methods are non-trace-storing and provide

a bounded history encoding. In the case of infinite domains, however, the approach

of [LS87] may require that an infinite number of substitutions be stored. A possible so-

lution, proposed in [HS91], is to use so-called substitution descriptions, which finitely

describe the possibly infinite substitution sets. This is reminiscent of our use of auto-

matic presentations for representing structures and, in particular, infinite relations.

A further related approach, focussed on the evaluation of temporal triggers in

databases, was proposed in [SW95]. In contrast to our own approach, the temporal
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triggers are specified using either PTL or FTL, that is, past-only or future-only vari-

ants of temporal logic with predicates. Instead of standard first-order quantifiers, both

logics provide a freeze quantifier to bind variables to values or relations to temporal

contexts (similar to TPTL [AH94]). The monitoring method for FTL is based on the

maintenance of a directed, rooted, and acyclic and-or graph (called a requirements

graph), which captures all the information in the processed prefix that is required to

correctly evaluate a given temporal trigger condition. The monitoring method for PTL

is similar to the one of Chomicki. In particular, it is based on the introduction and

incremental updating of auxiliary relations for each temporal subformula occurring in

a given temporal trigger. Both methods are non-trace-storing and incremental but the

described implementation does not provide a bounded history encoding [Cho95].

The following work from the context of databases and integrity checking is less

closely related but also worthwhile mentioning.

The integrity checking approach proposed by Kung [Kun84, Kun85] also uses a

variant of FOTL for the specification of static and dynamic database constraints. In con-

trast to our own approach and other work on dynamic integrity checking, the proposed

monitoring method requires predefined operation specifications with well-defined se-

mantics and does not allow for monitoring arbitrary sequences of database states.

The idea of using relations for monitoring complex systems was also expressed

in [Sno88]. The described monitoring framework captures relevant state or event in-

formation about the monitored system in a database history, where are relations are

singletons. Properties are specified as TQuel [Sno87] queries, which are transformed

into equivalent relational algebra expressions that are incrementally evaluated over the

history. The temporal operators of TQuel are all expressible in past-only FOTL [Cho95].

The approach shares many similarities with and can be seen as a precursor of recent

work on data stream management, in particular [CcC+02].

Also related is [Mor92], where TRIO (a metric first-order temporal logic very sim-

ilar to MFOTL) [GMM90] specifications are evaluated over timed database histories

and timed temporal databases over finite domains using a history checking algorithm.

Because of the restriction to finite domains, however, the monitoring method is of a

propositional nature. In particular, the first-order formalism is merely syntactic sugar

that makes the specification of propositional properties more convenient.

Finally, we remark that our work is also related to temporal databases [ÖS95, CT05].

Specification languages such as FOTL, MFOTL, and 2-FOL have been proposed and in-

vestigated as query languages for temporal databases [Cho94, CT98]. While temporal

databases allow for the evaluation of queries about the data stored in the temporal

database in an ad-hoc fashion, in runtime monitoring, integrity checking, or tempo-

ral trigger evaluation, the query or constraint is fixed a priori and only the data that

are necessary to evaluate the fixed query are preserved. The problem of determining

which data can be removed from a temporal database is known as logical data expira-
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tion [Tom03]. For runtime monitoring, query-based expiration techniques are partic-

ularly important. Indeed, runtime monitoring methods providing a bounded history

encoding are instances of query-based logical data expiration operators.

9.4 Data Stream Management

Data stream management is concerned with the processing of continuous queries over

data streams. Recall that a data stream is a sequence of time-stamped first-order struc-

tures, where each structure consists of a singleton relation only. Queries are evaluated

continually, that is, the same query is re-evaluated upon arrival of each new struc-

ture and each structure is only processed once [BW01, BBD+02, GLdB07]. Observe

that open (M)FOTL formulae of the form �φ(x̄) correspond to (continuous) queries.

Data stream management thus shares many similarities with our runtime monitoring

approach.

Query languages proposed in the area of data stream management range include

less expressive event-condition-action languages as commonly used in the context of

complex event processing and active databases. For example, Gehani et al. described

an approach for monitoring trigger conditions in an object-oriented context [GJS92].

Trigger conditions for each object are specified using event expressions, which are

based on regular expressions. Event expressions may contain variables but quantifica-

tion over these variables is not supported. From a given event expression, the mon-

itoring method automatically constructs a finite state automaton that recognizes the

same language. This provides a bounded history encoding [Cho95]. Even for the case

without variables, however, the size of the constructed automaton is super-exponential

in the length of the event expression [SM73, SW95]. Other work on the specification

and monitoring of event patterns includes [BG98, SSS+03]. For example, in [BG98]

event patterns are specified using a specification language based on Timed Calculus

of Communicating Systems (TCCS) [Yi90]. A rather expressive algebra for monitoring

event streams with support for parameterized composite events and support for aggre-

gate queries was described in [ADW05]. Moreover, an approach for efficient pattern

matching over event streams was recently presented in [ADGI08]. A further example is

LOLA [DSS+05], a formalism for runtime monitoring based on a functional language

over finite streams. The algorithm for online monitoring of queries in this language

follows a partial evaluation strategy: it incrementally constructs output streams from

input streams, while maintaining a store of partially evaluated expressions for forward

references. For a restricted class of specifications, characterized syntactically, the algo-

rithms memory requirement is independent of the length of the input streams.

More expressive query languages are used in data stream management systems

like Aurora/Borealis [CcC+02, ABc+05], STREAM [ABW06], and System S [AAB+06].

Each system uses a different approach to formulating continuous queries. In the case of
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STREAM, continuous queries are formulated in the continuous query language (CQL)

[ABW03, ABW06], a declarative query language similar to SQL. In contrast, both Sys-

tem S and the Aurora/Borealis systems use a semi-imperative querying approach,

which works by applying different types of stream operators to a set of input streams

to produce an according set of output streams [CcC+02, ABc+05, GAW+08]. As op-

posed to the traditional database field, where SQL has become the query language of

choice, no standard query language for data streams has been adopted yet [ZJM+08].

Moreover, both the semantics and the expressiveness of continuous query languages

are often ad-hoc and not well understood. A further problem is the computation of

bounded synopses [BBD+02], that is, data summaries that guarantee a bounded his-

tory encoding. Also here, query-based data expiration techniques [Tom03] provide an

important starting point. A characterization of a subclass of queries that can be com-

puted with bounded memory was presented in [ABB+04]. As recently demonstrated,

however, for many continuous query languages based on a SQL-style duplicate se-

mantics such as CQL, the computation of bounded synopses is impossible [Tom07].

Our runtime monitoring approach with finite relations for properties specified as

bounded and TSF domain independent MFOTL formulae can thus be used also as a

data stream management approach. Specifically, the polynomially bounded space con-

sumption of our approach makes possible the computation of bounded synopses.
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“Philosophy begins in wonder.

And, at the end, when philosophic

thought has done its best, the wonder

remains.”

Alfred North Whitehead

Chapter 10

Conclusion

We conclude this dissertation with a summary of our main results and a discussion of

open problems for future work.

10.1 Summary

In this dissertation, we first motivated the use of timed temporal first-order structures

as a general means for representing executions of a monitored system. We then in-

troduced metric first-order temporal logic as an expressive property specification lan-

guage and briefly reviewed alternative means for formally defining temporal system

properties. We subsequently gave a brief introduction to the field of runtime monitor-

ing and provided a classification of applications of this fundamental technology.

After this general introduction, we presented an automata-based runtime monitor-

ing approach for an expressive fragment of a metric first-order temporal logic. The

supported fragment allows the arbitrary nesting of temporal past and bounded future

operators and supports unrestricted use of negation and quantification. The use of

automata thus substantially generalizes both the kinds of structures and the class of

formulae that can be monitored. Moreover, it eliminates the limitations that arise in

databases, where relations must be finite. The resulting expressiveness is unparalleled

in previous work on runtime monitoring.

Having presented our approach in full generality, we separately considered the

special case of our approach of the setting where all relations are finite. Under this

restriction, relations can be represented directly as tables, which enables the imple-

mentation of our monitoring approach by leveraging standard database technology

and allows for several types of space optimizations. Moreover, we presented an exten-

sion of an existing rewrite procedure to ensure that only such formulae are admitted

for runtime monitoring that can also be monitored in this setting. As our main result,

we then proved that the space required by our monitoring approach is polynomially

bounded by the cardinality of the data appearing in the processed prefix of the moni-
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tored timed temporal structure. Our result contrasts with the space consumption of a

logical data expiration technique for 2-FOL formulae, which is non-elementary in the

data occurring in the processed prefix.

The remaining chapters focussed on the validation and potential applications of

our monitoring approach. We first described a prototypical implementation of our

approach for the setting with finite relations. We then presented the results of an ex-

perimental steady-state analysis of the space consumption of our runtime monitors

for several interesting formula classes and compared our results with a simple bench-

mark. For the investigated setting, our general results showed that runtime monitoring

of many interesting metric first-order temporal logical properties is indeed feasible.

We complemented the results of this general analysis with two case studies, which

focussed on the formalization and monitoring of compliance requirements and sepa-

ration of duty constraints. The investigated case studies corroborate the initial hypoth-

esis that metric first-order temporal logic is expressive enough to naturally specify and

effectively monitor an interesting variety of real-life requirements.

10.2 Future Work

While our work provided solutions to previous problems, it naturally also resulted in

new challenges and uncovered open problems for future work. In the following, we

list open problems that deserve further study.

Theoretical Problems

On the theoretical side, we identified the following areas for future work.

Execution model. Regarding the execution model and thus the semantical founda-

tion of our property specification language, areas of future work include the investiga-

tion of alternative time semantics and the theoretical analysis of the structures used to

represent states or events.

While our choice of temporal structures with a point-based time semantics is appro-

priate for runtime monitoring in the context of event-based systems or data streams,

an interval-based time semantics might be more appropriate for monitoring the evo-

lution of system states. Because system states last for a non-atomic amount of time, it

would be natural to assign a time interval rather than a single time point to each struc-

ture representing observable state information. Moreover, in other settings a hybrid

model, combining both point-based and interval-based aspects, might be most appro-

priate. While state predicates can be synthesized from event predicates (see Chapter 8),

it would be interesting to also investigate to what extent state predicates can be dealt

with directly and how this impacts our monitor constructions.
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The general version of our monitoring approach is based on automatic structures

and the representation of these structures by means of finite state automata. While this

generality enables unrestricted negation and quantification, it may come at the price

of a significant space complexity. Indeed, the determinization of a non-deterministic

finite state automation resulting from an existential quantification may yield an expo-

nential blow-up in the number of states of the resulting automaton.

It would thus be interesting to investigate to what extent Theorem 5.5.3 can be car-

ried over to temporal structures with possibly infinite relations and automatic repre-

sentations. A first challenge here is to define an appropriate function g that measures

the size of the automatic representations. In particular, g should be independent of

the length of the prefix. The second challenge then would be to establish tight upper

bounds on the size of the resulting automata for automatic structures.

Similar to the special case with finite relations, there might be alternatives to auto-

matic structures, which are closed under all operations required to effectively decide

first-order logic. As a possible alternative to automatic representations, it would be in-

teresting to investigate constraint databases for the representation of structures [KKR95,

KPL00].

Finally, it will be interesting to see to what extent automatic (or other finitely pre-

sentable) structures can be used in other monitoring approaches, thereby solving the

problems they have with infinite relations.

Specification language. For applications such as the monitoring of stock prices, the

ability to dynamically evaluate aggregate functions (e.g., the computation of the aver-

age price of a traded stock over the past two days) is crucial. While the computation

of aggregates is beyond first-order logic, aggregate functions such as sum, average ,

min , max, or count are standard in commercial database systems (see [Klu82, OOM87,

HLNW01] for such extensions to relational algebra and relational calculus). To accom-

modate our runtime monitoring approach for applications such as stock price moni-

toring, it would be interesting to extend MFOTL with aggregate operators and to study

the resulting complexity implications.

Another important open problem is the question whether the bounded MFOTL frag-

ment is more expressive than the past-only MFOTL fragment. In case the two fragments

were equally expressive, it would be interesting to investigate whether one can find an

equivalence-preserving translation between the two syntactical fragments and to what

extent the bounded MFOTL fragment could result in more succinct property specifica-

tions than the past-only MFOTL fragment.

Finally, for the setting with finite relations, we could investigate alternatives to our

rewrite procedure for the identification of monitorable formulae. One approach might

be to extend the syntactical procedure used in [CT95], which builds on class of evalu-

able formulae [GT91, Dem92]. The class of evaluable formulae represents a larger sub-
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set of the class of domain independent formulae than the class of safe-range formulae.

Monitoring Method. Our experiments revealed that the space consumption of our

monitors may be significantly larger for formulae involving future operators than for

formulae consisting of only past operators. As a result, it will be interesting to investi-

gate to what extent our constructions for temporal future operators can be improved.

In doing so, we will evaluate alternative data structures and algorithms for efficiently

and incrementally updating relations, which is at the heart of our monitoring algo-

rithm.

Practical Aspects

With respect to practical applications of our runtime monitoring approach, we consider

the following areas interesting for future work.

Prototype. Regarding our prototypical runtime monitoring framework, there are nu-

merous areas of possible improvement. In particular, we would like to incorporate

additional optimizations (e.g., algebraic transformations and context-based optimiza-

tions) in order to further minimize the size of maintained auxiliary relations. Moreover,

we want to extend our framework with more efficient data structures and indexing

strategies for the representation and modification of tables. Specifically, we would like

to investigate to what extent the stored relations could more efficiently organized and

accessed, for example, by modifying standard database techniques such as the indexed

sequential access method (ISAM) or B+ trees. In addition, it might be interesting to in-

vestigate to what extent existing optimization techniques for query evaluation such as

cost-based query execution planning can be used in the context of our runtime moni-

toring framework [JK84, Ioa96].

Applications. In this dissertation, we exclusively focussed on detecting violations or

satisfactions of complex properties. In areas such as complex event processing or in the

context of database triggers, the detection of a situation of interest typically triggers an

action as specified in a well-defined action language. For many applications, it would

be interesting to gain a better understanding of how these two aspects fit together and

under what conditions which types of action specifications can achieve which effects.

Experiments. Finally, we would like to extend our experiments to better assess the

relative performance of our runtime monitors. In particular, this requires a more com-

prehensive analysis of the steady-state mean space consumption and steady-state mean

processing times of our approach, including the investigation of additional formula

classes and more realistic input distributions.
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Statistical Background

To analyze the space consumption of our online runtime monitors, we used statistical

techniques from simulation theory, in particular, for the analysis of outputs produced

by non-terminating, discrete-time event simulations [Law80, Ale07, Law07]. In the

following, we briefly explain these techniques and relate them to our setting.

For the remainder of this chapter, let S = (C,R, a) be a signature, (D, τ) with D =

(D0, D1, . . . ) and τ = (τ0, τ1, . . . ) be a timed temporal database over S, and let φ be a

bounded and TSF domain independent MFOTL formula over S.

A.1 Runtime Monitors and Stochastic Processes

From a statistical perspective, the timed temporal database (D, τ) is a realization of a

(discrete-time) stochastic process, i.e., a sequence of random variables defined over a

common set of possible outcomes, called the sample space. Recall from basic proba-

bility theory that a random variable X : Ω→ R is a function that maps all elements of

some sample space Ω to real numbers. Moreover, the (cumulative) distribution func-

tion F (x) of a random variableX is defined as F (x) = P (X ≤ x), for each x ∈ R, where

P (X ≤ x) denotes the probability that the random variable X will take on a value no

larger than x (see, e.g., [Law07]). As the runtime monitor M(φ) incrementally pro-

cesses (D, τ), it produces a realization of some stochastic output process. A random

variable of the output stochastic process may represent an arbitrary characteristic of

the runtime monitor such as the set of tuples that violate the monitored property at

the current time point, the amount of space consumed by the runtime monitor at the

given time point, or the time required to compute one of the previously mentioned

sets for the actual time point. From a statistical viewpoint,M(φ) can thus be seen as a

function that maps a stochastic input process to a stochastic output process. Each real-

ization of the stochastic input process thus produces a new realization of the stochastic

output process. To statistically analyze the performance ofM(φ), several independent

replications (i.e., single runs ofM(φ)) are required.
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In our analysis, the random variables of the stochastic output process represented

the space consumption of the monitorM(φ) at the respective time point.

A.2 Transient and Steady-state Behavior

To make valid statistical estimates about some characteristic ofM(φ), we must distin-

guish between its transient and steady-state behavior.

Let Ω be a sample space and let (Y0, Y1, . . . ) be a stochastic process, where each Yi is

a random variable over Ω. For the sake of concreteness, assume that the Yis represent

the space consumption ofM(φ) at each time point i ∈ N. Moreover, for i ∈ N, a real

number y ∈ R, and some initial conditions I , let Fi(y|I) = P (Yi ≤ y|I) represent the

conditional probability that the random variable Yi takes on a value no larger than

y, given the initial conditions I . In our concrete setting, for example, I captures the

fact that all auxiliary relations are initially empty. The distribution Fi(y|I) is called the

transient distribution of the stochastic process at time point i for the initial conditions

I . It is usually the case that Fi(y|I) 6= Fj(y|J), for all time points i, j ∈ N and initial

conditions I, J with I 6= J . If there is a distribution F (y) such that Fj(y|I) approximates

F (y) as j approaches∞, for all y ∈ R and a set of initial conditions I , then F (y) is called

the steady-state distribution of the stochastic process (Y0, Y1, . . . ).

While the steady-state distribution only occurs in the limit (i.e., as i approaches∞),

there is often a finite time point k ∈ N such that for all j > k the distributions Fj(y|I)

will be approximately the same. In this case, the analyzed system (i.e., M(φ) in our

concrete setting) is said to be in steady state. Note that the steady-state distribution

F (y) does not depend on the the initial conditions I . The finite sequence of time points

(0, 1, . . . , k) then represents the so-called warm-up phase. We emphasize that steady

state does not mean that the random variables Yk+1, Yk+2, . . . will all take on the same

value in a particular realization of the stochastic process. Instead, in the steady state,

the random variables all have approximately the same distribution. Moreover, the

random variables are not necessarily independent but they approximately represent a

covariance-stationary process. A discrete-time stochastic process (X0, X1, . . . ) is called

covariance-stationary if both its mean and its variance are stationary over all time points

and the covariance between two observations Xi and Xi+j with i, j ∈ N depends only

on the difference j and not on the actual time points i and i + j. See [Law07] for a

formal definition.

A.3 Steady-state Analysis

To analyze the performance of our runtime monitors, we focussed on steady-state per-

formance parameters, specifically, on the space consumption in steady state. The rea-
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son for focussing on the steady-state behavior is that online runtime monitors process

possibly infinite timed temporal structures.

Let Ỹ = (Y0, Y1, . . . ) be a stochastic output process and I some initial conditions.

Moreover, let Y denote the steady-state random variable of interest and assume for

Fi(y|I) = P (Yi ≤ y|I) and F (y) = P (Y ≤ y) that Fi(y|I) approximates F (y) as i

approaches∞. A steady-state parameter ζ then is a characteristic function of Y such as

the expected value (i.e., the mean) E(Y ) of Y . In our concrete setting, we are interested

in the expected space consumption of our monitors in the steady state.

A.3.1 Problem of the Initial Transient

Because of the initial conditions I , estimating ζ from a finite prefix (Y0, Y1, . . . , Ym−1) of

the stochastic process Ỹ is difficult, for any m ∈ N. The problem is that the distribu-

tions Fi(y|I) are, in general, different from F (y) because I is usually not representative

of the steady-state behavior. As a result, any estimation of ζ based on a finite prefix

of Ỹ will typically be biased and thus not representative of the true steady-state pa-

rameter. This is known as the problem of the initial transient in the simulation theory

literature [Law07]. For example, if each random variable of the stochastic output pro-

cess represents the space consumption of the runtime monitor at the respective time

point, the sample mean Ȳ =
∑m−1

i=0 Yi/m is a biased estimator of ν = E(Y ), for any

m ∈ N.

To overcome this problem, in our analysis, we used the approach of Welch [Wel83]

to first determine the length l ∈ N of the warm-up phase. In a next step, the first l time

points are deleted from Ỹ . By deleting the first l time points from the observed real-

ization of the stochastic output process, only the remaining realizations of the random

variables in the stochastic process are considered to estimate ν. Note that the approach

of Welch requires the generation of n ≥ 5 replications of Ỹ , each of sufficient length

m ∈ N [Wel83].

A.3.2 Method of Batch Means

We now briefly present the method of batch means to obtain an (approximately) unbi-

ased point estimate and a confidence interval for the mean ν of the stochastic output

process Ỹ . The advantage of this method is that it requires only a single but long repli-

cation of the monitoring experiment.

Assume that l ∈ N is the length of the warm-up period and that the number of ob-

servations m ∈ N is significantly larger than l. Let X = (X0, X1, . . . , Xm−1) denote the

covariance-stationary process that results from deleting the first l observations from the

prefix (Y0, Y1, . . . , Ym+l−1) of Ỹ . We can then divide the observations X0, X1, . . . , Xm−1

into n batches, each of length k, where n, k ∈ N and m = nk. The first batch consists of

the observations X0, X1, . . . , Xk−1, the second batch of the observations Xk, . . . , X2k−1,
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and so on. For each batch j ∈ {1, . . . , n}, we then determine the sample batch mean

X̄j(k) =

∑jk−1
i=(j−1)k Xi

k
.

Furthermore, we compute the grand sample mean X̄(n, k) =
∑n

j=1 X̄j/n =
∑m−1

i=0 Xi/m.

For a large enough batch size k, the X̄js are approximately uncorrelated and nor-

mally distributed (see [Law80]). Moreover, because Ỹ is assumed to be covariance-

stationary with E(Y ) = ν, the X̄js are asymptotically distributed (as k approaches∞)

as independent random variables with the same mean and variance. Consequently,

an approximately unbiased point estimator for ν as well as an approximate 100(1− α)

percent confidence interval for ν can be computed by

X̄(n, k)± tn−1,1−α/2

√

S2(n)

n
, (A.1)

where

S2(n) =

∑n
j=1

[
X̄j(k)− X̄(n, k)

]2

n− 1
,

and tn−1,1−α/2 denotes the upper 1− α/2 critical point for the t-distribution with n− 1

degrees of freedom.

A.3.3 Replication/Deletion Approach

As an alternative to the method of batch means, we now briefly present the replica-

tion/deletion approach to obtain an (approximately) unbiased point estimate and a

confidence interval for the mean ν of the stochastic output process Ỹ . The approach re-

quires n ≥ 2 replications of the monitoring experiment, each of length m ∈ N, where m

must be significantly larger than the length of the warm-up phase as determined using

Welch’s approach. Let l ∈ N be the length of the warm-up period and let Yji denote the

ith observation of the jth replication, where i ∈ {0, 1, . . . ,m−1} and j ∈ {0, 1, . . . , n−1}.

We then use the steady-state observations Yl, . . . , Ym−1 to determine

Xj =

∑m−1
i=l Yji

m− l
,

for each j ∈ {0, 1, . . . , n − 1}. Because the Xjs are independent and identically dis-

tributed random variables with E(Xj) ≈ ν (see [Law07]), we can compute an approx-

imately unbiased point estimator for ν as well as an approximate 100(1 − α) percent

confidence interval for ν by

X̄(n)± tn−1,1−α/2

√

S2(n)

n
, (A.2)
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where as usual the sample mean X̄(n) is defined as

X̄(n) =

∑n−1
i=0 Xi

n
,

the sample variance S2(n) is defined as

S2(n) =

∑n−1
i=0

[
Xi − X̄

]2

n− 1
,

and tn−1,1−α/2 denotes the upper 1− α/2 critical point for the t-distribution with n− 1

degrees of freedom.
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Appendix B

Concrete Syntax

In the following, we provide the ANTLR v3 (ANother Tool for Language Recognition)

grammar files that define the concrete textual syntax used to specify formulae in our

runtime monitoring framework. ANTLR v3 generates efficient Java lexer and parser

code from declarative lexer or parser grammars. See [Par07] for more information.

B.1 Signature Definition

The following ANTLR v3 grammar specifies the concrete syntax that is used to define

new signatures.

// Signatures.g

grammar Signatures;

options {

language = Java;

output = AST;

ASTLabelType = CommonTree;

}

// package names

@header{ package com.ibm.zurich.monitoring.language; }

@lexer::header{ package com.ibm.zurich.monitoring.lan guage; }

// Parser

signatures : signatureNameˆ constantDef? predicateDef? E OF!;

signatureName : NAME ’:’!;

constantDef : CDECLARATIONˆ ’:’! CNAME (’,’! CNAME) * ’;’!;

predicateDef : PDECLARATIONˆ ’:’! predicate (’,’! predica te) * ’;’!;

// a predicate is either nullary or n-ary, where n>0

predicate : ( NAMEˆ | NAMEˆ ’(’! NAME (’,’! NAME) * ’)’!);

// Lexer

CDECLARATION : (’c’|’C’)(’o’|’O’)(’n’|’N’)(’s’|’S’)(’ t’|’T’)

(’a’|’A’)(’n’|’N’)(’t’|’T’)(’s’|’S’);

PDECLARATION : (’p’|’P’)(’r’|’R’)(’e’|’E’)(’d’|’D’)(’ i’|’I’)
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(’c’|’C’)(’a’|’A’)(’t’|’T’)(’e’|’E’)(’s’|’S’);

CNAME : ( STRING_LITERAL | NUMBER );

//Smaller building blocks

fragment NUMBER : INTEGER | FLOAT;

fragment FLOAT: INTEGER ’.’ ’0’..’9’+;

fragment INTEGER : POS_INT | NEG_INT;

fragment POS_INT : ’0’ | ’+’? ’1’..’9’ ’0’..’9’ * ;

fragment NEG_INT : ’-’ ’1’..’9’ ’0’..’9’ * ;

NAME : LETTER (LETTER | DIGIT | ’_’) * ;

fragment STRING_LITERAL : ’"’ NONCONTROL_CHAR * ’"’;

fragment NONCONTROL_CHAR : LETTER | DIGIT | SYMBOL | SPACE;

fragment LETTER : LOWER | UPPER;

fragment LOWER: ’a’..’z’;

fragment UPPER: ’A’..’Z’;

fragment DIGIT: ’0’..’9’;

fragment SPACE: ’ ’ | ’\t’;

fragment SYMBOL : ’!’ | ’#’..’/’ | ’:’..’@’ | ’[’..’‘’ | ’{’.. ’˜’;

fragment NEWLINE : (’\r\n’|’\r’|’\n’);

WS : (SPACE | NEWLINE)+ {skip();};

B.2 Property Specification

The following ANTLR v3 grammar defines the concrete MFOTL syntax that is used to

express properties that shall be monitored.

// MFOTL.g

grammar MFOTL;

options {

language = Java;

output = AST;

ASTLabelType = CommonTree;

}

// package names

@header{ package com.ibm.zurich.monitoring.language; }

@lexer::header{ package com.ibm.zurich.monitoring.lan guage; }

// Parser

mfotlFormula : formulaˆ EOF!;

formula : unaryTemporalFormula

(binary_temp_operatorˆ interval unaryTemporalFormula) * ;

unaryTemporalFormula : (unary_temp_operatorˆ interval) ? quantifiedFormula;

quantifiedFormula : (quantifierˆ VNAME (’.’!? VNAME) * ’.’!)? impliesFormula;

impliesFormula : orFormula (IMPLIESˆ orFormula) * ;

orFormula : andFormula (ORˆ andFormula) * ;

andFormula : notFormula (ANDˆ notFormula) * ;

notFormula : NOTˆ? (atomicFormula | LPAREN! formula RPAREN !);



B.2. PROPERTY SPECIFICATION 161

atomicFormula :

( term EQUALSˆ term

| term SMALLER_THANˆ term

| term LARGER_THANˆ term

| term SMALLER_EQUALSˆ term

| term LARGER_EQUALSˆ term

| predicate

| booleanValue

);

// User-defined predicates (as declared in a separate signa ture)

predicate : PNAMEˆ LPAREN! t+=term? (’,’! t+=term) * RPAREN!;

term returns : (constant|variable);

constant : CNAME;

variable : VNAME;

booleanValue : (TRUE|FALSE);

quantifier : (EX_QUANTIFIERˆ|UNIV_QUANTIFIERˆ);

unary_temp_operator : (PREVIOUS|NEXT|ONCE|PAST_ALWAYS |EVENTUALLY|ALWAYS);

binary_temp_operator : (SINCE|UNTIL);

interval : LBOUND ’,’! RBOUND;

// Lexer

// Boolean primitives

TRUE : (’t’|’T’)(’r’|’R’)(’u’|’U’)(’e’|’E’);

FALSE : (’f’|’F’)(’a’|’A’)(’l’|’L’)(’s’|’S’)(’e’|’E’) ;

//Boolean Connectives

NOT : (’n’|’N’)(’o’|’O’)(’t’|’T’);

AND : (’a’|’A’)(’n’|’N’)(’d’|’D’);

OR : (’o’|’O’)(’r’|’R’); //’OR’;

IMPLIES : (’i’|’I’)(’m’|’M’)(’p’|’P’)(’l’|’L’)(’i’|’I ’)(’e’|’E’)(’s’|’S’);

//Quantifiers

EX_QUANTIFIER : (’e’|’E’)(’x’|’X’)(’i’|’I’)(’s’|’S’)( ’t’|’T’)(’s’|’S’);

UNIV_QUANTIFIER : (’f’|’F’)(’o’|’O’)(’r’|’R’)(’a’|’A’ )(’l’|’L’)(’l’|’L’);

//Temporal operators

SINCE : (’s’|’S’)(’i’|’I’)(’n’|’N’)(’c’|’C’)(’e’|’E’) ;

UNTIL : (’u’|’U’)(’n’|’N’)(’t’|’T’)(’i’|’I’)(’l’|’L’) ;

PREVIOUS : (’p’|’P’)(’r’|’R’)(’e’|’E’)(’v’|’V’)

(’i’|’I’)(’o’|’O’)(’u’|’U’)(’s’|’S’);

NEXT : (’n’|’N’)(’e’|’E’)(’x’|’X’)(’t’|’T’);

ONCE : (’o’|’O’)(’n’|’N’)(’c’|’C’)(’e’|’E’);

PAST_ALWAYS :

((’p’|’P’)(’a’|’A’)(’s’|’S’)(’t’|’T’)(’_’)?

(’a’|’A’)(’l’|’L’)(’w’|’W’)(’a’|’A’)(’y’|’Y’)(’s’|’ S’)

|(’a’|’A’)(’l’|’L’)(’w’|’W’)(’a’|’A’)(’y’|’Y’)(’s’| ’S’)(’_’)?

(’p’|’P’)(’a’|’A’)(’s’|’S’)(’t’|’T’)

);

EVENTUALLY :
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((’e’|’E’)(’v’|’V’)(’e’|’E’)(’n’|’N’)(’t’|’T’)(’u’| ’U’)

(’a’|’A’)(’l’|’L’)(’l’|’L’)(’y’|’Y’)

| (’s’|’S’)(’o’|’O’)(’m’|’M’)(’e’|’E’)(’t’|’T’)(’i’| ’I’)

(’m’|’M’)(’e’|’E’)(’s’|’S’)

);

ALWAYS : (’a’|’A’)(’l’|’L’)(’w’|’W’)(’a’|’A’)(’y’|’Y’ )(’s’|’S’);

//Interval bounds

LBOUND : ’[’ INTEGER;

RBOUND: (INTEGER|INFTY) ’]’;

//Built-in predicates

EQUALS : ’=’;

SMALLER_THAN : ’<’;

LARGER_THAN : ’>’;

SMALLER_EQUALS : ’=<’;

LARGER_EQUALS : ’>=’;

PNAME : NAME;

//Parentheses

LPAREN : ’(’;

RPAREN : ’)’;

// Variables (always start with a question mark)

VNAME : ’?’NAME;

CNAME : (’"’ STRING_LITERAL ’"’ | NUMBER);

//Smaller building blocks

fragment INFTY : ’ * ’;

fragment NUMBER : INTEGER | FLOAT;

fragment FLOAT: INTEGER ’.’ ’0’..’9’+;

fragment INTEGER : POS_INT | NEG_INT;

fragment POS_INT : ’0’ | ’+’? ’1’..’9’ ’0’..’9’ * ;

fragment NEG_INT : ’-’ ’1’..’9’ ’0’..’9’ * ;

NAME : LETTER (LETTER | DIGIT | ’_’) * ;

fragment STRING_LITERAL : ’"’ NONCONTROL_CHAR * ’"’;

fragment NONCONTROL_CHAR : LETTER | DIGIT | SYMBOL | SPACE;

fragment LETTER : LOWER | UPPER;

fragment LOWER: ’a’..’z’;

fragment UPPER: ’A’..’Z’;

fragment DIGIT: ’0’..’9’;

fragment SPACE: ’ ’ | ’\t’;

fragment SYMBOL : ’!’ | ’#’..’/’ | ’:’..’@’ | ’[’..’‘’ | ’{’.. ’˜’;

fragment NEWLINE : (’\r\n’|’\r’|’\n’); %

WS : (SPACE | NEWLINE)+ {skip();};



Appendix C

Signature Definitions and Formulae

In the following, we present the signature definitions and the formulae that we used

to validate the feasibility of monitoring the properties of our case studies.

C.1 Compliance

We first present the signature definition. We then present the respective formulae one

by one.

C.1.1 Signature Definition

The following is the definition of the signature SCFR.

ComplianceSignature:

constants:

"failed";

predicates:

open(aID),

close(aID),

obtainInfo(aID),

retainInfo(aID),

discardInfo(aID),

verifyID(aID,result);

C.1.2 Formulae

In the following, we present the formulae used to detect violations of the example

requirements from Section 7.2. All metric constraints were expressed with seconds as

the basic time unit.

Formula for Requirement (1)

open(?a) AND (NOT (once[0, * ] obtainInfo(?a)))
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Formula for Requirement (2)

open(?a) AND (NOT (sometimes[0,172800] (exists ?r. verify ID(?a,?r))))

Formula for Requirement (3)

verifyID(?a,"failed") AND (NOT (sometimes[0,259200] clo se(?a)))

Formula for Requirement (4)

obtainInfo(?a) AND (NOT (once[0,86400] retainInfo(?a)))

Formula for Requirement (5)

discardInfo(?a) AND (NOT (once[63072000, * ] close(?a)))

C.2 Separation of Duties

We first present the definition of the signature SSOD in our concrete syntax. We then

present the formulae using for monitoring.

C.2.1 Signature Definition

The signature SCFR is defined as follows.

SoDsignature:

predicates:

U_S(uID), U_F(uID),

R_S(rID), R_F(rID),

A_S(aID), A_F(aID),

O_S(oID), O_F(oID),

S_S(sID), S_F(sID),

UA_S(uID,rID), UA_F(uID,rID),

PA_S(rID,aID,oID), PA_F(rID,aID,oID),

user_S(sID,uID), user_F(sID,uID),

roles_S(sID,rID), roles_F(sID,rID),

X_S(rID,rID), X_F(rID,rID),

PD_S(aID), PD_F(aID),

Exec(sID,aID,oID);

C.2.2 Formulae

In the following, we provide the formulae used to detect violations of the SoD con-

straints presented in Section 8.2.
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Simple Dynamic Separation of Duty

((NOT S_F(?s)) since[0, * ]S_S(?s))

AND ((NOT R_F(?r)) since[0, * ]R_S(?r))

AND ((NOT R_F(?r1)) since[0, * ]R_S(?r1))

AND ((NOT X_F(?r,?r1)) since[0, * ]X_S(?r,?r1))

AND ((NOT roles_F(?s,?r)) since[0, * ]roles_S(?s,?r))

AND ((NOT roles_F(?s,?r1)) since[0, * ]roles_S(?s,?r1))

Dynamic Object-based Separation of Duty

((NOT S_F(?s)) since[0, * ]S_S(?s))

AND ((NOT A_F(?a)) since[0, * ]A_S(?a))

AND ((NOT A_F(?a1)) since[0, * ]A_S(?a1))

AND ((NOT O_F(?o)) since[0, * ]O_S(?o))

AND ((NOT R_F(?r)) since[0, * ]R_S(?r))

AND ((NOT R_F(?r1)) since[0, * ]R_S(?r1))

AND (exec(?s,?a,?o)

AND ((NOT roles_F(?s,?r)) since[0, * ]roles_S(?s,?r))

AND ((NOT X_F(?r,?r1)) since[0, * ]X_S(?r,?r1))

AND ((NOT PA_F(?r,?a,?o)) since[0, * ] PA_S(?r,?a,?o))

AND ((NOT PA_F(?r1,?a1,?o)) since[0, * ] PA_S(?r1,?a1,?o))

AND (NOT ((NOT exec(?s,?a1,?o)) since[0, * ] ((roles_S(?s,?r1)

AND ((NOT PA_F(?r1,?a1,?o)) since[0, * ] PA_S(?r1,?a1,?o))))))

Dynamic Operational Separation of Duty

((exists ?a1.?a2. (((NOT A_F(?a1)) since[0, * ]A_S(?a1))

AND ((NOT A_F(?a2)) since[0, * ]A_S(?a2))

AND NOT (?a1 = ?a2)))

AND

((NOT U_F(?u)) since[0, * ]U_S(?u))

AND NOT (exists ?a. ((NOT A_F(?a)) since[0, * ]A_S(?a))

AND ((NOT PD_F(?a)) since[0, * ]PD_S(?a))

AND (NOT (exists ?s.?r.?o.

((NOT S_F(?s)) since[0, * ]S_S(?s))

AND ((NOT R_F(?r)) since[0, * ]R_S(?r))

AND ((NOT O_F(?o)) since[0, * ]O_S(?o))

AND ((NOT user_F(?s,?u)) since[0, * ]user_S(?s,?u))

AND ((NOT roles_F(?s,?r)) since[0, * ]roles_S(?s,?r))

AND ((NOT PA_F(?r,?a,?o)) since[0, * ] PA_S(?r,?a,?o))))))

Dynamic History-based Separation of Duty

((NOT PD_F(?a)) since[0, * ]PD_S(?a))

AND (forall ?a1.

(((NOT A_F(?a1)) since[0, * ]A_S(?a1))

AND ((NOT PD_F(?a1)) since[0, * ]PD_S(?a1)))

IMPLIES (exists ?s. ((NOT S_F(?s)) since[0, * ]S_S(?s))
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AND exec(?s,?a1,?o)

AND ((NOT user_F(?s,?u)) since[0, * ]user_S(?s,?u))))

AND (exists ?s1.((NOT S_F(?s1)) since[0, * ]S_S(?s1))

AND exec(?s1,?a,?o)

AND ((NOT user_F(?s1,?u)) since[0, * ]user_S(?s1,?u)))
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Hyon Hwang, Anjali Jhingran, Anurag Maskey, Olga Papaemmanouil,

Alex Rasin, Nesime Tatbul, Wenjuan Xing, Ying Xing, and Stanley B.

Zdonik. Distributed operation in the borealis stream processing engine.

In Proceedings of the ACM SIGMOD International Conference on Management

of Data (SIGMOD ’05), pages 882–884. ACM, 2005.

[ABG+05] Cyrille Artho, Howard Barringer, Allen Goldberg, Klaus Havelund, Sar-

fraz Khurshid, Mike Lowry, Corina Pasareanu, Grigore Roşu, Koushik
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[AK07] Henrik Reif Andersen and Kåre J. Kristoffersen. Temporal runtime ver-

ification using monadic difference logic. Computing Research Repository,

abs/0705.4604, 2007.

[Ale07] Christos Alexopoulos. Statistical analysis of simulation output: state of

the art. In Proceedings of the 39th Conference on Winter Simulation (WSC

’07), pages 150–161. IEEE, 2007.

[Art05] Cyrille Artho. Combining Static and Dynamic Analysis to Find Multi-

threading Faults Beyond Data Races. PhD thesis, ETH Zürich, 2005.
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