
Crime scene  
cyberspace
Boundless freedom of communication does not only open up undreamt-of 
possibilities for honest internet users: for criminals, too, the cyber world is 
a goldmine. The number of crimes on the net has skyrocketed in recent 
years. And the culprits are becoming increasingly shrewd. Their attacks are 
not only aimed at private individuals; the state and businesses are also in-
creasingly being targeted. 
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It can happen now, at any moment. Perhaps you have 
found a USB stick bearing your company’s logo in the un-
derground car park and take a quick look at what is on it, 
to see who might have mislaid it. Or a call comes in that 
you recognise as internal. A voice claiming to be a col-
league of someone you know from the IT department tells 
you that there is a problem with your computer. He just 
needs to know your username and password so he can sort 
it out. And moments later there it is: a malicious program, 
otherwise known as malware.

They often come concealed as a “Trojan horse”, where a 
seemingly useful program smuggles in its undesirable coun-
terpart. In the most harmless cases, it’s spyware – software 
that enables companies to snoop on a user’s internet behav-
iour so that they can target their advertising messages. Or 
worse, a program referred to as a “backdoor”, which affords 
criminals access to other people’s computers undetected. 
This allows them to steal passwords or sensitive company 
data such as business or construction plans – or, in a worst-
case scenario, manipulate or sabotage entire systems.

Like the real world, the cyber world also has its dark 
side. It’s been a long time since the internet was a place 
where users could surf, shop, exchange information and do 
business with peace of mind. It is increasingly turning into 
a crime scene. Every day we receive fresh reports of viruses, 
worms, Trojans and Co. The fear of attacks with grave con-
sequences is mounting, and with it the cry for more secu-
rity – both in the private and public spheres. Guaranteeing 
this is a challenge for both the state and for business. How-
ever, scientists like Srdjan Capkun are working under pres-
sure to make the data network safer.

Easier for criminals
“The opportunities for attackers to zero in on someone 
else’s systems have increased enormously”, says Capkun, a 
professor from ETH Zurich’s Institute of Information Secu-
rity and director of the Zurich Information Security and 
Privacy Center (ZISC), which is also located at ETH Zurich. 
The reason for this is the increasing networking of com-
puter systems. They have become more and more complex 
as a result, and thus more difficult to monitor. Conse-
quently, criminals can often operate unnoticed for quite 
some time – if they are ever discovered at all.   

Regardless of whether we are talking about maintaining 
power stations, managing sensitive data or controlling rail 
or air traffic: “All systems have got security flaws and a lot 
more could happen”, warns Capkun. Besides, people are 
hacking less and less for the fun of it. “Meanwhile, there is 
a whole industry behind it.”

Christine Heidemann

On the other hand, says the expert, hacker equipment 
is easy to get hold of these days. Whether it is a WLAN 
base station or programs which virtually anyone can use to 
generate viruses in a few mouse clicks: it has never been 
easier to harm others. Furthermore, criminals are con-
stantly looking for new niches and are becoming faster and 
shrewder. “By the time you’re onto them, they have al-
ready discovered a new weak point and developed new 
malware.” Zero-day exploits, where criminals have already 
taken advantage of a security loophole before developers 
or users even discover them, are constantly on the rise. 
The manufacturers of protective software and malicious 
software are racing at full speed, neck and neck. 

Not even pacemakers are safe 
Incredibly, even pacemakers and air-pressure sensors can be 
hacked and manipulated, reports Capkun, who becomes a 
wily IT criminal himself almost every single day – for re-
search purposes, of course. Together with his colleagues he 
wants to find out which computer systems are especially vul-
nerable to attack and where, and then how they can be pro-
tected. In their interdisciplinary collaboration at the ZISC, 
the ETH Zurich security experts also examine the needs of 
different industries. The specialist centre for IT security is 
currently funded by Credit Suisse, Google, the federal au-
thority ArmaSuisse and security technology provider Kaba.

Capkun is fairly unflappable when it comes to cybercrime. 
“However, Stuxnet took even me by surprise.” The Stuxnet 
virus, discovered in 2010, reignited the debate on cyber se-
curity. Even though experts already started talking about IT 
security back in the 1980s, Stuxnet was like a wake-up call.  

The virus had been painstakingly developed by the USA for 
importation into the Iranian nuclear plant Natanz via USB 
sticks. During its last attack, the computer worm is supposed 
to have rendered about 1,000 of the then 5,000 centrifuges for 
uranium enrichment temporarily inoperative – while report-
ing to the control personnel that everything was functioning 
properly. However, this dangerous virus was also discovered 
in the systems of gas, electricity and water companies in other 
countries. Above all, Capkun is impressed with the “enor-
mous amount of expertise necessary to develop such a virus 
with thousands of functions.” Although he is convinced that 
such an elaborate and targeted attack on companies and sen-
sitive infrastructures will not remain an isolated incident, 
there is no need for paranoia in this respect.

Stuxnet was sabotage
Myriam Dunn Cavelty from ETH Zurich’s Center for Secu-
rity Studies also warns against excessive scaremongering. 
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And she hesitates to use the word “cyberwar”, which has 
been bandied about more and more frequently since Stux-
net, for it she claims it is too vague. While this was admit-
tedly the first major incidence of a country being behind a 
cyber attack, for the ETH Zurich scientist the Stuxnet at-
tacks were acts of sabotage, not war: “The demand for ar-
mament and defence in this respect is a Cold-War philoso-
phy and a step in the wrong direction.”      

Nonetheless, the worry that the conventional balance 
of power in the world could shift via the cyber dimension 
in the not-too-distant future is not entirely unjustified – 
something which a superpower like the USA is especially 
afraid of. But at least in terms of critical infrastructures, 
says the researcher, the state is unable to do very much 
anyway: around ninety-five percent of these facilities, in-
cluding the power supply, are in private hands.   

Dunn Cavelty primarily advises the Swiss Military De-
partment on cyber security on behalf of the Federal Office 
for Civil Protection. She searches for trends, compares the 
cyber strategies of different countries and gives talks on the 
topic – including at reinsurer Swiss Re recently. “The insur-
ance industry has been extremely interested in cyber risks 
for some time now. On the one hand it sees a possible mar-
ket here, but on the other it is afraid of being attacked itself.”  

However, in order to be able to calculate premiums, in-
surers need reliable figures. How great is the danger of a 
company falling victim to a cyber attack? How many at-
tacks have there been on similar industries in the past? 
And what does it cost to repair the damage? This data is 
lacking, complains the expert from ETH Zurich. “The few 
figures that exist hail almost exclusively from the antivirus 
industry.” In other words, from an industry that profits 
from a high cybercrime rate.  

However, many companies are not just scared of losing 
money; they also fear for their reputations. If sensitive 
data falls into the hands of third parties, not only is it em-
barrassing; the customers also lose trust. This, coupled 
with the worry that the state could regulate the protection 
of the security system in future, is responsible for many 
attacks going unreported. And a large proportion is never 
even discovered in the first place. Naturally, companies 
have the latest protective measures, such as firewalls or 
antivirus software. “However, most of them are unarmed 
against sophisticated industrial espionage or sabotage at-
tacks”, says Dunn Cavelty. These complex APT (Advanced 
Persistent Threat) attacks currently make up an estimated 
three per cent of all attacks. And their number is rising.    

“A country’s entire economy could be crippled by such 
attacks”, says Capkun. Apparently, many companies are not 

even aware of this and either neglect to protect their IT 
systems or play down the threat. However, Capkun says 
that it is precisely the increasing complexity of the systems 
that means caution should be exercised: “You only need 
think of smart grids: intelligent electricity systems that 
won’t only be able to transport power, but also data and 
information in future.”  If they were to be manipulated, 
overloads could be faked and power cuts provoked.   

But how can such massive encroachments into networks 
be prevented? First of all, the ETH Zurich specialists agree, 
the threat needs to be recognised and taken seriously. The 

“National strategy to protect Switzerland from cyber risks” 
(“Nationale Strategie zum Schutz der Schweiz vor Cyber-
risiken”), recently passed by the Swiss Federal Council, was 
a step in the right direction. Furthermore, says Dunn 
Cavelty, there need to be incentives – perhaps tax-wise – for 
companies to invest more in security. Internationally uni-
form standards and legal foundations could stem the threat 
further. And last but not least, scientists are called for.

Coping, not resisting
For Dunn Cavelty, an efficient collaboration between poli-
ticians, entrepreneurs and researchers is essential to com-
bat the threat from the cyber world. Moreover, she ob-
serves a trend from the USA that is increasingly taking 
hold in Europe: the notion of resilience, the ability to cope. 
Here, the assumption is that certain attacks or failures can-
not be prevented and thus it makes more sense to focus on 
coping with them rather than fending them off.   

“If we want to find out how resilient a society is towards 
cyber attacks, first we need reliable data”, says Dunn Cavelty. 
How fault-tolerant are the networks of sensitive infrastruc-
tures? How well prepared is the population for an act of cy-
ber sabotage, such as a power failure? Do citizens know how 
to get water in an emergency? Creating a corresponding re-
silience index is one of the main challenges for research. 

Ultimately, say the ETH Zurich experts, it is its uncontrol-
lable aspect that makes the cyber world so threatening. The 
malevolence is diffuse and acts covertly. There is no longer a 
visible adversary. And there is not much time to think and 
act – of that, Srdjan Capkun is certain: “In the cyber world, 
everything happens in a flash.” Consequently, he wants to 
delve as deeply into the thick of the action as possible with 
his team: “The more intensively we work with those affected, 
the more we know about their problems and the more effi-
ciently and quickly we can develop suitable solutions.” ■
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