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Reminder
Approaches to Program Analysis

program behaviors

over-approximation
(e.g. static analysis)

over and under
approximation
(e.g. symbolic
execution)

All behaviors in under-approximation
the universe (e.g. dynamic analysis)




Plan for Today

e Informal introduction to static program analysis
e Goal: get an intuition

 Understand why we need the math later
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Recall the Question from last Lecture

Can you build an automatic analyzer which takes as input an
arbitrary program and an arbitrary property such that if the
analyzer answers:

o

e “Yes”, thenitis certain that the property holds

e “No”, thenitis certain that the property does not hold

Answer:

No. The problem is undecidable
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What now?

Change the question
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New Question

Can you build an automatic analyzer which takes as input an
arbitrary program and an arbitrary property such that if the
analyzer answers:

{

e “Yes”, thenitis certain that the property holds
unknown if the property holds or not

. -",thenitis———————— ——
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SOFTWARE RELIABI B

Trivial Solution

StaticAnalyzer(Program, Property)
{

return “No”;
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Static Program Analysis: Challenge

The challenge is to build a static analyzer that is able to answer
“Yes” for as many programs which satisfy the property.
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Static Program Analysis: cool facts

e (Can automatically prove interesting properties such as

— absence of null pointer dereferences, assertions at a program
point, termination, absence of data races, information flow,...

 Nice combination of math and system building

— combines program semantics, data structures, discrete math,
logic, parallelism, decision procedures, ...
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Static Program Analysis: cool facts

e (Can run the program without giving a concrete input

— abstractly execute a piece of code from any point

* No need for manual annotations such as loop invariants
— they are automatically inferred
— whatis a loop invariant ?
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Static Analysis via
Abstract Interpretation

e We will learn a style called abstract interpretation

— ageneral theory of how to do approximation systematically

 Abstract interpretation is a very useful thinking framework

— relate the concrete with the abstract, the infinite with the finite

 Many existing analyses can be seen as abstract interpreters

— type systems, data-flow analysis, model checking, etc...
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Abstract Interpretation

Lets begin...

SRL Martin Vechev ETH
" ossi: heTelchmscheHochs(hu\eZunch

SOFTWARE RELIABILITY LAB




1.

2.

3.

H
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Abstract Interpretation: step-by-step

select/define an abstract domain
» selected based on the type of properties you want to prove

define abstract semantics for the language w.r.t. to the domain
e prove sound w.r.t concrete semantics
 involves defining abstract transformers

e thatis, effect of statement / expression on the abstract domain

iterate abstract transformers over the abstract domain
e until we reach a fixed point

The fixed point is the over-approximation of the program
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Lets prove an assertion...

foo (int i) { There are infinitely many executions here.
We cannot just enumerate them all.

1: Int X :=5;

2: Inty :I=7; : L :
A= 7 And even if they were finite, it would still

3: if (i 2 0) { take us a long time to enumerate them

4: y =y + 1; all...

5: 1 =1 - 1;

O 1 goto 3; Instead, let us do some over-

approximation, so that we can reduce the
7: assert 0 < x + y space of what we need to enumerate...
+
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Step 1: Select abstraction

Lets pick the sign abstraction
foo (int 1) {

Int x :-=5;
inty :=7;

T
. + -
it (2 0) {
=y + 1;
=1 - 1;
0

N

o 01~ W
- (<

goto 3;
+
;: assert 0 £ x + vy 1
Why this abstract domain ?
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Question: what does + represent in the sign
abstraction?
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Question: what does + represent in the sign
abstraction ?

Answer: + represents all positive numbers and O.

What about -, what does it mean ?
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Step 1: Select abstraction

foo (int 1) { T
1: int x :=5; /\
2 1Int \ -=7; ol xly [ ¥ s
3: 1 f (i 2 0) ¢{ 2 |+ | L] T \/
4: y 1=y + 1;
5 - i =i - 1- Example Abstract State
6: goto 3; 0

¥
7: assert 0 £ x + vy 1
X

An abstract program state is a map from variables to elements in the domain
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Step 2: Define Transformers

foo (int 1) {

: Int X =5;
> inty -=7;

N

o 01~ W
-\

An abstract transformer describes the effect of statement

(

pC pC
1 3
pC pC
4 « o 7
STATEMENT/ZEXPRESSION
pC pC
1 3
pC pC
4 7

and expression evaluation on an abstract state




Important Point

It is important to remember that abstract transformers are defined
per programming language once and for all, and not per-program |

That is, they essentially define the new (abstract) semantics of the
language (we will see them formally defined later)

This means that any program in the programming language can
use the same transformers

SRL Martin Vechev EI'H
E RELIABILITY LAB

Eidgendssische Technische Hochschule Ziirich



Step 2: Define Transformers

foo (int 1) {

1: 1nt x :=5;
2: Inty :-=7;
3: 1f (0 2 0) {
4: y ==y +1
5: 1 =1 -1
6: goto 3;

+

pcC

pC




Step 2: Define Transformers

foo (int 1) {

N

(O) RO} IS OV)

> Int x =5
> inty -=7;

pcC

pC

23



Step 2: Define Transformers

foo (int 1) {

1: 1nt x :=5;
2: Inty :-=7;
3: 1f (0 2 0) {
4: y ==y +1
5: 1 =1 -1
6: goto 3;

+

pcC

pC




Step 2: Define Transformers

pc| x|yl | pc| x|yl |
foo (int i) { 1 | T|OT 3/0|T|T
1: 1Int x :=5; pc| Xx|vy| i pc| x|y| i
2: Int 'y I=7; 4 | T|-|T 7 0T]-T
3: ifF (0 20) {
4 y ==y +1
5 1 =1 -1 4- -— + 1-
6 goto 3; ) y -=Y 4

is this correct ?

} pc| x|y| i pc| x|y| i
1|T7|0|T 4T T
pc| x|y| i pc| x|y| i
5 | Tlo|lT 71T T




Step 2: Define Transformers

pc| x|y| i pc| x|yl i
foo (int 1) { 1 [ T|0|T 310(T|T
1: 1Int x :=5; pc| Xx|vy| i pc| x|y| i
2: Int 'y I=7; 4 | T|-|T 7 0T]-T
3: 1T (0 2 0) {

4: y ==y +1

5: 1 =1 -1 4 — + 1

6: goto 3; y y -
+

7: assert 0 £ x + vy What does correct mean ?



Transformer Correctness

foo (int 1) {

1: int x :=5; A correct abstract transformer should
2: Inty I=7; always produce results that are a
3 if (> 0) | superset of what a concrete
4: y =y + 1; transformer would produce
5: 1 =1 - 1;
6: goto 3
ks
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Unsound Transformer

pc| x|y| i
This abstract state: a |1l T
foo (int 1) {
) represents infinitely many oc| x|y
12 1nt X :=5; concrete states including: a | i el 2
2: Inty =7,
D= + 1
3: 01T (1 2 0) | gnwtiizecr;ircgé stateywe get: ad Bl
4: y 1=y + 1; ! ' 5 (11]-2]2
5: 1 =1 - 1;
6- goto 3; However, the abstract ey
1 transformer produced s [7lol T
an abstract state:

7: assert 0 £ x + vy

} This abstract state does not
represent any state wherey = - 2

The abstract transformer is unsound ! ®
28



foo (int 1) {

1: Int X :=5;
2. Int 'y -=7;
3: 1f (1 2 0)
4: y 1=y +
5: 1 = 01 -
6: goto 3;
ks

7: assert 0 <
}

How about this ?

pc| X|y| i pc| x|y
1 |T|O|T 3 T
pc| x|y| i pc| x|y
4 | T|-|T 71T

4: y 1=y + 1

/
This is correct, why? l

pc| x|y i pc| x|y
1 (T[0T 4| T
pc| x|y i pc| x|y
5| T|T|T 71T
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foo (int 1) {

1: Int X :=5;
2: Inty :-=7;
3: 1f (1 2 0)
4: y 1=y +
5: 1 =1 -
6: goto 3;
}

7: assert 0 <
}

How about this ?

pcC

pC

4:

Is this sound ? Yes
Is it precise ? No

pC

1

pcC

pPC| XYy

pPC| XYy
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Imprecise Transformer

pc| X|y| i
This abstract state: 4 |Tlo|T
foo (int 1) {
represents infinitely many oc| x|v| i
1: int X :=5; concrete states where y is ol
2: Int y :1=7; always O, including: 4
3o 1 (1 2 0) If we performy =y + 1
4: y :=y -+ 1; on any of these concrete states, :
5: 0 =1 - 1; : pc| Xy !
) _ we will always get states where
6: goto 3; : » 51112
1 y is always positive, such as:
7: assert 0 € x + y However, the abstract
} transformer produces pc| x|y| i
an abstract state where y can s [tl1]T

be any value, such as:

The abstract transformer is imprecise | ®
31



foo (int 1) {

1: Int X :=5;
2. Int 'y -=7;
3: 1T (n 2 0)
4: y 1=y +
5: 1 = 01 -
6: goto 3;
ks

7: assert 0 <
}

How about this ?

pcC

pC

4:

Is this sound ?
Is it precise ?

pC

pC

pPC| XYy

pPC| XYy
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foo (int 1) {

1: Int X :=5;
2. Int 'y -=7;
3: 1T (n 2 0)
4: y 1=y +
5: 1 = 01 -
6: goto 3;
ks

7: assert 0 <
}

How about this ?

pcC

pC

4:

Is this sound ? Yes
Is it precise ? Yes

pC

1

pC

pPC| XYy

pPC| XYy
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Abstract Transformers

It is easy to be sound and imprecise: simply output T

It is desirable to be both sound and precise. If we lose
precision, it needs to be clear why and where:

e sometimes, computing the most precise transformer
(also called the best transformer) is impossible

e for efficiency reasons, we may sacrifice some precision

34



Step 3: Iterate to a fixed point

foo (int i) { Start with the least abstract element
1: Int x :=5;
2: 1nt 'y :-=7;
pc| x|y| i pc| x|yl | pc| x|yl i

izlf(lzoli amnn il sl
>y =yt
5: 1 =1 - 1; ) : :
6- gOtO 3- pc| X| Yyl I pc| Xyl | pc| X|Yy|l I pc| X

3 a4 fL|L|L | s|L|Lll e|L|L| L @ 7]|L]L

}' Lets do some iterations...



Step 3: Iterate to a fixed point

foo (int 1) {

1: int x :=5; pc| x|y| i | pc| x|y| i & pc| x
2: Inty :-=7; 4 |1 |1]1 5 (1 |1]1 6 |1
3: 1fF (1 2 0) { Jl
4: y 1=y + 1;
S: 1 =1 - 1; int i
6: goto 3;

}



Step 3: Iterate to a fixed point

foo (int 1) {

Int x :-=5;
inty :=7;

N

o 01~ W
-\

~J
Q
0)
)
0
)
(_'_
=)
IA

pc| x|yl | pc y pC Y

1 (1L (1|1 2 1 3 1
pc y| | pc Y pc y pc
4 1|1 5 1 6 1 7

pc| x|yl | pC y PC y

1 (1 |L|T 2 1l 3 1
pc| X|y| | pC y pC y pC
4 1|1 5 1 6 1 7




Step 3: Iterate to a fixed point

foo (int 1) {

1: 1nt x :=5;
2: Inty :-=7;
3: 1f (1 2 0)
4: y 1=y +
5: 1 =1 -
6: goto 3;

pc| X|y| i pc| X|y| | pC y

1 (1L (LT 2 |1 (1|1 3 1

pc pc| x|yl i |pc| x|y pcC

4 5 (1 |11 6 |1 |1l 7
1: Int x :=5;




Step 3: Iterate to a fixed point

foo (int 1) {

1: Int x :=5;
2: Inty :-=7;
3: 1f (1 2 0)
4: y 1=y +
5: 1 =1 -
6: goto 3;
+

7: assert 0 <
+

pc| X|y| i pcC| X|Yy pC| X|Y
1 (L (L|T 2 |1 |1 3 1
pC Y PC| x|y | PC y pcC
4 1 5 (1 |11 6 1 7
1: Int x :=5;
pcC yl i fpc| x|yl i pcC y| |
1 17T 2 |+ (LT 3 (1|11
pC y PC| X|y| I | pC y pC
4 1 5|1 (1|1 6 1| 1 7




Step 3: Iterate to a fixed point

foo (int 1) {

1: 1nt x :=5;
2: Inty :-=7;
3: 1T (0 2 0) {
4: y 1=y + 1;
5: 1 =1 - 1;
6: goto 3;

+

pcC i pcC i pcC

1 T 2 T 3 1
pcC Y pcC Y pc y pcC
4 1 5 1 6 1 7




Step 3: Iterate to a fixed point

foo (int 1) {

1: Int x :=5;
2: Inty :-=7;
3: 1f (1 2 0)
4: y 1=y +
5: 1 =1 -
6: goto 3;
+

7: assert 0 <
+

pcC i fpc yl i pc| X [
1 T 2 1T 311 1
pC y pC| X|y pC y| | pc
4 1 5 1 |1 6 1l 1 7
2: inty :=7;
pc i | pc vyl i [pc| x i
1 T|| 2 L|T 3|+ T
pC y pc| x|y pcC y| i| | pc
4 1 511 |1 6 1] 1 7




Step 3: Iterate to a fixed point

foo (int 1) {

1: 1nt x :=5;
2: Inty :-=7;
3: 1T (0 2 0) {
4: y 1=y + 1;
5: 1 =1 - 1;
6: goto 3;

+

pC y| 1| pcC [ pc| X [

1 LT 2 T 3|+ T

pc y pC y pC y| | pC

4 1 5 1 6 1] 1 7
3: 1F (1 2 0)




Step 3: Iterate to a fixed point

foo (int 1) {

1: Int x :=5;
2: Inty :-=7;
3: 1f (1 2 0)
4: y 1=y +
5: 1 =1 -
6: goto 3;
+

7: assert 0 <
+

pc| x|yl i pc| x|y| i pc| X [

1 |L (1T 2 |t (1| T 3|+ T
pc| X|y| i | pc| x|y| i pc| x|y| i | pc| x|yl i
4 (1 |L]| 1 5|1 (1] 1 6 |1 [L| 1 7L |1| 1

3: 1T (1 2 0)

pc| x|yl i | | pc| x|y| i pc| X [

1|1 (L]|T 2 | +[L| T 3 |+ T
pc| X|y| | pc| X|y| | pc| x|yl i fpc| x|yl i
4 [+ |[+]| + 5 (1L |1] 1 6 |1 |1 1 7 [+ [+




Step 3: Iterate to a fixed point

pc| x|yl i pc| x|y| i

foo (int 1) {

C| X i C| X i C

1: Int X :I=5; Z N _Z P | f | P |
2: inty :=7; ull I °
3: 1T (0 2 0) { ]l
4: y 1=y + 1;
5: 1 =1 - 1; 4- - = +
6: goto 3; Y Y

! !



Step 3: Iterate to a fixed point

foo (int 1) {

1: Int x :=5;
2: Inty :-=7;
3: 1f (1 2 0)
4: y 1=y +
5: 1 =1 -
6: goto 3;
+

7: assert 0 <
+

pc| x|yl i pc| x|y| i pcC [
1| L |1 2 | +[L| T 3 T
pc| x|yl if pc| x|y i  pc| x|y pc
4 |+ |+ + 5 1] 1 6 1 7
4: =y + 1;
pc yl i | pc| x|y| i pcC [
1 |L|Ly T 2 [+ |LT 3 T
pC pc| x|y pC Y pC
4 |t + 5 + | + 6 1l 7




Step 3: Iterate to a fixed point

foo (int 1) {

1: 1nt x :=5;
2: Inty :-=7;
3: 1f (1 2 0)
4: y 1=y +
5: 1 =1 -
6: goto 3;

pc i pc| x|y| i pcC [

1 T 2 |t |14 T 3 T

pc y oJe y| ifpc| x|y pC

4 + 5|+ |+]+ 6 |1 |1 7
o - 1;




Step 3: Iterate to a fixed point

foo (int 1) {

1: Int x :=5;
2: Inty :-=7;
3: 1f (1 2 0)
4: y 1=y +
5: 1 =1 -
6: goto 3;
+

7: assert 0 <
+

pc i || pc yl i pcC yl i
1 T 2 LT 3 T
pC y ofe Yy pC Yy ofe
4 + 5 + 6 1 7
: =1 - 1;
pc i | pc yl i pcC yl i
1 T 2 LT 3 + T
pC Y pc| x|y pC Yy pcC
4 + 5 + 6 + 7




Step 3: Iterate to a fixed point

foo (int 1) {

N

(O) RO} IS OV)

Int x :-=5;
inty :=7;

it (2
Yy -
i

y
i

goto 3;

}

: assert O

)
+

{
1;
1;

X

Y

pcC i pc| x|y| i pc [
1 T 2 |t LT 3 T
pC y pPC| X|Yy| | Pc| X pC
4 + 5 |t |*] + 6 |t |t 7

6: goto 3;

!




Step 3: Iterate to a fixed point

foo (int 1) {

1: Int x :=5;
2: Inty :-=7;
3: 1f (1 2 0)
4: y 1=y +
5: 1 =1 -
6: goto 3;
+

7: assert 0 <
+

pcC i || pcC [ pc| X|y| i
1 T 2 T 3 1Y (T T
pc| x|y pc| x|y pC ] pc
4 + 5 [+ [+ 6 H T 7
6: goto 3;
pc i || pc [ pc| x|yl i
1 T |2 T 13|+ |#T
pc y pc| x|y pc I | pc
4 + 5 |+ |+ 6 HT |7




foo (int 1) {

N

(O) RO} IS OV)

Step 3: Iterate to a fixed point

pc| x|yl i [ pc| x|yl i| |pc| x|y]| i

Iint x -=5;

ST pc| x|y| i pc| x|y| i pc| x|y| i||pc| x|y
-7 4 |+ |+ + g |+ |+]| + 6 |+ |+ T 7 |+ |+
it (1 2 0) {
y 1=y + 1;
1 =1 - 1;
goto 3;
} ANY STATEMENT

No matter what statement we execute
from this state, we reach that same state

What is the loop invariant ?



Step 4: Check property

pc| x|yl i [ pc| x|yl i| |pc| x|y]| i

foo (iInt i
( ) 1 1L (L] T | 2|+ |L]|T 3T |t T

1> int x :=5; pc| x|y| i pc| x|y| i pc| x|yl i fpc| x|y| i
2: Inty :-=7;
4 |+ |+ + 5 [+ |+ + 6 |+ |+ T 7 |+ |+ -

3: 1T (0 2 0) {
4: y ==y +1
5: i =i -1 P = (0 < x +Y) \//’
6: goto 3;

¥ P £ (0 £ x + vy) \/

sign

sign domain precise enough
to prove property

51



Lets change the property

foo (int 1) {

1: Int x :=5;
2: Inty :-=7;
3: 1Tt (n 2 0)
4: y 1=y +
S: 1 =1 -
6: goto 3

+

pc| x|yl i [ pc| x|yl i| |pc| x|y]| i

pc| x|y| i pc| x|y| i pc| x|yl i fpc| x|y| i
4 |+ |+ + 5 |+ |[+] + 6 |+ |+ T 7 |+ [+] -

P # (0<x-Yy) X
P # (0<x-Yy) X

sign

sign domain is sound: property does
not hold and it confirms it

52



Lets change the property again

foo (int 1) {

: Int X =5;
> inty -=7;

N

oUW
<
|l
<

|+ =

pc| x|yl i| pc| x|y| i pc yl i
1|1 (1| T 2 |4 T 3 T
pc| x|y| i pc y| i pc| X|Yy pc| X|y| i
4 |+ |+ + 5 [+ |+ + 6 |+ |+ 7 |+ |+ -
P £ (0 <y -Xx) \/
P r (0 < - X
sign( y ) x

sign domain too imprecise to prove

property

53



Lets try another abstraction

This time, instead of abstracting variable values
using the sign of the variable, we will abstract the
values using an interval



Step 1: Select interval domain
@ [- ©,x]

SRL Martin Vechev E"" _ 55
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Step 1: Select abstract domain

An abstract program state

foo (int 1) { .
now looks like:

1: 1nt x :=5;
2: Inty :-=7;
3: 1T (0 2 0) {
4: y ==y +1 pc X y |
5: 1 =i -1 2 | [-2, o] |[1,7] | [1,2]
6: goto 3;

+

7: assert 0 £y - X



Step 2: Define Transformers

foo (int 1) {

N -
Sl
=t
<
I
\l

(O) RO} IS OV)

7: assert 0 £y - X

pC

[_2 ] OO]

[1.7]




Step 2: Define Transformers

foo (int 1) {

N

(O) RO} IS OV)

> Int x
> inty -=7;

1=95;

: assert 0 £y - X

pC X Yy i
4 1 [-2, ] [1,7] |[1,2]
/4: y 1=y + 1;
why is this correct? l
pC X Y I
5 |[-2, =] |[2,8] | [1.2]




Step 2: Define Transformers

foo (int 1) { DC X y i

1: int X :=5; 5 |[-2,»]|[1,7] |[1.2]
2. Int 'y -=7;

3: 1T (0 2 0) {

4 y ==y +1

5 1 =1 -1 5 I =1 - 1
6 goto 3; )

7: assert 0 £y - X



Step 2: Define Transformers

foo (int 1) {

: Int X =5;
> inty -=7;

N

o 01 b~ W
1\
|1
<
|+ —
PR

7: assert 0 £y - X

pC X Yy i

5 |[-2, ] |[1,7] |[1.2]
5: 1 =1 - 1;

pC X Yy i

6 |[-2, ~]|[1,7] |[O,1]




Step 3: Iterate to a fixed point

Again, we start with

foo (int i) { the least abstract element
1: Int x :=5;
2: Inty :-=7; pc| x|y| i| pc| x|y| il pc| x|yl i
. 1L (L|L 2Ll 3 (L|L]L
3: 1f (1 2 0) {
4: y =y +1 : : :
5 - i =1 - 1 pPCc| XYy I PC| X|{yl I | | PC| X|Y| I ||PC| X|VY
6: goto 3 4L L1 s |L|LlL g |Ll|L| L @ 7|L L
+
7: assert 0 £y - X Lets the iterations begin !
+
Note:

we only show the change of 1 component



Step 3: Iterate to a fixed point

foo (int 1) {

N -
Sl
=t
<
I
\l

(O) RO} IS OV)

oJe y
1 1
int 1




Step 3: Iterate to a fixed point

foo (int 1) {

N -
Sl
=t
<
I
\l

(O) RO} IS OV)

pC Yy i
1 1 1
int 1
ole
1




Step 3: Iterate to a fixed point

foo (int 1) {

N -
Sl
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Step 3: Iterate to a fixed point

pC X Yy i
foo (int 1) { 1 1 1 |[-o0, oo]
1 Int X :-=5
2: Inty =7
3: 1T (0 2 0) { l
4 y 1=y + 1;
L S 1: int x :=5
6 goto 3;

7: assert 0 £y - X

pC X Y I
2 | [5, 5] L [-o, »]



Step 3: Iterate to a fixed point

foo (int 1) {
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7: assert 0 £y - X
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2: Int y :=7;




Step 3: Iterate to a fixed point

foo (int 1) {

: Int X =5;
> inty -=7;

N
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7: assert 0 £y - X

pC X y
2 | [5, 5] 1

2: inty :=7;
pc X y
3 1[5.35] |[L7.7]




Step 3: Iterate to a fixed point

foo (int 1) {

: Int X =5;
> inty -=7;

N

(O) RO} IS OV)

7: assert 0 £y - X

pC i
3 |[5,5] |L[7,7] [-%, ]
3: 1T (1 2 0)




Step 3: Iterate to a fixed point

pC X y |
foo (int 1) { 3 [[5,5] |[7,7] [[-o0, o]
1: 1Int x :-=5;
2: Inty =7, l
3: 1f (1 2 0) { - 3 >
e ey e 3: 1T (1 2 0)
5: 1 =1 -1
6: goto 3; l

pC X Y I

7: assert 0 £y - X
} ( 4 1[5,5] |L7.71 | [O, ]

7 |[5.3] |[7,7] [-o0, -1]




Step 3: Iterate to a fixed point

foo (int 1) { ( pC X y i
1: Int X :I=5; 4 |[5,5] |[7,71 ] [0, ]
2: Inty =7;
3: if (i >20) ¢ l
4: y 1=y + 1;
5: 1 =1 - 1; . 4 1-
6: goto 3; 4>y =Yy 1;

} |

7: assert 0 £y - X



Step 3: Iterate to a fixed point

foo (int 1) {

: Int X =5;
> inty -=7;

N

(O) RO} IS OV)

7: assert 0 £y - X

(-

pC X Yy i

4 [5,5] L[7.71 IO, ]
4: vy =y + 1

pC X Yy i

5 [5.5]1 1[8.8] [0, ]




Step 3: Iterate to a fixed point

foo (int 1) {
(: pC X y i

1: Int x =5
2: int y :=7 5 |[5,5]1 |[8,8] ] [0, ]
3: 1T (i 2 0) { Jl
4: y ;= y +1
°r 1 =1 -1 5: i 1= i - 1;
6: goto 3;

} |

7: assert 0 £y - X



Step 3: Iterate to a fixed point

foo (int 1) {

( pC X Y i
1: Int x :=5;
2: int y :=7; 5 | [5,5] |[8.8] | [0, =]
3: if ( =0) { Jl
4:  y =y + 1;
o5 I === 5: 1 1= 1 -1
6 goto 3;

7: assert 0 £y - X

} pC X Y |
"= 6 |[5,5] |I8.8] |[-1, <]




Step 3: Iterate to a fixed point

foo (int 1) {

: Int X =5;
> inty -=7;
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7: assert 0 £y - X
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pC X Y, I

6 [5,5] 1[8.8] [-1, <]
6: goto 3;

pC X Y I

3 |[5,5]1 |[8.8] [-1, ]




Step 3: Iterate to a fixed point

foo (int 1) {

: Int X =5;
> inty -=7;

N

(O) RO} IS OV)

7: assert 0 £y - X

(

pC X Yy i
3 |[5,5] |[8,8] [[-1, ]
pC X Yy i
3 15,31 |7, 7] [-, ]
/]Oln
What is going on here ? l
pC X Yy i
3 5,57 17,81 | [~ ]




Joins

When we have two abstract elements A and B, we
can join them to produce their (least) upper bound

denoted by: A | B

we havethat A= A||BandBE=A[|B
D = E means that E is more abstract than D

In our example, we join the abstract states that occur
at the same program label



Step 3: Iterate to a fixed point

foo (int 1) { (
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(O) RO} IS OV)

7: assert 0 £y - X
} (

pC X Yy i

3 |[5,5] |[7,8] [[-, =]
3: 1T (1 2 0)

pC X Y I

4 |[5,5] |L[7,.8] | [0, ]

pC X Y, i

7 [[5,5] |[7.8] [-, -1]




Step 3: Iterate to a fixed point

foo (int 1) { ( pC X Yy i
1: int x :=5; © 4 [[5.81 |[7.8] ] 0. ]
2: Inty :-=7;
3: 1T (0 2 0) { l
4: y 1=y + 1; 4: vy =y + 1
5: 1 =1 - 1;
6: goto 3

! This will never terminate |
7: assert 0 £y - X . _ .
3 Y will keep increasing forever !

But states reaching label 7 will always
satisfy the assertion |



Cannot reach a Fixed point

With the interval abstraction we could not

foo (int i
90 (CITE 1) A reach a fixed point.

1: Int x :=5;

2: Inty :1=7; The domain has infinite height.

2 |fy(|:2yoi i; What should we do ?

5: 1 =1 - 1;

6: goto 3; Introduce a special operator called the
} widening operator !

}' It ensures termination at the expense of
precision



Widening instead of Join

foo (int 1) {

: Int X =5;
> inty -=7;

N

(O) RO} IS OV)

pC X Y i
3 |[5,5]1 |[7.7] [[-%, ]
pcC X Yy i
3 |[5.5] |[8.8] [0, ]
(///////’widen
y is increasing,
go directly to l
pC X Yy i
3 |[5,5] |[7.%] |[-%, <]




Fixed Point after Widening

With widening, our iteration now reaches

foo (int i) { a fixed point, where at label 7 we have:

1: Int x :=5;
2: Inty =7, ( pcC X Y, | )
o] F-o0.-1
35 PF (i 2 0) | 7 1[6,5] |[7,] [[ 1
4- y =y + 1;
5: 1 =1 - 1;
6: goto 3; P Iz(OSy—X) /
¥
I::ntervallz (O : y B X) /
7: assert 0 £y - X
¥

interval domain precise enough
to prove property !



Questions that should bother you

What are we abstracting exactly ?
What are abstract domains mathematically ?

How do we discover best/sound abstract transformers ?
What does best mean ?

What is the function that we iterate to a fixed point ?

How do we ensure termination of the analysis ?

SRL Martin Vechev ETH
OF

Eidgendssische Technische Hochschule Ziirich

5 [ARE RELIABILITY LAB Swiss Federal Institute of Technology Zurich
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