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Abstract 

Biosafety Level 4 labs are in the spotlight as speculation swirls that Covid-19 may have emerged from such a 
facility in either China or the US.  In the US, the mass proliferation of high-containment germ labs since 9/11, 
and its track record of safety lapses, remains a concern with the renewed interest in the field of biodefense.  In 
light of past accidents of anthrax leaks in US labs and SARS leak in Chinese labs, there needs to be improved 
regulation and governance of germ labs in order to mitigate rising risks of accidents that threaten public health, 
redress safety lapse providing easy access of pathogens by terrorists, and prevent a biodefense arms race. 

About ISPSW 

The Institute for Strategic, Political, Security and Economic Consultancy (ISPSW) is a private institute for research 
and consultancy. The ISPSW is an objective, task-oriented and politically non-partisan institute. 

In the ever more complex international environment of globalized economic processes and worldwide political, 
ecological, social and cultural change, which occasions both major opportunities and risks, decision-makers in 
the economic and political arena depend more than ever before on the advice of highly qualified experts. 

ISPSW offers a range of services, including strategic analyses, security consultancy, executive coaching and 
intercultural competency. ISPSW publications examine a wide range of topics connected with politics, the 
economy, international relations, and security/ defense. ISPSW network experts have worked – in some cases 
for decades – in executive positions and have at their disposal a wide range of experience in their respective 
fields of expertise. 

About the Author of this Issue 

Dr. Christina Lin is a California-based foreign policy analyst. She has extensive US government experience 
working on national security policy planning, including at DoD, State, and NSC, and was a research consultant at 
Jane’s Information Group’s Chemical, Biological, Radiological & Nuclear Assessments Intelligence Centre. 
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Analysis 

The new coronavirus has plunged the world into a pandemic crisis, and has resurrected years-long debates and 
worrying questions about US biodefense policy. These include the rapid proliferation of high-containment germ 
labs since the terrorist attacks of September 11, 2001, and ongoing governance problems with these labs. 

Proliferation of high-containment bio labs 

Before 1990, there were only two BSL-4 (Biosafety Level 4) labs in the US, one at the Centers for Disease Control 
and Prevention (CDC) in Atlanta and the other at the US Army Medical Research Institute of Infectious Diseases 
(USAMRIID) in Fort Detrick, Maryland. 

After 9/11, the US opened 10 more, and in a 2007 report by US Government Accountability Office (GAO) chief 
technologist Keith Rhodes, he observed that “a major proliferation of high-containment BSL-3 and BSL-4 labs is 
taking place in the United States,” with the country’s 1,300 plus “high containment” germ labs, in essence, 
policing themselves.1 

This is disconcerting for Americans who live in states that host these labs. As biosecurity experts Filippa Lentzos 
of Kings College London and Gregory Koblentz of George Mason University in the US state of Virginia have 
argued, the proliferation of labs and scientists working on dangerous pathogens is adding to our collective 
risk.2 These include accidental releases, worker infections, theft and insider threats. 

The most famous insider-threat example occurred in 2001, when one of the scientists at USAMRIID committed 
an anthrax bio-terror attack by placing the deadly agent in the mail, which killed five, infected 17 and put 20,000 
Americans on antibiotics.3 

Now with a renewed interest in the field of bio-terror and biodefense, US state governors and members of 
Congress have a vested interest in partnering with Big Pharma to obtain lucrative federal contracts to create the 
“Silicon Valley for biodefense” in their own states.4 

However, while these labs are spread out geographically, there is no central authority that regulates them or 
monitors their proliferation. 

 

 

 

 

 

 
1 Jesse Tucker, “Proliferation of Biodefense Laboratories and the Need for National Biosecurity”, Homeland Security Affairs 
Journal, Naval Postgraduate School Center for Homeland Defense and Security (CHDS), August 2008, 
https://www.hsaj.org/articles/159;  Keith Rhodes, “HIGH-CONTAINMENT BIOSAFETY LABORATORIES: Preliminary 
Observations on the Oversight of the Proliferation of BSL-3 and BSL-4 Laboratories in the United States”, United States 
Government Accountability Office, October 4, 2007, https://www.gao.gov/new.items/d08108t.pdf  
2 Elisabeth Eaves, “The Risks of Building Too Many Bio labs”, The New Yorker, March 18, 2020, 
https://www.newyorker.com/science/elements/the-risks-of-building-too-many-bio-labs  
3 Amber Dance, “Biodefence researcher linked to anthrax attacks”, Nature, August 1, 2008, 
https://www.nature.com/articles/news.2008.1005  
4 Jennifer Tidball and Beth Bohn, “The Silicon Valley of biodefense: K-State cements status at the forefront of biodefense”, Seek 
Research Magazine, Spring 2017,  https://www.k-state.edu/seek/spring2017/biodefense/index.html  
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Source: Science magazine 20075 

Questions then arise whether building more labs will help us fight outbreaks? Or are we Americans building too 
may labs in too many places?  And rather than having the labs conduct self-policing, who should have 
responsibility for regulating these labs? 

History of safety lapse 

For several years, USA Today conducted an investigation into biosecurity of US germ labs and found systematic 
safety failures and repeated non-compliance to safety procedures, with US GAO—the investigative arm of 
Congress—reaching similar conclusions regarding these lapses.6 

For example, in 2015 the Pentagon discovered that one of its laboratories in Dugway Proving Ground, Utah, had 
inadvertently sent live anthrax to almost 200 laboratories worldwide over the course of 12 years, because the 
lab's "inactivation" (removal of hazardous effects) of the pathogen was found to be incomplete.7

 
5 https://science.sciencemag.org/content/317/5846/1852/tab-figures-data  
6 Alison Young and Nick Penzenstadler, “Inside America’s secretive biolabs”, USA Today, May 28, 2015, 
https://www.usatoday.com/story/news/2015/05/28/biolabs-pathogens-location-incidents/26587505/;  United States Government 
Accountability Office, “BIOLOGICAL SELECT AGENTS AND TOXINS: Actions Needed to Improve Management of DOD's 
Biosafety and Biosecurity Program”, GAO-18-422, Sep 20, 2018, https://www.gao.gov/products/GAO-18-422;  John Neumann, 
“HIGH-CONTAINMENT LABORATORIES: Comprehensive and Up- to-Date Policies and Stronger Oversight Needed”, GAO-16-
566T,  
April 20, 2016, https://www.gao.gov/assets/680/676705.pdf   
7 George Frey, “Inside the top-secret Dugway proving ground—in pictures”, The Guardian, August 17, 
2017,https://www.theguardian.com/us-news/gallery/2017/aug/17/dugway-proving-ground-utah-top-secret-in-pictures; United 
States Government Accountability Office, “High Containment Laboratories: Improved Oversight of Dangerous Pathogens 
Needed to Mitigate Risk”, GAO-16-642,  
August 2016, https://www.gao.gov/assets/680/679392.pdf; USGAO, “HIGH-CONTAINMENT LABORATORIES: 
Actions Needed to Mitigate Risk of Potential Exposure and Release of Dangerous Pathogens”,GAO-16-871T:  Sep 23, 2016, 
https://www.gao.gov/products/GAO-16-871T    
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Most recently, in 2019 USARMRIID was shut down for a safety lapse, but has recently reopened and been tapped 
to produce a vaccine for Covid-19.8 

However, according to a March 21 article titled “A Biosecurity Failure,” the reopening may be premature, given 
the lab’s history of safety lapses and mismanagement.9 

The authors of that article, Dr David Franz, a retired army colonel and former deputy commander of USARMRIID, 
and Judith Miller, author of Germs: Biological Weapons and America’s Secret War, view Fort Detrick as 
“Pentagon’s backwater” that needs capacity rebuilding and more effective leadership. 

They note how the institution has for many years battled financial mismanagement, safety violations, failure to 
adjust to a post-Cold War mission, leadership challenges and just before the Covid-19 outbreak, an atmosphere 
of “fear and mistrust.”10 

Diana Digangi of ABC7 WJLA also obtained a list of the 2019 violations from the CDC, which included an 
individual without required respiratory protection entering a room multiple times where researchers were 
infecting animals with toxins and select agents, risking pathogen exposure, and another incident of a laboratory 
worker disposing of hazardous waste without gloves on.11 

The CDC list of select agents and toxins includes anthrax, ebola, botulism, SARS-linked coronavirus, smallpox 
and plague.12 

 
8 Denise Grady, “Deadly Germ Research Is Shut Down at Army Lab Over Safety Concerns“, New York Times, August 5, 2019, 
https://www.nytimes.com/2019/08/05/health/germs-fort-detrick-biohazard.html   
9 David R., Franz, Judith Miller, “A Biosecurity Failure: America’s key lab for fighting infectious disease has become a Pentagon 
backwater”, City Journal, March 2, 2020, https://www.city-journal.org/biosecurity-failure-usamriid  
10 John M. Donnelly, “Army lab fights coronavirus and its own demons”, Roll Call, March 26, 2020, 
https://www.rollcall.com/2020/03/26/army-lab-fights-coronavirus-and-its-own-demons/  
11 Diana Digangi, “Army germ lab shut down by CDC in 2019 had several 'serious' protocol violations that year”, ABC7 WJLA, 
January 22, 2020, https://wjla.com/news/local/cdc-shut-down-army-germ-lab-health-concerns   
12 CDC Select agents and Toxins List, https://www.selectagents.gov/SelectAgentsandToxinsList.html  
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Other violations include: contractors finding a leak in a sewer line in 1995, only 30 meters from a steam 
sterilization plant where wastewater of deadly pathogens from 50 laboratories on the base is treated; Maryland 
officials investigated Fort Detrick in 1992 for hazardous-waste disposal violations by exploding chemicals with 
grenades; sloppy safety habits caused anthrax leaks from the labs in 2002; and in 2009, 9,200-plus vials (one-
eighth of its stock) were discovered to be undocumented in the inventory.13 

US bio labs are not the only ones with governance issues. In China, while there is no evidence in open source 
information that the 2003 SARS (severe acute respiratory syndrome) epidemic was caused by lab leaks, the 2004 
SARS cases were indeed caused by leaks from a Beijing lab.14 

In March 2004, two lab researchers were first infected by SARS, which caused a small outbreak, although by 
May that year the World Health Organization declared it was contained. In this case, Beijing punished five 
officials of the Chinese Center for Disease Control and Prevention (China CDC) for negligence over lab safety.15 

However, given the opaque nature of incident reporting in China, the number of safety lapses is likely much 
higher and at least comparable to those in the US. 

Better governance of bio labs 

In light of these developments, there needs to be better regulation and governance of germ labs in different 
countries. Transparency and information exchange are important to build confidence and prevent a biodefense 
arms race, as well as regulating the proliferation of these labs in order to mitigate attendant risks of accidents, 
threats to public health and safety lapses providing easy access of toxins and select agents by terrorists. 

*** 
 

 

 
 

Remarks:  Opinions expressed in this contribution are those of the author. 

This article first appeared in Asia Times on April 6, 2020. 

 
13 Brian Moar, “Fort Detrick sewer leaks raises questions”, Washington Post, May 14, 
1995,https://www.washingtonpost.com/archive/local/1995/05/14/fort-detrick-sewer-leak-raises-questions/c981c749-837d-4e36-
b934-f227a2ab0ca8/;  Timothy Wheeler, “State presses probe at Fort Detrick Chemicals destroyed with grenades”, The 
Baltimore Sun, April 30, 1992,  https://www.baltimoresun.com/news/bs-xpm-1992-04-30-1992121087-story.html;  “Sloppy 
Safety Habits Caused Anthrax Leaks at Fort Detrick Army Laboratory, Investigators Find”, Nuclear Threat Initiative, August 20, 
2004, https://www.nti.org/gsn/article/sloppy-safety-habits-caused-anthrax-leaks-at-fort-detrick-army-laboratory-investigators-find/ 
; Kenneth King, “Trouble in the air at Fort Detrick”, The Baltimore Sun, February 28, 2011, 
https://www.baltimoresun.com/opinion/bs-xpm-2011-02-28-bs-ed-detrick-20110228-story.html   
14 “WHO: Beijing Lab to Blame for SARS Outbreak - 2004-04-26”, Voice of America, October 28, 2009, 
 https://www.voanews.com/archive/who-beijing-lab-blame-sars-outbreak-2004-04-26  
15 Zhang Feng, “Officials punished for SARS virus leak”, China Daily, July 2, 2004, 
http://www.chinadaily.com.cn/english/doc/2004-07/02/content_344755.htm   


